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[bookmark: _GoBack]Test Guidelines
Test case names will be based on the function name and the appended test number from the table below.  For example, getdns_general_1 refers to the first negative test for the getdns_general() function where a NULL is passed for context.  If new tests are added, they should be added at the bottom of the function with the next sequential number.  Once a test is in place, its number should never be changed as tests will be referred to, and produce output associated with this test case name.
Positive Tests
For positive tests that involve validating responses, I think we want to create a test program that creates a “golden master” of expected responses for all of the queries based on the string returned by getdns_pretty_print_dict against the response.  I’m not sure that’s going to cover the RDATA (bindata) though.
Unless otherwise specified, a positive asynchronous test will:
1. Create a valid default context with getdns_create_context (tests that are verifying expected responses will need to specify set_from_os = false and then call getdns_context_set_resolution_type() and getdns_context_setstub_resolution() to use stub resolution and provide the DNS server info). 
2. Call the getdns asynchronous function being tested with:
a. No extensions
b. userarg = “<getdns function name>_<#>”  (for example, getdns_general_9”
c. transaction_id = getdns_transaction_t initialized to 0
d. callbackdfn = callback routine which makes the following assertions:
· assert callback_type should equal GETDNS_CALLBACK_COMPLETE
· assert response should equal known response for userarg (which contains test case name)
· assert transaction_id should equal transaction_id previously set when calling getdns asynchronous function
3. Assert return code should equal GETDNS_RETURN_GOOD
Unless otherwise specified, a positive synchronous test will:
1. Create a valid default context with getdns_create_context (tests that are verifying expected responses will need to specify set_from_os = false and then call getdns_context_set_resolution_type() and getdns_context_setstub_resolution() to use stub resolution and provide the DNS server info). 
2. Call the getdns synchronous function being tested with:
a. No extensions
b. response_length and response should be valid pointers. 
3. Assert return code should equal GETDNS_RETURN_GOOD
4. Verify the expected response.
5. Call getdns_free_sync_request_memory() to free the returned response.
If we are using unbound to support the tests, then I would suggest just providing local data in the unbound config file, or we could setup a zone file(s).  This would also mean an additional call above to getdns_context_set_stub_resolution() after creating the context to add the localhost DNS server.
Negative Tests
It’s been decided to nix any negative tests involving invalid pointers, with the exception of NULL.  Passing a pointer that is not the expected data structure would require casting in order to even compile and the feeling is at that point you deserve whatever you get.  As such, any tests of that nature have since been removed from the test plan.
Tests that require unsafe modifications to local files, such as /etc/resolv.conf for example, will be implemented using chroot[footnoteRef:1]. [1:  http://en.wikipedia.org/wiki/Chroot ] 

Not Currently Supported
Functions that are not currently supported are marked in red, though tests have been defined for all, though some may be questionable.
Tests Still Needed
Tests are still needed for extensions for all of the query functions.  These can be spread out/sampled across the asynchronous and synchronous function calls, rather than trying to test all the combinations.  These tests are not yet defined, but will be added once we have all of the basic tests working without extensions. 
	Function
	#
	Test Type
	Test Description

	getdns_general()

getdns_return_t
getdns_general(
  getdns_context_t          context,
  const char                       *name,
  uint16_t                           request_type,
  struct getdns_dict         *extensions,
  void                                  *userarg,
  getdns_transaction_t   *transaction_id,
  getdns_callback_t         callbackfn
);
	1
	Negative
	context is NULL
expected: return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	name is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	3
	Negative
	name is invalid (domain name length > 255)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	4
	Negative
	name is invalid (domain name label length > 63)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	5
	Negative
	request_type is 0
expected: return code = GETDNS_RETURN_GENERIC_ERROR or NOERROR/NODATA response?

	
	6
	Negative
	request_type is max currently unassigned value
expected: NOERROR/NODATA response?

	
	7
	Negative
	callbackfn is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR?

	
	8
	Positive
	name is <valid domain name> with A records (NOERROR)
request_type is GETDNS_RRTYPE_A
no extensions
expected:  response with correct address (A) records

	
	9
	Positive
	name is <valid domain name> with AAAA records (NOERROR)
request_type is GETDNS_RRTYPE_AAAA
no extensions
expected: response with correct address (AAAA) records

	
	10
	Positive
	name is <non-existent domain name> (NXDOMAIN)
request_type is GETDNS_RRTYPE_TXT
no extensions
expected: NXDOMAIN response (with SOA record)

	
	11
	Positive
	name is <valid domain name without MX records> (NOERROR/NODATA) 
request_type is GETDNS_RRTYPE_MX
no extensions
expected: NOERROR response (with SOA record)

	
	12
	Positive
	name is <valid domain name with max label & domain name length> with A records (NOERROR)
request_type is GETDNS_RRTYPE_A
no extensions
expected: response with correct address (A) records

	
	13
	Positive
	name is <IPv4 address>
request_type is GETDNS_RRTYPE_PTR
no extensions
expected: response with correct pointer (PTR) record

	
	14
	Positive
	name is <IPv6 address>
request_type is GETDNS_RRTYPE_PTR
no extensions
expected: response with correct pointer (PTR) record 

	getdns_address()

getdns_return_t
getdns_address(
  getdns_context_t          context,
  const char                       *name,
  struct getdns_dict         *extensions,
  void                                  *userarg,
  getdns_transaction_t   *transaction_id,
  getdns_callback_t          callbackfn
);
	1
	Negative
	context is NULL
expected: return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	name is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	3
	Negative
	name is invalid (domain name length > 255)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	4
	Negative
	name is invalid (domain name label length > 63)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	5
	Negative
	callbackfn is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR?

	
	6
	Positive
	name is <valid domain name>
no extensions
expected: response with correct address (A/AAAA) records

	
	7
	Positive
	name is <localhost or local host name> (cannot be resolved by DNS)
no extensions
expected: response with correct addresses from local file (/etc/hosts)

	
	8
	Positive
	name cannot be resolved by any means (namespaces)
expected: response with no addresses

	getdns_hostname()

getdns_return_t
getdns_hostname(
  getdns_context_t           context,
  struct getdns_dict         *address,
  struct getdns_dict         *extensions,
  void                                  *userarg,
  getdns_transaction_t   *transaction_id,
  getdns_callback_t          callbackfn
);
	1
	Negative
	context is NULL
expected: return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	address is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	3
	Negative
	dict in address does not contain getdns_bindata
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	4
	Negative
	dict in address does not contain two names
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	5
	Negative
	dict in address contains names other than address_type and address_data
expected: return code = GETDNS_RETURN_GENERIC_ERROR

also add expected keys but pointing to wrong data type

	
	6
	Negative
	dict in address contains names address_type and address_data however the data type is not bindata

	
	7
	Negative
	dict in address contains invalid address_ type (not “IPv4” or “IPv6”)
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	8
	Negative
	dict in address contains invalid address_data
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	9
	Negative
	extensions is not a getdns_dict
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	10
	Negative
	callbackfn is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	11
	Positive
	address/dict has resolvable IPv4 address_type/address_data
expected: response with correct hostname

	
	12
	Positive
	address/dict has unresolvable IPv4 address_type/address_data
expected: response with no hostname

	
	13
	Positive
	address/dict has resolvable IPv6 address_type/address_data
expected: response with correct hostname

	
	14
	Positive
	address/dict has unresolvable IPv6 address_type/address_data
expected: response with no hostname

	getdns_service()

getdns_return_t
getdns_service(
  getdns_context_t           context,
  const char                        *name,
  struct getdns_dict          *extensions,
  void                                   *userarg,
  getdns_transaction_t   *transaction_id,
  getdns_callback_t          callbackfn
);
	1
	Negative
	context is NULL
expected: return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	name is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	3
	Negative
	name is invalid (domain name length > 255)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	4
	Negative
	name is invalid (domain name label length > 63)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	5
	Negative
	callbackfn is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	6
	Positive
	name is <valid domain name> with SRV records  (NOERROR)
no extensions
expected: response with correct server (SRV) record(s)

	
	7
	Positive
	name is <non-existent domain name> (NXDOMAIN)
no extensions
expected: NXDOMAIN response (with SOA record)

	
	8
	Positive
	name is <valid domain name without SRV records> (NOERROR/NODATA) 
no extensions
expected: NOERROR response (with SOA record)

	
	9
	Positive
	name is <valid domain name with max label & domain name length> with SRV records (NOERROR)
no extensions
response: response  with correct server (SRV) record(s)

	getdns_context_create()

getdns_return_t
getdns_context_create(
  getdns_context_t       *context,
  bool                               set_from_os
);
	1
	Negative
	context is NULL
expected:  return code = GETDNS_RETURN_GENERIC_ERROR

	
	2
	Positive
	set_from_os = true
expected: return code = GETDNS_RETURN_GOOD
expected: context initialized with operating system info 

	
	3
	Positive
	set_from_os = false
expected: return code = GETDNS_RETURN_GOOD
expected: context not initialized with operating system info

	getdns_context_destroy()

void
getdns_context_destroy(
  getdns_context_t        context
);
	1
	Negative
	context is NULL
expected:  API doesn’t implode..  sneak peek at the code shows it simply returns

	
	2
	Positive
	context is valid
no outstanding transactions
expected: nothing

	
	3
	Positive
	context is valid
getdns_context_destroy() called immediately following getdns_general
expected: callback should be called before getdns_context_destroy() returns

	
	4
	Positive
	context is valid
getdns_context_destroy() called immediately following getdns_address
expected: callback should be called before getdns_context_destroy() returns

	
	5
	Positive
	context is valid
getdns_context_destroy() called immediately following getdns_hostname
expected: callback should be called before getdns_context_destroy() returns

	
	6
	Positive
	context is valid
getdns_context_destroy() called immediately following getdns_service
expected: callback should be called before getdns_context_destroy() returns

	getdns_cancel_callback()

getdns_return_t
getdns_cancel_callback(
  getdns_context_t          context,
  getdns_transaction_t   transaction_id
);
	1
	Negative
	context is NULL
expected: GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	transaction_id is NULL
expected: GETDNS_RETURN_GENERIC_ERROR or GETDNS_RETURN_UNKNOWN_TRANSACTION?

	
	3
	Negative
	transaction_id corresponds to callback that has already been called
expected:  return code  = GETDNS_RETURN_UNKNOWN_TRANSACTION

	
	4
	Negative
	transaction_id is unknown
expected:  return code  = GETDNS_RETURN_UNKNOWN_TRANSACTION

	
	5
	Positive
	context is valid
transaction_id is transaction_id returned from getdns_general
getdns_cancel_callback() should be called immediately following the call to getdns_general()
expected:  callbackfn for getdns_general should be called with GETDNS_CALLBACK_CANCEL

	
	6
	Positive
	context is valid
transaction_id is transaction_id returned from getdns_general
getdns_cancel_callback() should be called immediately following the call to getdns_address()
expected:  callbackfn for getdns_general should be called with GETDNS_CALLBACK_CANCEL

	
	7
	Positive
	context is valid
transaction_id is transaction_id returned from getdns_general
getdns_cancel_callback() should be called immediately following the call to getdns_hostname()
expected:  callbackfn for getdns_general should be called with GETDNS_CALLBACK_CANCEL

	
	8
	Positive
	context is valid
transaction_id is transaction_id returned from getdns_general
getdns_cancel_callback() should be called immediately following the call to getdns_service()
expected:  callbackfn for getdns_general should be called with GETDNS_CALLBACK_CANCEL

	getdns_general_sync()

getdns_return_t
getdns_general_sync(
  getdns_context_t       context,
  const char                    *name,
  uint16_t                       request_type,
  struct getdns_dict     *extensions,
  struct getdns_dict     **response
);
	1
	Negative
	context is NULL
expected: GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	name is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	3
	Negative
	name is invalid (domain name length > 255)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	4
	Negative
	name is invalid (domain name label length > 63)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	75
	Negative
	response is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	6
	Positive
	request_type is 0
expected: return code = GETDNS_RETURN_GOOD
response status should be GETDNS_RESPSTATUS_GOOD
should be NOERROR/NODATA response meaning RCODE = 0 and no records in ANSWER section

	
	7
	Positive
	request_type is max currently unassigned value (65279)
expected: return code = GETDNS_RETURN_GOOD
response status should be GETDNS_RESPSTATUS_GOOD
should be NOERROR/NODATA response meaning RCODE = 0 and no records in ANSWER section

	
	8
	Positive
	name is <valid domain name> with A records (NOERROR)
request_type is GETDNS_RRTYPE_A
no extensions
expected:  response with correct address (A) records

	
	9
	Positive
	name is <valid domain name> with AAAA records (NOERROR)
request_type is GETDNS_RRTYPE_AAAA
no extensions
expected: response with correct address (AAAA) records

	
	10
	Positive
	name is <non-existent domain name> (NXDOMAIN)
request_type is GETDNS_RRTYPE_TXT
no extensions
expected: NXDOMAIN response (with SOA record)

	
	11
	Positive
	name is <valid domain name without MX records> (NOERROR/NODATA) 
request_type is GETDNS_RRTYPE_MX
no extensions
expected: NOERROR response (with SOA record)

	
	12
	Positive
	name is <valid domain name with max label & domain name length> with A records (NOERROR)
request_type is GETDNS_RRTYPE_A
no extensions
expected: response with correct address (A) records

	
	13
	Positive
	name is <IPv4 address>
request_type is GETDNS_RRTYPE_PTR
no extensions
expected: response with correct pointer (PTR) record

	
	14
	Positive
	name is <IPv6 address>
request_type is GETDNS_RRTYPE_PTR
no extensions
expected: response with correct pointer (PTR) record 

	getdns_address_sync()

getdns_return_t
getdns_address_sync(
  getdns_context_t       context,
  const char             *name,
  struct getdns_dict     *extensions,
  struct getdns_dict     **response
);
	1
	Negative
	context is NULL
expected: GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	name is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	3
	Negative
	response is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	4
	Positive
	name is <valid domain name>
no extensions
expected: response with correct address (A/AAAA) records

	
	5
	Positive
	name is <localhost or local host name> (cannot be resolved by DNS)
no extensions
expected: response with correct addresses from local file (/etc/hosts)

	
	6
	Positive
	name cannot be resolved by any means (namespaces)
expected: response with no addresses

	getdns_hostname_sync()

getdns_return_t
getdns_hostname_sync(
  getdns_context_t       context,
  struct getdns_dict     *address,
  struct getdns_dict     *extensions,
  struct getdns_dict     **response
);
	1
	Negative
	context is NULL
expected: GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	address is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	3
	Negative
	response is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	4
	Positive
	address/dict has resolvable IPv4 address_type/address_data
expected: response with correct hostname

	
	5
	Positive
	address/dict has unresolvable IPv4 address_type/address_data
expected: response with no hostname

	
	6
	Positive
	address/dict has resolvable IPv6 address_type/address_data
expected: response with correct hostname

	
	7
	Positive
	address/dict has unresolvable IPv6 address_type/address_data
expected: response with no hostname

	getdns_service_sync()

getdns_return_t
getdns_service_sync(
  getdns_context_t       context,
  const char                   *name,
  struct getdns_dict     *extensions,
  struct getdns_dict     **response
);
	1
	Negative
	context is NULL
expected: GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	name is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	3
	Negative
	name is invalid (domain name length > 255)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	4
	Negative
	name is invalid (domain name label length > 63)
expected: return code = GETDNS_RETURN_BAD_DOMAIN_NAME

	
	5
	Negative
	response is NULL
expected: return code = GETDNS_RETURN_GENERIC_ERROR

	
	6
	Positive
	name is <valid domain name> with SRV records  (NOERROR)
no extensions
expected: response with correct server (SRV) record(s)

	
	7
	Positive
	name is <non-existent domain name> (NXDOMAIN)
no extensions
expected: NXDOMAIN response (with SOA record)

	
	8
	Positive
	name is <valid domain name w without SRV records> (NOERROR/NODATA) 
no extensions
expected: NOERROR response (with SOA record)

	
	9
	Positive
	name is <valid domain name with max label & domain name length> with SRV records (NOERROR)
no extensions
response: response  with correct server (SRV) record(s)

	getdns_list_get_length()

getdns_return_t 
getdns_list_get_length(
  struct getdns_list    *this_list,
  size_t                         *answer
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Positive
	Create a list by calling getdns_list_create()
In a for loop for 3 iterations:
        getdns_list_set_int()
getdns_list_set_get_length should return 3.

	
	4
	Positive
	Create a list by calling getdns_list_create()
Call getdns_list_set_get_length()
expect: return code = GETDNS_RETURN_GOOD
               retrieved length should = 0

	getdns_list_get_data_type()

getdns_return_t 
getdns_list_get_data_type(
  struct getdns_list      *this_list, 
  size_t                            index, 
  getdns_data_type     *answer
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	index is out of range
Create a list by calling getdns_list_create()
Call getdns_list_get_data_type() for index 1
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	4
	Negative
	Create a list by calling getdns_list_create()
Call getdns_list_get_data_type() for index 0
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	5
	Positive
	Create a list by calling getdns_list_create()
Create a dict by calling getdns_dict_create()
Set list value at index 0 via getdns_list_set_dict() to the dict
Call getdns_list_get_data_type() for index 0
expect:   return code = GETDNS_RETURN_GOOD 
                 retrieved answer should = t_dict

	
	6
	Positive
	Create a list by calling getdns_list_create()
Create a second list by calling getdns_list_create()
Set list value at index 0 in the first list via getdns_list_set_list() to the second list
Call getdns_list_get_data_type() for index 0
expect:  return code = GETDNS_RETURN_GOOD
                retrieved answer should = t_list

	
	7
	Positive
	Create a list by calling getdns_list_create()
Create some bindata to add to the list
Set list value at index 0 via getdns_list_set_bindata() to bindata
Call getdns_list_get_data_type() for index 0
expect:  return code = GETDNS_RETURN_GOOD 
                retrieved answer should = t_bindata

	
	8
	Positive
	Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Call getdns_list_get_data_type() for index 0
expect:  return code = GETDNS_RETURN_GOOD 
                retrieved answer should = t_int

	getdns_list_get_dict()

getdns_return_t 
getdns_list_get_dict(
  struct getdns_list *this_list, 
  size_t index, 
  struct getdns_dict **answer
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	index is out of range 
create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Call getdns_list_get_dict() for index 1
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Negative
	data type at index is not dict
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Call getdns_list_get_dict() for index 0
expect: return code = GETDNS_RETURN_WRONG_TYPE_REQUESTED

may also want to test against list and bindata data types at index 1 & 2

	
	4
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	5
	Positive
	Create a list by calling getdns_list_create()
Create a dict by calling getdns_dict_create()
Add a key/value “ten” and  10 to dict by calling getdns_dict_set_int() 
Set list value at index 0 via getdns_list_set_dict() to the dict 
Call getdns_list_get_dict() for index 0
Call getdns_dict_get_int() against retrieved dict with name = “ten”
expect:  return code = GETDNS_RETURN_GOOD 
                retrieved int should = 10

	getdns_list_get_list()

getdns_return_t 
getdns_list_get_list(
  struct getdns_list    *this_list, 
  size_t                          index, 
  struct getdns_list    **answer
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	index is out of range
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Call getdns_list_get_list() for index 1
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Negative
	data type at index is not list
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Call getdns_list_get_list() for index 0
expect: return code = GETDNS_RETURN_WRONG_TYPE_REQUESTED

may also want to test against dict and bindata data types at index 1 & 2

	
	4
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	5
	Positive
	Create a list by calling getdns_list_create()
Create a second list by calling getdns_list_create()
Set list value at index 0 in the second list via getdns_list_set_int() to 45
Set list value at index 0 in the first list via getdns_list_set_list() to the second list
Call getdns_list_get_list() for index 0 against the first list
Call getdns_list_get_int() for index 0 against retrieved list
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 45

	getdns_list_get_bindata()

getdns_return_t 
getdns_list_get_bindata(
  struct getdns_list            *this_list, 
  size_t                                  index, 
  struct getdns_bindata    **answer
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	index is out of range
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Call getdns_list_get_bindata() for index 1
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Negative
	data type at index is not bindata
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Call getdns_list_get_bindata() for index 0
expect: return code = GETDNS_RETURN_WRONG_TYPE_REQUESTED

may also want to test against dict and list data types at index 1 & 2

	
	4
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	5
	Positive
	Create a list by calling getdns_list_create()
Create some bindata containing “bindata”
Set list value at index 0 via getdns_list_set_list() to the bindata
Call getdns_list_get_list() for index 0
expect: return code = GETDNS_RETURN_GOOD 
               retrieved bindata should = “bindata”

	getdns_list_get_int()

getdns_return_t 
getdns_list_get_int(
  struct getdns_list    *this_list, 
  size_t                          index, 
  uint32_t                     *answer
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	index is out of range
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Call getdns_list_get_int() for index 1
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Negative
	data type at index is not int
Create a list by calling getdns_list_create()
Create some bindata containing “bindata”
Set list value at index 0 via getdns_list_set_list() to the bindata
Call getdns_list_get_int() for index 0
expect: return code = GETDNS_RETURN_WRONG_TYPE_REQUESTED

may also want to test against dict and list data types at index 1 & 2

	
	4
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	5
	Positive
	Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Call getdns_list_get_int() for index 0
expect: return code = GETDNS_RETURN_GOOD 
               int retrieved = 100

	getdns_dict_get_names()

getdns_return_t 
getdns_dict_get_names(
  struct getdns_dict    *this_dict, 
  struct getdns_list      **answer
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	2
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	3
	Positive
	Create a dict by calling getdns_dict_create()
Add keys “ten”, “eleven”, and “twelve” with the values   10, 11, and 12 to the dict by calling getdns_dict_set_int() 
Call getdns_dict_get_names() against the dict
Call getdns_list_get_length() against the returned list setting a loop count variable
Initialize a string to “”
In a for loop for <loop count variable> iterations:
    getdns_list_get_bindata() at index in loop
    append bindata to a string
expect:  string should equal “teneleventwelve”

	getdns_dict_get_data_type()

getdns_return_t 
getdns_dict_get_data_type(
  struct getdns_dict     *this_dict, 
  char                              *name, 
  getdns_data_type    *answer
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	2
	Negative
	name is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	3
	Negative
	name does not exist in dict
Create a dict by calling getdns_dict_create()
Add keys “ten”, “eleven”, and “twelve” with the values   10, 11, and 12 to the dict by calling getdns_dict_set_int() 
Call getdns_dict_get_data_type() for name = “nine” against the dict
expect:  return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	4
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	5
	Positive
	Create a dict by calling getdns_dict_create()
Create a second dict by calling getdns_dict_create()
Add the second dict as name “dict” to the first dict by calling getdns_dict_set_dict()
Call getdns_dict_get_data_type() for name “dict” against the first dict
expect:  return code = GETDNS_RETURN_GOOD
                retrieved answer should = t_dict

	
	6
	Positive
	Create a dict by calling getdns_dict_create()
Create a list by calling getdns_list_create()
Add the list as name “list” to the dict by calling getdns_dict_set_dict()
Call getdns_dict_get_data_type() for name “list” against the dict
expect:  return code = GETDNS_RETURN_GOOD
                retrieved answer should = t_list

	
	7
	Positive
	Create a dict by calling getdns_dict_create()
Create some bindata
Add the bindata as name “bindata” to the dict by calling getdns_dict_set_dict()
Call getdns_dict_get_data_type() for name “bindata” against the dict
expect:  return code = GETDNS_RETURN_GOOD
                retrieved answer should = t_bindata

	
	8
	Positive
	Create a dict by calling getdns_dict_create()
Add an int  as name “int” to the dict by calling getdns_dict_set_int()
Call getdns_dict_get_data_type() for name “int” against the dict
expect:  return code = GETDNS_RETURN_GOOD
                retrieved answer should = t_int

	getdns_dict_get_dict()

getdns_return_t 
getdns_dict_get_dict(
  struct getdns_dict     *this_dict, 
  char                              *name, 
  struct getdns_dict     **answer
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	2
	Negative
	name is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	3
	Negative
	name does not exist in dict
Create a dict by calling getdns_dict_create()
Create a second dict by calling getdns_dict_create()
Add keys “ten”, “eleven”, and “twelve” with the values   10, 11, and 12 to the second dict by calling getdns_dict_set_int()
Add the second dict to the first dict as name “numbers” by calling getdns_dict_set_dict() 
Call getdns_dict_get_dict() for name = “letters” against the first dict
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	4
	Negative
	data type at name is not dict
Create a dict by calling getdns_dict_create()
Add a key/value “ten” and  10 to dict by calling getdns_dict_set_int() 
Call getdns_dict_get_dict() for name = “ten” against the dict
expect: return code = GETDNS_RETURN_WRONG_TYPE_REQUESTED

may also want to test against list and bindata data types at name

	
	5
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	6
	Positive
	Create a dict by calling getdns_dict_create()
Create a second dict by calling getdns_dict_create()
Add keys “ten”, “eleven”, and “twelve” with the values   10, 11, and 12 to the second dict by calling getdns_dict_set_int() 
Add the second dict to the first dict as name “numbers” by calling getdns_dict_set_dict()
Call getdns_dict_get_dict() for name = “numbers” against the first dict
Call getdns_dict_get_names() against the retrieved dict
Call getdns_list_get_length() against the returned list setting a loop count variable
Initialize an integer called sum to 0
In a for loop for <loop count variable> iterations:
    getdns_list_get_int() at index in loop
    add the retrieved int to sum
expect:  sum should equal = 33

	getdns_dict_get_list()

getdns_return_t getdns_dict_get_list(
  struct getdns_dict *this_dict,
  char *name, 
  struct getdns_list **answer
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	2
	Negative
	name is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	3
	Negative
	name does not exist in dict
Create a dict by calling getdns_dict_create()
Add keys “ten”, “eleven”, and “twelve” with the values   10, 11, and 12 to the dict by calling getdns_dict_set_int() 
Call getdns_dict_get_list() for name = “nine” against the dict
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	4
	Negative
	data type at name is not list
Create a dict by calling getdns_dict_create()
Add key “ten” with a value of 10 to the dict by calling getdns_dict_set_int()
Call getdns_dict_get_list() for name = “ten”
expect: return code = GETDNS_RETURN_WRONG_TYPE_REQUESTED

may also want to test against dict and bindata data types at name

	
	5
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	6
	Positive
	Create a dict by calling etdns_dict_create()
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Add the list as name “list” to the dict by calling getdns_dict_set_dict()
Call getdns_dict_get_list() for name = “list”
Call getdns_list_get_int() for index 0
expect: return code = GETDNS_RETURN_GOOD 
               int retrieved = 100 

	getdns_dict_get_bindata()

getdns_return_t 
getdns_dict_get_bindata(
  struct getdns_dict             *this_dict, 
  char                                     *name, 
  struct getdns_bindata     **answer
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	2
	Negative
	name is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	3
	Negative
	name does not exist in dict
Create a dict by calling etdns_dict_create()
Create some bindata
Add the bindata as name “bindata” to the dict by calling getdns_dict_set_dict()
Call getdns_dict_get_bindata() for name “bindata1”
expect:  return code =GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	4
	Negative
	data type at name is not bindata
Create a dict by calling etdns_dict_create()
Add key “ten” with a value of 10 to the dict by calling getdns_dict_set_int()
Call getdns_dict_get_bindata() for name = “ten”
expect: return code = GETDNS_RETURN_WRONG_TYPE_REQUESTED

may also want to test against list and dict data types at name

	
	5
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	6
	Positive
	Create a dict by calling etdns_dict_create()
Create some bindata containing “bindata”
Add the bindata as name “bindata” to the dict by calling getdns_dict_set_dict()
Call getdns_dict_get_bindata() for name = “bindata”
expect: return code = GETDNS_RETURN_GOOD 
               retrieved bindata should = “bindata”

	getdns_dict_get_int()

getdns_return_t 
getdns_dict_get_int(
  struct getdns_dict     *this_dict, 
  char                              *name, 
  uint32_t                       *answer
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	2
	Negative
	name is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	3
	Negative
	Create a dict by calling getdns_dict_create()
Add key “ten” with a value of 10 to the dict by calling getdns_dict_set_int() 
Call getdns_dict_get_int() for name = “nine” against the dict
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	4
	Negative
	data type at name is not int
Create a dict by calling etdns_dict_create()
Create some bindata containing “bindata”
Add the bindata as name “bindata” to the dict by calling getdns_dict_set_dict()
Call getdns_dict_get_int() for name = “bindata”
expect: return code = GETDNS_RETURN_WRONG_TYPE_REQUESTED

may also want to test against dict and list data types at name

	
	5
	Negative
	answer is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_NAME

	
	6
	Positive
	Create a dict by calling etdns_dict_create()
Add key “ten” with a value of 10 to the dict by calling getdns_dict_set_int()
Call getdns_dict_get_bindata() for name = “ten”
expect: return code = GETDNS_RETURN_GOOD 
               retrieved int should = 10

	getdns_list_create()

struct getdns_list * 
getdns_list_create();
	NA
	Negative
	No negative tests.

	
	NA
	Positive
	Positive tests already covered elsewhere

	getdns_list_destroy()

void getdns_list_destroy(
  struct getdns_list     *this_list
);
	1
	Negative
	this_list is NULL
expect:  nothing

	
	2
	Positive
	Using all of the appropriate methods, create the following nested list:

list->int = 1
list->bindata = “bindata1”
list->dict->int = 2
list->dict->bindata = “bindata2”
list->dict->dict->int = 3
                  ->bindata = “bindata3”
                  ->dict->int = 4
                  ->list->int = 5
list->dict->list->int = 6
                          ->bindata = “bindata4”
                          ->dict->bindata = “bindata5”
                          ->list->bindata = “bindata6”
list->list->int = 7
list->list->bindata = “bindata7”
list->list->dict->int = 8
                          ->bindata = “bindata8”
                          ->dict->int = 9
                          ->list->int = 10
list->list->list->int = 11
                        ->bindata = “bindata9”
                        ->dict->bindata = “bindata10”
                        ->list->bindata = “bindata11”

Call getdns_list_destroy() to destroy the top-level list.
expected:nothing

	
	3
	Positive
	May not be part of unit tests but may want to test adding lot of lists with lots of sub items and ensuring that memory is not leaked for sub items when calling getdns_list_destroy

	getdns_list_set_dict()

getdns_return_t 
getdns_list_set_dict(
  struct getdns_list       *this_list, 
  size_t                             index, 
  struct getdns_dict     *child_dict
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	index is out of range
Create a list by calling getdns_list_create()
Create a dict by calling getdns_dict_create()
Attempt adding the dict to the list by calling getdns_list_set_dict() with index = 1
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Negative
	child_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	4
	Positive
	index is already populated
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Create a dict by calling getdns_dict_create()
Add key “ten” with a value of 10 to the dict by calling getdns_dict_set_int() 
Set list value at index 0 via getdns_list_set_dict() to the dict
expect: return code = GETDNS_RETURN_GOOD
Call getdns_list_get_dict() for index 0 to retrieve the dict
Call getdns_dict_get_bindata() for name = “ten”
expect: return code = GETDNS_RETURN_GOOD 
               retrieved int should = 10

may want to repeat with first list item added at index 0 being a list and bindata

	getdns_list_set_list()

getdns_return_t 
getdns_list_set_list(
  struct getdns_list     *this_list, 
  size_t                           index, 
  struct getdns_list     *child_list
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	index is out of range
Create a list by calling getdns_list_create()
Create a second list by calling getdns_list_create()
Attempt adding  the second list to the first list by calling getdns_list_set_list() with index = 1
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Negative
	child_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	4
	Positive
	index is already populated 
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Create a second list by calling getdns_list_create()
Set list value at index 0 in the second list via getdns_list_set_int() to 100
Set list value in the first list at index 0 via getdns_list_set_dict() to the second list
expect: return code = GETDNS_RETURN_GOOD
Call getdns_list_get_list() for index 0 against the first list
Call getdns_list_get_int() for index 0 against retrieved list
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 100

may want to repeat with existing list item at index 0 being a dict and bindata

	getdns_list_set_bindata()

getdns_return_t 
getdns_list_set_bindata(
    struct getdns_list               *this_list, 
    size_t                                    index, 
    struct getdns_bindata     *child_bindata
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	index is out of range
Create a list by calling getdns_list_create()
Create some bindata
Attempt adding  the bindata to the llist by calling getdns_list_set_bindata() with index = 1
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Negative
	child_bindata is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	4
	Positive
	index is already populated 
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Create some bindata containing “bindata”
Set list value at index 0 via getdns_list_set_bindata() to the bindata
expect: return code = GETDNS_RETURN_GOOD
Call getdns_list_get_bindata() for index 0
expect: return code = GETDNS_RETURN_GOOD 
              retrieved bindata should = ”bindata”

may want to repeat with existing list item at index 0 being a list and dict

	getdns_list_set_int()

getdns_return_t 
getdns_list_set_int(
  struct getdns_list     *this_list, 
  size_t                          index, 
  uint32_t                     child_uint32
);
	1
	Negative
	this_list is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	2
	Negative
	index is out of range
Create a list by calling getdns_list_create()
Attempt adding  an int with the value of 100 to the llist by calling getdns_list_set_bindata() with index = 1
expect: return code = GETDNS_RETURN_NO_SUCH_LIST_ITEM

	
	3
	Positive
	index is already populated 
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Set list value at index 0 via getdns_list_set_int() to 101
expect: return code = GETDNS_RETURN_GOOD
Call getdns_list_get_int() for index 0
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 101

	
	4
	Positive
	index is already populated, different data type
Create a list by calling getdns_list_create()
Create some bindata containing “bindata”
Set list value at index 0 via getdns_list_set_bindata() to bindata
Set list value at index 0 via getdns_list_set_int() to 100
expect: return code = GETDNS_RETURN_GOOD
Call getdns_list_get_bindata() for index 0
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 100

may want to repeat replacing different data types, dict->int and list->int

	getdns_dict_create()

struct getdns_dict * 
getdns_dict_create();
	NA
	Negative
	No negative tests.

	
	NA
	Positive
	Positive tests already covered elsewhere.

	getdns_dict_destroy()

void getdns_dict_destroy(
  struct getdns_dict     *this_dict
);
	1
	Negative
	this_dict is NULL
expect: nothing

	
	2
	Positive
	Using all of the appropriate methods, create the following nested dict:

dict->int = 1
dict->bindata = “bindata1”
dict->dict->int = 2
dict->dict->bindata = “bindata2”
dict->dict->dict->int = 3
                  ->bindata = “bindata3”
                  ->dict->int = 4
                  ->list->int = 5
dict->dict->list->int = 6
                          ->bindata = “bindata4”
                          ->dict->bindata = “bindata5”
                          ->list->bindata = “bindata6”
dict->list->int = 7
dict->list->bindata = “bindata7”
dict->list->dict->int = 8
                          ->bindata = “bindata8”
                          ->dict->int = 9
                          ->list->int = 10
dict->list->list->int = 11
                        ->bindata = “bindata9”
                        ->dict->bindata = “bindata10”
                        ->list->bindata = “bindata11”

Call getdns_dict_destroy() to destroy the top-level dict.
expected:nothing

	
	3
	Positive
	May not be part of unit tests but may want to test adding lot of dicts with lots of sub items and ensuring that memory is not leaked for sub items when calling getdns_dict_destroy

	getdns_dict_set_dict()

getdns_return_t 
getdns_dict_set_dict(
  struct getdns_dict     *this_dict, 
  char                               *name, 
  struct getdns_dict     *child_dict
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_ITEM

	
	2
	Negative
	name is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_ITEM

	
	3
	Negative
	child_dict is NULL
expect: unknown

	
	5
	Positive
	name already exists in dict
Create a dict by calling getdns_dict_create()
Add key “int” to the dict with a value of 100 by calling getdns_dict_set_int() 
Update key “int” in  the dict with a value of 101 by calling getdns_dict_set_int() 
expect: return code = GETDNS_RETURN_GOOD
Call getdns_dict_get_int() for name = “int”
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 101

	
	6
	Positive
	name already in exists in dict, changing data type
Create a dict by calling getdns_dict_create()
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Add key “list” to the dict representing the list by calling getdns_dict_set_list()
Create a second dict by calling getdns_dict_create()
Add key “int” to the dict with a value of 101 by calling getdns_dict_set_int() 
Update key “list” in the first dict setting it to the second dict by calling getdns_dict_set_dict()
expect: return code = GETDNS_RETURN_GOOD
Call getdns_dict_get_dict()  with name = “list” to retrieve the second dict from the first dict
Call getdns_dict_get_int() for name = “int” against the second dict
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 101

may want to repeat replacing different data types; int->dict and bindata->dict

	getdns_dict_set_list()

getdns_return_t 
getdns_dict_set_list(
  struct getdns_dict     *this_dict, 
  char                              *name, 
  struct getdns_list      *child_list
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_ITEM

	
	2
	Negative
	name is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_ITEM

	
	3
	Negative
	child_list is NULL
expect: unknown

	
	4
	Positive
	name already exists in dict
Create a dict by calling getdns_dict_create()
Create a list by calling getdns_list_create()
Set list value at index 0 via getdns_list_set_int() to 100
Add key “list” to the dict representing the list by calling getdns_dict_set_list()
Create a second list by calling getdns_list_create()
Set list value at index 0 in the second list via getdns_list_set_int() to 101
Update key “list” in the dict to the second list by calling getdns_dict_set_list()
expect: return code = GETDNS_RETURN_GOOD
Call getdns_dict_get_list() for name = “list”
Call getdns_list_get_int() for index 0
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 101

	
	5
	Positive
	name already in exists in dict, changing data type
Create a dict by calling getdns_dict_create()
Create a second dict by calling getdns_dict_create()
Add the key “int” to the second dict with a value of 100 by calling getdns_dict_set_dict()
Add the key “dict” to the first dict representing the second dict by calling getdns_dict_set_dict()
Create a list by callimg getdns_create_list() 
Set list value at index 0 via getdns_list_set_int() to 101
Update key “dict” in the first dict setting it to the list by calling getdns_dict_set_list()
expect: return code = GETDNS_RETURN_GOOD
Call getdns_dict_get_dict()  with name = “dict” to retrieve the list from the first dict
Call getdns_list_get_int() for index 0 against the retrieved list
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 101

may want to repeat replacing different data types;  int->list and bindata->list

	getdns_dict_set_bindata()

getdns_return_t 
getdns_dict_set_bindata(
  struct getdns_dict *this_dict, 
  char *name, 
  struct getdns_bindata *child_bindata
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_ITEM

	
	2
	Negative
	name is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_ITEM

	
	3
	Negative
	child_bindata is NULL
expect: unknown

	
	4
	Positive
	name already exists in dict
Create a dict by calling getdns_dict_create()
Create some bindata containing “bindata”
Add key “bindata” to the dict representing the bindata by calling getdns_dict_set_bindata()
Create a second bindata containing “second_bindata”
Update key “bindata” in the dict to the second bindata by calling getdns_dict_set_list()
expect: return code = GETDNS_RETURN_GOOD
Call getdns_dict_get_bindat() for name = “bindata”
expect: return code = GETDNS_RETURN_GOOD 
              retrieved bindata should = “second_bindata”

	
	5
	Positive
	name already in exists in dict, changing data type
Create a dict by calling getdns_dict_create()
Add the key “int” to the dict with a value of 100 by calling getdns_dict_set_int()
Create some bindata containing “bindata”
Update key “int” in the dict to the bindata by calling getdns_dict_set_bindata()
expect: return code = GETDNS_RETURN_GOOD
Call getdns_dict_get_bindata()  with name = “int” 
expect: return code = GETDNS_RETURN_GOOD 
              retrieved bindata should = “bindata”

may want to repeat replacing different data types, list->bindata and dict->bindata

	getdns_dict_set_int()

getdns_return_t 
getdns_dict_set_int(
  struct getdns_dict     *this_dict, 
  char                              *name, 
  uint32_t                       child_uint32
);
	1
	Negative
	this_dict is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_ITEM

	
	2
	Negative
	name is NULL
expect: return code = GETDNS_RETURN_NO_SUCH_DICT_ITEM

	
	3
	Positive
	name already exists in dict
Create a dict by calling getdns_dict_create()
Add the key “int” to the dict with a value of 100 by calling getdns_dict_set_int()
Update key “int” in the dict with a value of 101 by calling getdns_dict_set_int()
expect: return code = GETDNS_RETURN_GOOD
Call getdns_dict_get_int() for name = “int”
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 101

	
	4
	Positive
	name already in exists in dict, changing data type
Create a dict by calling getdns_dict_create()
Create some bindata containing “bindata”
Add the key “bindata” to the dict representing the bindata by calling getdns_dict_set_bindata()
Update key “bindata” in the dict with a value of 101 by calling getdns_dict_set_int()
expect: return code = GETDNS_RETURN_GOOD
Call getdns_dict_get_int() for name = “int”
expect: return code = GETDNS_RETURN_GOOD 
              retrieved int should = 101

	getdns_convert_dns_name_to_fqdn()

char *
getdns_convert_dns_name_to_fqdn(
  char  *name_from_dns_response
);
	1
	Negative
	name_from_dns_response is NULL
expect: unknown

	
	2
	Positive
	name_from_dns_response = 0x037777770361626303636f6d00
expected: “www.abc.com”

	getdns_convert_fqdn_to_dns_name()

char *
getdns_convert_fqdn_to_dns_name(
  char  *fqdn_as_string
);
	1
	Negative
	fqdn_as_string is NULL
expect: unknown

	
	2
	Positive
	fqdn_as_string = “www.abc.com”
expect: 0x037777770361626303636f6d00

	getdns_convert_ulabel_to_alabel()

char *
getdns_convert_ulabel_to_alabel(
  char  *ulabel
);
	1
	Negative
	ulabel is NULL
expect: unknown

	
	2
	Negative
	ulabel contains invalid Unicode
expect: unknown

	
	3
	Positive
	ulabel = “bücher”
expect: “xn--bcher-kva”

	getdns_convert_alabel_to_ulabel()

char *
getdns_convert_alabel_to_ulabel(
  char  *alabel
);
	1
	Negative
	alabel is NULL

	
	2
	Negative
	alabel contains invalid ASCII characters
expected: unknown

	
	3
	Positive
	alabel = “xn--bcher-kva”
expected: “bücher”

	getdns_validate_dnssec()

getdns_return_t
getdns_validate_dnssec(
  struct getdns_bindata  *record_to_validate,
  struct getdns_list     *bundle_of_support_records,
  struct getdns_list     *trust_anchor_rdatas
);

May need some help with this one, but it’s not currently implemented yet.
	1
	Negative
	record_to_validate is NULL
expect: unknown

	
	2
	Negative
	bundle_of_support_records is NULL
expect: unknown

	
	3
	Negative
	trust_anchor_rdatas is NULL
expect: unknown

	
	4
	Positive
	record_to_validate is SECURE
should be able to test this where:
record_to_validate = RRSIG DS record for signed .com domain
bundle_of_support_records = DS records for signed .com domain
trust_anchor_rdatas = DNSKEY records from .com
expect: GETDNS_DNSSEC_SECURE

	
	5
	Positive
	record_to_validate is BOGUS
should be able to test this where:
record_to_validate = RRSIG DS record for signed .com domain (where one character in signature has been altered)
bundle_of_support_records = DS records for signed .com domain
trust_anchor_rdatas = DNSKEY records from .com
expect: GETDNS_DNSSEC_BOGUS

Note:  There are many ways to cause DNSSEC validation to fail – do we want to test all of them?

	
	6
	Positive
	record_to_validate is INDETERMINATE
not sure what indeterminate means?
expect: GETDNS_DNSSEC_INDETERMINATE

	
	7
	Positive
	record_to_validate is INSECURE
would record to validate not be an RRSIG?
expect: GETDNS_DNSSEC_INSECURE

	get_dns_pretty_print_dict()

char *
getdns_pretty_print_dict(
  struct getdns_dict     *some_dict
);
	1
	Negative
	some_dict is NULL
expected: nothing

	
	2
	Positive
	Using all of the appropriate methods, create the following nested dict:

dict->int = 1
dict->bindata = “bindata1”
dict->dict->int = 2
dict->dict->bindata = “bindata2”
dict->dict->dict->int = 3
                  ->bindata = “bindata3”
                  ->dict->int = 4
                  ->list->int = 5
dict->dict->list->int = 6
                          ->bindata = “bindata4”
                          ->dict->bindata = “bindata5”
                          ->list->bindata = “bindata6”
dict->list->int = 7
dict->list->bindata = “bindata7”
dict->list->dict->int = 8
                          ->bindata = “bindata8”
                          ->dict->int = 9
                          ->list->int = 10
dict->list->list->int = 11
                        ->bindata = “bindata9”
                        ->dict->bindata = “bindata10”
                        ->list->bindata = “bindata11”

Call get_dns_pretty_print_dict() for this dict
expected:  pretty string output representing this dict

	getdns_display_ip_address()

char *
getdns_display_ip_address(
  struct getdns_bindata
   *bindata_of_ipv4_or_ipv6_address
);
	1
	Negative
	bindata_of_ipv4_or_ipv6_address is NULL
expect: NULL

	
	2
	Negative
	bindata_of_ipv4_or_ipv6_address is getdns_bindata but not ip addresses
expect: unknown

	
	3
	Positive
	Create bindata containing “10.88.30.82”
Call getdns_display_ip_address() passing bindata
expect: 10.88.30.82

	
	4
	Positive
	Create bindata containing “2607:f8b0:4006:802::1004”
Call getdns_display_ip_address() passing bindata
expect: 2607:f8b0:4006:802::1004

	
	5
	Positive
	Create bindata containing “2607:F8B0:4006:802::1004”
Call getdns_display_ip_address() passing bindata
expect: 2607:F8B0:4006:802::1004

	
	6
	Positive
	Create bindata containing “2607:f8b0:4006:0802:0000:0000:0000:1004”
Call getdns_display_ip_address() passing bindata
expect: 2607:f8b0:4006:0802:0000:0000:0000:1004

	
	7
	Positive
	Create bindata containing “2607:f8b0:4006:802:0:0:0:1004”
Call getdns_display_ip_address() passing bindata
expect: 2607:f8b0:4006:802:0:0:0:1004

	getdns_context_set_context_update_callback()

getdns_return_t
getdns_context_set_context_update_callback(
  getdns_context_t      *context,
  void (*value) (getdns_context_t context, 
                            uint16_t changed_item)
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	value is NULL
expect: currently stores it (probably causes problems when a context change occurs).

	
	ALL 
	Positive
	Create a context by calling getdns_context_create()
Define a callback routine for context changes and call getdns_context_set_context_update_callback() so that it gets called when there are context changes
Then do whatever positive tests 3-19 state below as far as the action to take and the expected result to receive

	
	3
	Positive
	touch /etc/resolv.conf 
will need to execute some other API call so change to /etc/resolv.conf is detected
expect:  changed_item = ??? 
Context code not yet defined for this -- see GITHUB issue #39

	
	4
	Positive
	touch /etc/hosts
will need to execute some other API call so change to /etc/hosts is detected
expect:  changed_item = ??? 
Context code not yet defined for this -- see GITHUB issue #39

	
	5
	Positive
	Call getdns_context_set_resolution_type() to GETDNS_CONTEXT_STUB
expect: changed_item = GETDNS_CONTEXT_CODE_RESOLUTION_TYPE

	
	6
	Positive
	Call getdns_context_set_namespaces() to change the order and/or number of namespaces to be queried
expect: changed_item = GETDNS_CONTEXT_CODE_NAMESPACES

	
	7
	Positive
	Call getdns_context_set_dns_transport() to GETDNS_CONTEXT_UDP_ONLY
expect: changed_item = GETDNS_CONTEXT_CODE_USE_UDP_TCP

	
	8
	Positive
	Call getdns_context_set_limit_outstanding_queries() to set limit of 10
expect: changed_item = GETDNS_CONTEXT_CODE_LIMIT_OUTSTANDING_QUERIES

	
	9
	Positive
	Call getdns_context_set_timeout() to set timeout to 3 seconds
expect: changed_item = ??? 
Context code not yet defined for this -- see GITHUB issue #39

	
	10
	Positive
	Call getdns_context_set_follow_redirects() to GETDNS_CONTEXT_DO_NOT_FOLLOW_REDIRECTS
expect: changed_item = GETDNS_CONTEXT_CODE_FOLLOW_REDIRECTS

	
	11
	Positive
	Call getdns_context_set_dns_root_servers() to change the order and/or number of namespaces to be queried
expect: changed_item = GETDNS_CONTEXT_CODE_DNS_ROOT_SERVERS

	
	12
	Positive
	Call getdns_context_set_append_name() to GETDNS_CONTEXT_DO_NOT_APPEND_NAMES
expect: changed_item = GETDNS_CONTEXT_CODE_APPEND_NAME

	
	13
	Positive
	Call getdns_context_set_suffix() and supply suffix to be appended GETDNS_CONTEXT_DO_NOT_APPEND_NAMES
expect: changed_item = GETDNS_CONTEXT_CODE_APPEND_NAME

	
	14
	Positive
	Call getdns_context_set_dnssec_trust_anchors() supplying RDATA from DNSKEY resource records
expect: changed_item = GETDNS_CONTEXT_CODE_DNSSEC_TRUST_ANCHORS

	
	15
	Positive
	Call getdns_context_set_stub_resolution() providing where the API should send queries to
expect: changed_item = GETDNS_CONTEXT_CODE_UPSTREAM_RECURSIVE_SERVERS

	
	16
	Positive
	Call getdns_context_set_edns_maximum_udp_payload_size() setting max UDP payload to 512
expect: changed_item = GETDNS_CONTEXT_CODE_EDNS_MAXIMUM_UDP_PAYLOAD_SIZE

	
	17
	Positive
	Call getdns_context_set_edns_extended_rcode() setting  extended rcode to 1
expect: changed_item = GETDNS_CONTEXT_CODE_EDNS_EXTENDED_RCODE

	
	18
	Positive
	Call getdns_context_set_edns_version() setting  edns version to 1
expect: changed_item = GETDNS_CONTEXT_CODE_EDNS_VERSION

	
	19
	Positive
	Call getdns_context_set_edns_do_bit() setting  edns do bit to 1
expect: changed_item = GETDNS_CONTEXT_CODE_EDNS_DO_BIT

	
	NA
	Positive
	Excluding tests for getdns_context_set_memory_allocator(), getdns_context_set_memory_deallocator(), and getdns_context_set_memory_reallocator() since we are only testing on Linux OS.

	getdns_context_set_resolution_type()

getdns_return_t
getdns_context_set_resolution_type(
  getdns_context_t      *context,
  uint16_t                       value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	value is not GETDNS_CONTEXT_RECURSING or GETDNS_CONTEXT_STUB
expect: return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	3
	Positive
	context is valid (note recursing is default behavior)
Call with value = GETDNS_CONTEXT_STUB 
expect:  return code = GETDNS_RETURN_GOOD
                acts like a stub resolver
Call with value = GETDNS_CONTEXT_RECURSING
expect:  return code = GETDNS_RETURN_GOOD
                acts like a recursive resolver

	getdns_context_set_namespaces()

getdns_return_t
getdns_context_set_namespaces(
  getdns_context_t       *context,
  size_t                             namespace_count,
  uint16_t                        *namespaces
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	namespace_count = 0
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	3
	Negative
	namespaces is NULL
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	4
	Negative
	namespaces contains an undefined namespace value
expect:  unknown

	
	5
	Positive
	running in a “chroot jail” 
/etc/hosts resolves google.com as 1.2.3.4
context is valid
Call getdns_context_set_namespaces() with namespaces array of  GETDNS_CONTEXT_NAMESPACE_LOCALNAMES, followed by GETDNS_CONTEXT_NAMESPACE_DNS
Call getdns_general() with name = “google.com”
expected:  response that does not resolve google.com as 1.2.3.4
Call getdns_general_sync() with name = “google.com”
expected:  same response as getdns_general()
Call getdns_address() with name = “google.com”
expected:  response with 1.2.3.4
Call getdns_context_set_namespaces() with namespaces array of GETDNS_CONTEXT_NAMESPACE_DNS, followed by GETDNS_CONTEXT_NAMESPACE_LOCALNAMES
Call getdns_general() with name = “google.com”
expected:  response that does not resolve google.com as 1.2.3.4
Call getdns_general_sync() with name = “google.com”
expected:  same response as getdns_general()
Call getdns_address() with name = “google.com”
expected:  same response as getdns_general() 

	getdns_context_set_dns_transport()

getdns_return_t
getdns_context_set_dns_transport(
  getdns_context_t       *context,
  uint16_t                        value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	value is an undefined transport value
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	3
	Positive
	Call getdns_context_set_dns_transport() with value = GETDNS_CONTEXT_UDP_ONLY
Call getdns_general() for query with large response; like name = “com”, request_type = “any”
Verify response size is <= 512
Call getdns_context_set_dns_transport() with value = GETDNS_CONTEXT_TCP_ONLY
Call getdns_general() for query with large response; like name = “com”, request_type = “any”
Verify response size > 512
Call getdns_context_set_dns_transport() with value = GETDNS_CONTEXT_UDP_FIRST_AND_FALL_BACK_TO_TCP
Call getdns_general() for query with large response; like name = “com”, request_type = “any”
Verify response is same as query with GETDNS_CONTEXT_TCP_ONLY 

Note:  GETDNS_CONTEXT_TCP_ONLY_KEEP_CONNECTIONS_OPEN is currently not supported

	getdns_context_set_limit_outstanding_queries()

getdns_return_t
getdns_context_set_limit_outstanding_queries(
  getdns_context_t       *context,
  uint16_t                        limit
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	Call getdns_context_set_limit_outstanding_queries() with limit=1
Get current time
for (i = 0; i < 10; i++)
  Call getdns_general()
Record elapsed time required until callback received for all 10 queries
Call getdns_context_set_limit_outstanding_queries() with limit=0
for (i = 0; i < 10; i++)
  Call getdns_general()
Record elapsed time required until callback received for all 10 queries
expect:  elapsed time for second ten should be (one tenth?) less than first ten

	getdns_context_set_timeout()

getdns_return_t
getdns_context_set_timeout(
  getdns_context_t       *context,
  uint16_t                        timeout
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	getdns_context_set_timeout() with timeout =  0
expect: unknown (may not be considered invalid)

	
	3
	Positive
	Call getdns_context_set_timeout() with timeout = 5
start dns proxy plugin (listening on localhost via port 53 configured in /etc/resolv.conf) that injects network latency of 3 seconds and sits between getdns API and recursive resolver
Call getdns_general() with name = “google.com” and request_type = “a”
expect:  response to be returned without timeout
Call getdns_context_set_timeout() with timeout = 2
Call getdns_general() with name = “google.com” and request_type = “a”
expect:  return code = GETDNS_CALLBACK_TIMEOUT (in callback) 
               response to be NULL

	getdns_context_set_follow_redirects()

getdns_return_t
getdns_context_set_follow_redirects(
  getdns_context_t       *context,
  uint16_t                        value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	value is not GETDNS_CONTEXT_FOLLOW_REDIRECTS or GETDNS_CONTEXT_DO_NOT_FOLLOW_REDIRECTS
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	3
	Positive
	Call getdns_context_set_follow_redirects() with value = GETDNS_CONTEXT_DO_NOT_FOLLOW_REDIRECTS
Call getdns_general() with name = “<domain with CNAME>” and request_type = “CNAME”
expect:  response with CNAME record
Call getdns_general() with name = “<domain with DNAME>” and request_type = “DNAME”
expect:  response with DNAME record
Call getdns_context_set_follow_redirects() with value = GETDNS_CONTEXT_FOLLOW_REDIRECTS
Call getdns_general() with name = “<domain with CNAME>” and request_type = “CNAME”
expect:  response with eventual CNAME target
Call getdns_general() with name = “<domain with DNAME>” and request_type = “DNAME”
expect:  response with eventual DNAME target

	getdns_context_set_dns_root_servers()

getdns_return_t
getdns_context_set_dns_root_servers(
  getdns_context_t       *context,
  struct getdns_list        *addresses
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	addresses  is NULL
expect:  unknown (the code currently stores the NULL – likely to cause problems later)

	
	3
	Negative
	a dict in addresses (list) does not contain getdns_bindata
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	4
	Negative
	a dict in addresses  (list) does not contain two names
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	5
	Negative
	a dict in addresses  (list) contains names other than address_type and address_data
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	6
	Negative
	a dict in addresses (list) contains invalid address_ type (not “IPv4” or “IPv6”)
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	7
	Negative
	a dict in addresses (list) contains names address_type and address_data however the data type is not bindata
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	8
	Negative
	a dict in addresses (list) contains invalid address_data
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	9
	Positive
	Call getdns_list_create() to create a list
Call getdns_dict_create() to create a dict
Create bindata containing “IPv4”
Add the key “address_type” to the dict representing the “IPv4” bindata by calling getdns_dict_set_bindata()
Create bindata containing “198.41.0.4” representing Verisign’s IPv4 a.root server
Add the key “address_data” to the dict representing the “IPv4 IP address” bindata by calling getdns_dict_set_bindata()
Set list value at index 0 via getdns_list_set_dict() to the dict
Call getdns_dict_create() to create a second dict
Create bindata containing “IPv6”
Add the key “address_type” to the second dict representing the “IPv6” bindata by calling getdns_dict_set_bindata()
Create bindata containing “2001:503:ba3e::2:30” representing Verisign’s IPv6 a.root server
Add the key “address_data” to the second dict representing the “IPv6 IP address” bindata by calling getdns_dict_set_bindata()
Set list value at index 1 via getdns_list_set_dict() to the second dict
Call getdns_dict_create() to create a third dict
Create bindata containing “IPv4”
Add the key “address_type” to the third dict representing the “IPv4” bindata by calling getdns_dict_set_bindata()
Create bindata containing “192.58.128.30” representing Verisign’s IPv4 j.root server
Add the key “address_data” to the third dict representing the “IPv4 IP address” bindata by calling getdns_dict_set_bindata()
Set list value at index 2 via getdns_list_set_dict() to the third dict
Call getdns_dict_create() to create a fourth dict
Create bindata containing “IPv6”
Add the key “address_type” to the fourth dict representing the “IPv6” bindata by calling getdns_dict_set_bindata()
Create bindata containing “2001:503:c27::2:30” representing Verisign’s IPv6 j.root server
Add the key “address_data” to the fourth dict representing the “IPv6 IP address” bindata by calling getdns_dict_set_bindata()
Set list value at index 3 via getdns_list_set_dict() to the fourth dict
Call getdns_context_set_dns_root_servers() passing the list
expect:  GETDNS_RETURN_GOOD
Call getdns_general_sync() for name=”whatever.com”, request_type=”a”
expect:  good response

	getdns_context_set_append_name()

getdns_return_t
getdns_context_set_append_name(
  getdns_context_t       *context,
  uint16_t                        value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	value is undefined append suffix value
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	3
	Positive
	Call getdns_list_create() to create a list
Create bindata containing “vcorp.ad.vrsn.com”
Set list value at index 0 via getdns_list_set_bindata() to the bindata
Create bindata containing “ad.vrsn.com”
Set list value at index 1 via getdns_list_set_bindata() to the bindata
Call getdns_context_set_suffix() passing the list

Call getdns_context_set_append_name() with value = GETDNS_CONTEXT_APPEND_NAME_ALWAYS
expect:  return code = GETDNS_RETURN_GOOD
Call getdns_general_sync() with name=”matrix”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_GOOD
Call getdns_general_sync() with name=”notfound”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_NO_NAME

Call getdns_context_set_append_name() with value = GETDNS_CONTEXT_APPEND_NAME_ONLY_TO_SINGLE_LABEL_AFTER_FAILURE
expect:  return code = GETDNS_RETURN_GOOD
Call getdns_general_sync() with name=”matrix”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_GOOD
Call getdns_general_sync() with name=”notfound”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_NO_NAME

Call getdns_context_set_append_name() with value = GETDNS_CONTEXT_APPEND_NAME_ONLY_TO_MULTIPLE_LABEL_NAME_AFTER_FAILURE
expect:  return code = GETDNS_RETURN_GOOD
Call getdns_general_sync() with name=”matrix”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_NO_NAME
Call getdns_general_sync() with name=”matrix.vcorp”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_GOOD
Call getdns_general_sync() with name=”matrix”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_NO_NAME

Call getdns_context_set_append_name() with value = GETDNS_CONTEXT_DO_NOT_APPEND_NAMES
expect:  return code = GETDNS_RETURN_GOOD
Call getdns_general_sync() with name=”matrix”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_NO_NAME
Call getdns_general_sync() with name=”notfound”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_NO_NAME

	getdns_context_set_suffix()

getdns_return_t
getdns_context_set_suffix(
  getdns_context_t       *context,
  struct getdns_list        *value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	value (list) does not contain getdns_bindata
expect: return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	3
	Negative
	Call getdns_list_create() to create a list
Create bindata containing “vcorp.ad.vrsn.com”
Set list value at index 0 via getdns_list_set_bindata() to the bindata
Create bindata containing “ad.vrsn.com”
Set list value at index 1 via getdns_list_set_bindata() to the bindata
Call getdns_context_set_suffix() passing the list
Call getdns_context_set_append_name() with value = GETDNS_CONTEXT_APPEND_NAME_ALWAYS
expect:  return code = GETDNS_RETURN_GOOD
Call getdns_general_sync() with name=”matrix”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_GOOD
Call getdns_context_set_suffix() with value = NULL
expect:  return code = GETDNS_RETURN_GOOD
Call getdns_general_sync() with name=”matrix”, request_type=”a”
expect:  return code = GETDNS_RESPSTATUS_NO_NAME

	
	4
	Positive
	Call getdns_list_create() to create a list
Create bindata containing “embedded\046period.com”
Set list value at index 0 via getdns_list_set_bindata() to the bindata
Create bindata containing “embedded\.dot.com”
Set list value at index 1 via getdns_list_set_bindata() to the bindata
Call getdns_context_set_suffix() passing the list
expect:  GETDNS_RETURN_GOOD

extra credit:  set up a zone where these domains are resolvable and test appending them via getdns_context_set_append_name() and resolving domain names with these suffixes

	getdns_context_set_dnssec_trust_anchors()

getdns_return_t
getdns_context_set_dnssec_trust_anchors(
  getdns_context_t       *context,
  struct getdns_list       *value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	value  is NULL
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	3
	Negative
	value (list) does not contain getdns_bindata
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	4
	Negative
	value (list) contains getdns_bindata but does not represent RDATA from DNSKEY resource records
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	5
	Positive
	Call getdns_general_sync() with name=”com”, request_type=”dnskey”
Extract the bindata representing the KSK and ZSK for “com” from the response
Call getdns_list_create() to create a list
Set list value at index 0 via getdns_list_set_bindata() to the bindata representing the “com” KSK
Set list value at index 1 via getdns_list_set_bindata() to the bindata representing the “com” ZSK
Call getdns_context_set_dnssec_trust_anchors() passing the list
expect:  return code = GETDNS_RETURN_GOOD
next:  How to validate a DNSSEC response using the trust anchors?

	getdns_context_set_dnssec_allowed_skew()

getdns_return_t
getdns_context_set_dnssec_allowed_skew(
  getdns_context_t       *context,
  uint16_t                        value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Positive
	Call getdns_context_set_dnssec_allowed_skew with value= 1
expect:  return code = GETDNS_RETURN_GOOD
Call getdns_context_set_dnssec_allowed_skew with value= 65535
expect:  return code = GETDNS_RETURN_GOOD
Call getdns_context_set_dnssec_allowed_skew with value= 0
expect:  return code = GETDNS_RETURN_GOOD

Testing the actual effects of this would be very difficult.  It would require signature inception or expiration dates that are out of date and a corresponding skew value based on the current time.

	getdns_context_set_stub_resolution()

getdns_return_t
getdns_context_set_stub_resolution(
  getdns_context_t       *context,
  struct getdns_list        *upstream_list
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	upstream_list  is NULL

	
	3
	Negative
	a dict in upstream_list does not contain getdns_bindata

	
	4
	Negative
	a dict in upstream_list does not contain two names

	
	5
	Negative
	a dict in upstream_list contains names other than address_type , address_data, and port

	
	6
	Negative
	a dict in upstream_list contains invalid address_ type (not “IPv4” or “IPv6”)

	
	7
	Negative
	a dict in upstream_list contains named address_type and address_data but the data type isn’t bindata

	
	8
	Negative
	a dict in upstream_list contains invalid address_data

	
	9
	Positive
	Call getdns_list_create() to create a list
Call getdns_dict_create() to create a dict
Create bindata containing “IPv4”
Add the key “address_type” to the dict representing the “IPv4” bindata by calling getdns_dict_set_bindata()
Create bindata containing the IPv4 IP address of a DNS server listening on port 53
Add the key “address_data” to the dict representing the “IPv4 IP address” bindata by calling getdns_dict_set_bindata()
Set list value at index 0 via getdns_list_set_dict() to the dict
Call getdns_context_set_stub_resolution() passing the list
expect:  GETDNS_RETURN_GOOD
Call getdns_general_sync() for name=”google.com”, request_type=”a”
expect:  good response

repeat for  address_type“IPv6” and address_data representing a DNS server listening on an IPv6 IP address.
extra credit:  add/test tsig_algorithm and tsig_secret

	
	10
	Positive
	Call getdns_list_create() to create a list
Call getdns_dict_create() to create a dict
Create bindata containing “IPv4”
Add the key “address_type” to the dict representing the “IPv4” bindata by calling getdns_dict_set_bindata()
Create bindata containing the IPv4 IP address of a DNS server listening on port 54
Add the key “address_data” to the dict representing the “IPv4 IP address” bindata by calling getdns_dict_set_bindata()
Create bindata containing “54”
Add the key “port” to the dict representing the “54” bindata by calling getdns_dict_set_bindata()
Set list value at index 0 via getdns_list_set_dict() to the dict
Call getdns_context_set_stub_resolution() passing the list
expect:  GETDNS_RETURN_GOOD
Run name server listening on IPv4 IP address on port 54 (or forward port 54 via dns proxy plugin)
Call getdns_general_sync() for name=”google.com”, request_type=”a”
expect:  good response

repeat for  address_type“IPv6” and address_data representing a DNS server listening on an IPv6 IP address on port 54.

	getdns_context_set_edns_maximum_udp_payload_size()

getdns_return_t
getdns_context_set_edns_maximum_udp_payload_size(
  getdns_context_t       *context,
  uint16_t                        value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	value < 512
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	3
	Positive
	Call getdns_context_set_dns_transport() with value = GETDNS_CONTEXT_UDP_ONLY
Call getdns_general_sync() with name=”com”, request_type=”any”
expect:  response != NULL
               response_length <= 512
               tc bit is on
Call getdns_context_set_edns_maximum_udp_payload_size() with value = 65535
Call getdns_general_sync() with name=”com”, request_type=”any”
expect:  response != NULL
               response_length > 512
               tc bit is not on 
Call getdns_context_set_edns_maximum_udp_payload_size() with value = 1024
Call getdns_general_sync() with name=”com”, request_type=”any”
expect:  response != NULL
               response_length <= 1024
               tc bit in on

	
	4
	Positive
	Max UDP payload size has no effect on TCP
Call getdns_context_set_dns_transport() with value = GETDNS_CONTEXT_TCP_ONLY
Call getdns_general_sync() with name=”com”, request_type=”any”
expect:  response != NULL
               tc bit is not on
Call getdns_context_set_edns_maximum_udp_payload_size() with value = 1024
Call getdns_general_sync() with name=”com”, request_type=”any”
expect:  response != NULL
               response_length same as before
               tc bit is off

	getdns_context_set_edns_extended_rcode()

getdns_return_t
getdns_context_set_edns_extended_rcode(
  getdns_context_t       *context,
  uint8_t                          value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Positive
	Call getdns_context_set_edns_extended_rcode() with value = 255
expect:  ???
Call getdns_context_set_edns_extended_rcode() with value = 1
expect:  ???

	getdns_context_set_edns_version()

getdns_return_t
getdns_context_set_edns_version(
  getdns_context_t       *context,
  uint8_t                          value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Positive
	Call getdns_context_set_edns_version() with value = 1
Call getdns_general() with name=“google.com”, request_type=”a” 
expect: rcode = BADVERS
value = 255
Call getdns_general() with name=”google.com”, request_type=”a”
expect:  rcode = BADVERS
Call getdns_context_set_edns_version() with value = 0
Call getdns_general() with name=”google.com”, request_type=”a”
expect:  rcode = NOERROR

	getdns_context_set_edns_do_bit()

getdns_return_t
getdns_context_set_edns_do_bit(
  getdns_context_t       *context,
  uint8_t                          value
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	Call getdns_context_set_edns_do_bit() with value = 2
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAIL

	
	3
	Positive
	Call getdns_context_set_edns_do_bit() with value = 1
Call getdns_general_sync() with name=”com”, request_type=”soa”
expect:  response should include RRSIG SOA record
Call getdns_context_set_edns_do_bit() with value = 0
Call getdns_general_sync() with name=”com”, request_type=”soa”
expect:  response should include SOA record only (no RRSIG)

	getdns_context_set_memory_functions()

getdns_return_t
getdns_context_set_memory_functions(
  struct getdns_context *context,
  void                  *(*malloc) (size_t),
  void                  *(*realloc) (void *, size_t),
  void                  (*free) (void *)
);
	1
	Negative
	context is NULL
expect:  return code = GETDNS_RETURN_BAD_CONTEXT

	
	2
	Negative
	malloc is NULL
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAILED

	
	3
	Negative
	realloc is NULL
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAILED

	
	4
	Negative
	free is NULL
expect:  return code = GETDNS_RETURN_CONTEXT_UPDATE_FAILED



