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./control


Package: origami-pdf
Version: 2.0.0-1
Architecture: all
Maintainer: Debian Ruby Extras Maintainers <pkg-ruby-extras-maintainers@lists.alioth.debian.org>
Installed-Size: 235
Depends: ruby | ruby-interpreter, ruby-origami
Recommends: ruby-gtk2
Section: utils
Priority: optional
Homepage: http://github.com/gdelugre/origami
Description: PDF analysis and manipulation tool
 Origami is a PDF-compliant parser. It provides a scripting tool to generate
 and analyze malicious PDF files. It can also be used to create on-the-fly
 customized PDFs, or to inject (evil) code into already existing documents.
 .
 This package contains command line tools to analyse and manipulate PDF's as
 well as a GUI tool to explore the structure of PDF files.
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89b549836b0f48cbcfed770c6dbc262a  usr/bin/pdf2pdfa
42388916e4bd4ff5f67f99933ba04852  usr/bin/pdf2ruby
47e9de6a5691ba29dd5cf0ac4dc4a0ab  usr/bin/pdfcop
74e0e7dd18328a28b95122b5acc7aca8  usr/bin/pdfdecompress
f5239dc824862faddba03b6c3797756c  usr/bin/pdfdecrypt
8f3c84cd0abddb7acc296ae86002988b  usr/bin/pdfencrypt
847cdf4337138e3e4d6652fdca1d0b4a  usr/bin/pdfexplode
7c96a152274a93809d34db886047bfcf  usr/bin/pdfextract
3d7f8971583e34752c538a8ba88d5af8  usr/bin/pdfmetadata
4ccda161db968ee6e0b2e5748649c977  usr/bin/pdfsh
8d2a50c8edb2348ca370990fe8911a88  usr/bin/pdfwalker
d5ff69c43cf6ca2e7b18fbd2e9d9cee3  usr/share/doc/origami-pdf/changelog.Debian.gz
182bf2cd47e697617d828b82183a5c1b  usr/share/doc/origami-pdf/changelog.gz
3de08d73ceda006de5303027f699ba11  usr/share/doc/origami-pdf/copyright
3b85cea72331a8c3a9f6155dc94542aa  usr/share/origami/gui/about.rb
f840c717c169e9bb0709e455a98f42de  usr/share/origami/gui/config.rb
81a1b7a4181ba36ea8b7b7935243f4a9  usr/share/origami/gui/file.rb
8ac2ac5f917885407b4dad13b3be166f  usr/share/origami/gui/gtkhex.rb
77fbf9289f7be52b98d98f408db5e915  usr/share/origami/gui/hexview.rb
8e25cdabee25dc07c075a79674b71692  usr/share/origami/gui/imgview.rb
de75e99659ac294f73c86068ac7c8663  usr/share/origami/gui/menu.rb
80815f4adb2b5359f6a6c5ad714b7ec0  usr/share/origami/gui/properties.rb
47d529c7b73f68d78b0e7c0f688f0b7b  usr/share/origami/gui/signing.rb
e2b60ecd8f7389ea8dadf1479a4b3783  usr/share/origami/gui/textview.rb
3a87582432a6fc27fd33b1d7b669545b  usr/share/origami/gui/treeview.rb
028113c88880f631a9dbadfb5de9ad4c  usr/share/origami/gui/walker.rb
5507ffadb690a3b049a196cf7797bc16  usr/share/origami/gui/xrefs.rb
44fe9bcc11d6afea3ee06223c59564e9  usr/share/origami/shell/.irbrc
22a88650cdb4ce649e76f1b46b59944f  usr/share/origami/shell/console.rb
2640fd2eb2fb4003a207f3b36472fb2c  usr/share/origami/shell/hexdump.rb











data.tar.xz
data.tar




./etc/origami/pdfcop.conf.yml


---
POLICY_NONE:

    #
    # General features.
    #
    allowParserErrors: true
    allowAttachments: true
    allowEncryption: true
    allowFormCalc: true
    allowJSAtOpening: true
    allowJS: true
    allowAcroForms: true
    allowXFAForms: true

    #
    # Page annotations.
    #
    allowAnnotations: true
    allow3DAnnotation: true
    allowFileAttachmentAnnotation: true
    allowMovieAnnotation: true
    allowRichMediaAnnotation: true
    allowScreenAnnotation: true
    allowSoundAnnotation: true

    #
    # PDF Actions.
    #
    allowChainedActions: true
    allowOpenAction: true
    allowGoTo3DAction: true
    allowGoToAction: true
    allowGoToEAction: true
    allowGoToRAction: true
    allowImportDataAction: true
    allowJSAction: true
    allowLaunchAction: true
    allowMovieAction: true
    allowNamedAction: true
    allowRenditionAction: true
    allowRichMediaAction: true
    allowSoundAction: true
    allowSubmitFormAction: true
    allowURIAction: true

    #
    # Stream filters.
    #
    allowASCII85Filter: true
    allowASCIIHexFilter: true
    allowCCITTFaxFilter: true
    allowCryptFilter: true
    allowDCTFilter: true
    allowFlateFilter: true
    allowJBIG2Filter: true
    allowJPXFilter: true
    allowLZWFilter: true
    allowRunLengthFilter: true

POLICY_STANDARD:

    #
    # General features.
    #
    allowParserErrors: false
    allowAttachments: false
    allowAcroForms: true
    allowEncryption: true
    allowFormCalc: true
    allowJS: true
    allowJSAtOpening: false
    allowXFAForms: true

    #
    # Page annotations.
    #
    allowAnnotations: true
    allow3DAnnotation: false
    allowFileAttachmentAnnotation: false
    allowMovieAnnotation: false
    allowRichMediaAnnotation: false
    allowScreenAnnotation: false
    allowSoundAnnotation: false

    #
    # PDF Actions.
    #
    allowChainedActions: true
    allowOpenAction: true
    allowGoTo3DAction: false
    allowGoToAction: true
    allowGoToEAction: false
    allowGoToRAction: false
    allowImportDataAction: false
    allowJSAction: true
    allowLaunchAction: false
    allowMovieAction: false
    allowNamedAction: false
    allowRenditionAction: false
    allowRichMediaAction: false
    allowSoundAction: false
    allowSubmitFormAction: true
    allowURIAction: true

    #
    # Stream filters.
    #
    allowASCII85Filter: false
    allowASCIIHexFilter: false
    allowCCITTFaxFilter: true
    allowCryptFilter: true
    allowDCTFilter: true
    allowFlateFilter: true
    allowJBIG2Filter: false
    allowJPXFilter: false
    allowLZWFilter: false
    allowRunLengthFilter: false

POLICY_STRONG:

    #
    # General features.
    #
    allowParserErrors: false
    allowAttachments: false
    allowAcroForms: false
    allowEncryption: true
    allowFormCalc: true
    allowJS: false
    allowJSAtOpening: false
    allowXFAForms: false

    #
    # Page annotations.
    #
    allowAnnotations: true
    allow3DAnnotation: false
    allowFileAttachmentAnnotation: false
    allowMovieAnnotation: false
    allowRichMediaAnnotation: false
    allowScreenAnnotation: false
    allowSoundAnnotation: false

    #
    # PDF Actions.
    #
    allowChainedActions: false
    allowOpenAction: true
    allowGoTo3DAction: false
    allowGoToAction: true
    allowGoToEAction: false
    allowGoToRAction: false
    allowImportDataAction: false
    allowJSAction: false
    allowLaunchAction: false
    allowMovieAction: false
    allowNamedAction: false
    allowRenditionAction: false
    allowRichMediaAction: false
    allowSoundAction: false
    allowSubmitFormAction: false
    allowURIAction: true

    #
    # Stream filters.
    #
    allowASCII85Filter: false
    allowASCIIHexFilter: false
    allowCCITTFaxFilter: false
    allowCryptFilter: true
    allowDCTFilter: true
    allowFlateFilter: true
    allowJBIG2Filter: false
    allowJPXFilter: false
    allowLZWFilter: false
    allowRunLengthFilter: false

POLICY_PARANOID:

    #
    # General features.
    #
    allowParserErrors: false
    allowAttachments: false
    allowAcroForms: false
    allowEncryption: false
    allowFormCalc: false
    allowJS: false
    allowJSAtOpening: false
    allowXFAForms: false

    #
    # Page annotations.
    #
    allowAnnotations: true
    allow3DAnnotation: false
    allowFileAttachmentAnnotation: false
    allowMovieAnnotation: false
    allowRichMediaAnnotation: false
    allowScreenAnnotation: false
    allowSoundAnnotation: false

    #
    # PDF Actions.
    #
    allowChainedActions: false
    allowOpenAction: false
    allowGoTo3DAction: false
    allowGoToAction: true
    allowGoToEAction: false
    allowGoToRAction: false
    allowImportDataAction: false
    allowJSAction: false
    allowLaunchAction: false
    allowMovieAction: false
    allowNamedAction: false
    allowRenditionAction: false
    allowRichMediaAction: false
    allowSoundAction: false
    allowSubmitFormAction: false
    allowURIAction: false

    #
    # Stream filters.
    #
    allowASCII85Filter: false
    allowASCIIHexFilter: false
    allowCCITTFaxFilter: false
    allowCryptFilter: false
    allowDCTFilter: true
    allowFlateFilter: true
    allowJBIG2Filter: false
    allowJPXFilter: false
    allowLZWFilter: false
    allowRunLengthFilter: false










./usr/bin/pdf2pdfa


#!/usr/bin/env ruby

=begin

= Info
    Enforces a document to be rendered as PDF/A.
    This will disable multimedia features and JavaScript execution in Adobe Reader.

= License
    Copyright (C) 2016  Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../lib')
    require 'origami'
end
include Origami

require 'optparse'

class OptParser
    BANNER = <<USAGE
Usage: #{$0} [<PDF-file>] [-o <output-file>]
Enforces a document to be rendered as PDF/A.
This will disable multimedia features and JavaScript execution in Adobe Reader.
Bug reports or feature requests at: http://github.com/gdelugre/origami

Options:
USAGE

    def self.parser(options)
        OptionParser.new do |opts|
            opts.banner = BANNER

            opts.on("-o", "--output FILE", "Output PDF file (stdout by default)") do |o|
                options[:output] = o
            end

            opts.on_tail("-h", "--help", "Show this message") do
                puts opts
                exit
            end
        end
    end

    def self.parse(args)
        options =
        {
          output: STDOUT,
        }

        self.parser(options).parse!(args)

        options
    end
end

begin
    @options = OptParser.parse(ARGV)

    target = (ARGV.empty?) ? STDIN : ARGV.shift
    params =
    {
        verbosity: Parser::VERBOSE_QUIET,
    }

    PDF.read(target, params).save(@options[:output], intent: 'PDF/A', noindent: true)

rescue
    abort"#{$!.class}: #{$!.message}"
end










./usr/bin/pdf2ruby


#!/usr/bin/env ruby

=begin

= Info
    Convert a PDF document to an Origami script.
    Experimental.

= License:
    Copyright (C) 2016  Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

require 'optparse'
require 'fileutils'
require 'colorize'

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../lib')
    require 'origami'
end
include Origami

@var_hash = {}
@code_hash = {}
@obj_route = []
@current_idx = nil

class OptParser
    def self.parse(args)
        options = {}
        options[:verbose] =
        options[:xstreams] = false

        opts = OptionParser.new do |opts|
            opts.banner = <<BANNER
Usage: #{$0} [-v] [-x] <PDF-file>
Convert a PDF document to an Origami script (experimental).

Options:
BANNER

            opts.on("-v", "--verbose", "Verbose mode") do
                options[:verbose] = true
            end

            opts.on("-x", "--extract-streams", "Extract PDF streams to separate files") do
                options[:xstreams] = true
            end

            opts.on_tail("-h", "--help", "Show this message") do
                puts opts
                exit
            end
        end

        opts.parse!(args)

        options
    end
end

@options = OptParser.parse(ARGV)

if ARGV.empty?
  abort "Error: No filename was specified. #{$0} --help for details."
else
  TARGET = ARGV.shift
end

Origami::OPTIONS[:enable_type_guessing] = Origami::OPTIONS[:enable_type_propagation] = true

TARGET_DIR = File.basename(TARGET, '.pdf')
TARGET_FILE = File.join(TARGET_DIR, "#{TARGET_DIR}.rb")
STREAM_DIR = "streams"

def objectToRuby(obj, inclevel = 0, internalname = nil, do_convert = false)
    code = ""

    code <<
        case obj
        when Origami::Null
            "Null.new"
        when Origami::Boolean, Origami::Number
            obj.value.to_s
        when Origami::String
            obj.inspect
        when Origami::Dictionary
            customclass = nil
            if obj.class != Origami::Dictionary
                p = (obj.class == Origami::Encoding) ? 0 : 1
                customclass = obj.class.to_s.split('::')[p..-1].join('::') # strip Origami prefix if there is no collision
            end
            dictionaryToRuby(obj, inclevel, internalname, customclass)
        when Origami::Array
            arrayToRuby(obj, inclevel, internalname)
        when Origami::Stream
            streamToRuby(obj, internalname) unless obj.is_a?(ObjectStream) or obj.is_a?(XRefStream)
        when Origami::Name
            nameToRuby(obj)
        when Origami::Reference
            referenceToRuby(obj, internalname)
        else
            raise RuntimeError, "Unknown object type: #{obj.class}"
        end

    case obj
    when Origami::String, Origami::Dictionary, Origami::Array, Origami::Name
        code << ".to_o" if do_convert
    end

    code
end

def referenceToRuby(ref, internalname)
    varname = @var_hash[ref]

    if varname.nil?
        "nil"
    elsif @obj_route[0..@current_idx].include?(varname)
        @code_hash[varname] ||= {}
        @code_hash[varname][:afterDecl] ||= []
        @code_hash[varname][:afterDecl] << "#{internalname} = #{varname}"#.to_o.set_indirect(true)"

        "nil"
    else
        @obj_route.push(varname) unless @obj_route.include?(varname)
        varname
    end
end

def nameToRuby(name)
    code = ':'
    valid = (name.value.to_s =~ /[+.:-]/).nil?

    code << '"' unless valid
    code << name.value.to_s
    code << '"' unless valid

    code
end

def arrayToRuby(arr, inclevel, internalname)
    i = 0
    code = "\n" + "  " * inclevel + "["
    arr.each do |obj|
        subintname = "#{internalname}[#{i}]"

        code << "#{objectToRuby(obj, inclevel + 1, subintname)}"
        code << ", " unless i == arr.length - 1
        i = i + 1
    end
    code << "]"

    code
end

def dictionaryToRuby(dict, inclevel, internalname, customtype = nil)
    i = 0
    code = "\n" + "  " * inclevel

    if customtype
        code << "#{customtype}.new(#{dictionaryToHashMap(dict, inclevel, internalname)}"
        code << "  " * inclevel + ")"
    else
        code << "{\n"
        dict.each_pair do |key, val|
            rubyname = nameToRuby(key)
            subintname = "#{internalname}[#{rubyname}]"

            if val.is_a?(Origami::Reference) and @var_hash[val] and @var_hash[val][0,3] == "obj"
                oldname = @var_hash[val]
                newname = (key.value.to_s.downcase.gsub(/[^[[:alnum:]]]/,'_') + "_" + @var_hash[val][4..-1]).gsub('.','_')

                if not @obj_route.include?(oldname)
                    @var_hash[val] = newname
                    @code_hash[newname] = @code_hash[oldname]
                    @code_hash.delete(oldname)
                end
            end

            code << "  " * (inclevel + 1) +
                "#{rubyname} => #{objectToRuby(val, inclevel + 2, subintname)}"
            code << ", " unless i == dict.length - 1

            i = i + 1
            code << "\n"
        end

        code << "  " * inclevel + "}"
    end

    code
end

def dictionaryToHashMap(dict, inclevel, internalname)
    i = 0
    code = "\n"
    dict.each_pair do |key, val|
        rubyname = nameToRuby(key)
        subintname = "#{internalname}[#{rubyname}]"

        if val.is_a?(Origami::Reference) and @var_hash[val] and @var_hash[val][0,3] == "obj"
            oldname = @var_hash[val]
            newname = (key.value.to_s.downcase + "_" + @var_hash[val][4..-1]).gsub('.','_')

            if not @obj_route.include?(oldname)
                @var_hash[val] = newname
                @code_hash[newname] = @code_hash[oldname]
                @code_hash.delete(oldname)
            end
        end

        code << "  " * (inclevel + 1) +
            "#{rubyname} => #{objectToRuby(val, inclevel + 2, subintname)}"
        code << ", " unless i == dict.length - 1
        i = i + 1
        code << "\n"
    end

    code
end

def streamToRuby(stm, internalname)
    dict = stm.dictionary.dup.delete_if{|k,v| k == :Length}

    code = "Stream.new("

    if @options[:xstreams]
        stmdir = File.join(TARGET_DIR, STREAM_DIR)
        Dir::mkdir(stmdir) unless File.directory? stmdir
        stmfile = File.join(stmdir, "stm_#{stm.reference.refno}.data")
        File.binwrite(stmfile, stm.data)

        code << "File.binread('#{stmfile}')"
    else
        code << stm.data.inspect << ".b"
    end

    code << ", #{dictionaryToHashMap(dict, 1, internalname)}" unless dict.empty?
    code << ")"

    code
end

puts "[*] ".red + "Loading document '#{TARGET}'"

verbosity = @options[:verbose] ? Parser::VERBOSE_TRACE : Parser::VERBOSE_QUIET
target = PDF.read(TARGET, verbosity: verbosity)
puts "[*] ".red + "Document successfully loaded into Origami"

Dir::mkdir(TARGET_DIR) unless File.directory? TARGET_DIR
fd = File.open(TARGET_FILE, 'w', 0700)

DOCREF = "pdf"

fd.puts <<RUBY
#!/usr/bin/env ruby

begin
    require 'origami'
rescue LoadError
    $: << "#{File.join(__dir__, '../lib')}"
    require 'origami'
end
include Origami
using Origami::TypeConversion

# Disable automatic type casting.
Origami::OPTIONS[:enable_type_guessing] = false

OUTPUT = "\#{File.basename(__FILE__, '.rb')}.pdf"

#
# Creates the PDF object.
#
#{DOCREF} = PDF.new

RUBY

puts "[*] ".red + "Retrieving all indirect objects..."
target.each_object(compressed: true) do |obj|
    varname = "obj_" + obj.no.to_s
    @var_hash[obj.reference] = varname
end

puts "[*] ".red + "Retrieving the document Catalog..."
catalog = target.Catalog

@var_hash[catalog.reference] = "#{DOCREF}.Catalog"
@obj_route.push "#{DOCREF}.Catalog"

puts "[*] ".red + "Processing the object hierarchy..."
@current_idx = 0
while @current_idx != @obj_route.size
    varname = @obj_route[@current_idx]
    obj = target[@var_hash.key(varname)]

    @code_hash[varname] ||= {}
    @code_hash[varname][:body] = objectToRuby(obj, 0, varname, true)

    @current_idx = @current_idx + 1
end

@obj_route.reverse.each do |varname|
    fd.puts "#{varname} = #{@code_hash[varname][:body]}"
    if @code_hash[varname][:afterDecl]
        @code_hash[varname][:afterDecl].each do |decl|
            fd.puts decl
        end
    end
    fd.puts
end

@obj_route.each do |varname|
    fd.puts "#{DOCREF}.insert(#{varname})" unless varname == "#{DOCREF}.Catalog"
end
fd.puts

fd.puts <<RUBY
#
# Saves the document.
#
#{DOCREF}.save(OUTPUT)
RUBY

puts "[*] ".red + "Successfully generated script '#{TARGET_FILE}'"

fd.close










./usr/bin/pdfcop


#!/usr/bin/env ruby

=begin

= Info
    This is a PDF document filtering engine using Origami.
    Security policies are based on a white list of PDF features.
    Default policies details can be found in the default configuration file.
    You can also add your own policy and activate it using the -p switch.

= License
    Copyright (C) 2016  Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../lib')
    require 'origami'
end

require 'optparse'
require 'yaml'
require 'rexml/document'
require 'digest/md5'
require 'colorize'

DEFAULT_CONFIG_FILE = "/etc/origami/pdfcop.conf.yml"
DEFAULT_POLICY = "standard"
SECURITY_POLICIES = {}

def load_config_file(path)
    SECURITY_POLICIES.update(Hash.new(false).update YAML.load(File.read(path)))
end

class OptParser
    BANNER = <<USAGE
Usage: #{$0} [options] <PDF-file>
The PDF filtering engine. Scans PDF documents for malicious structures.
Bug reports or feature requests at: http://github.com/gdelugre/origami

Options:
USAGE

    def self.parse(args)
        options = {colors: true}

        opts = OptionParser.new do |opts|
            opts.banner = BANNER

            opts.on("-o", "--output LOG_FILE", "Output log file (default STDOUT)") do |o|
                options[:output_log] = o
            end

            opts.on("-c", "--config CONFIG_FILE", "Load security policies from given configuration file") do |cf|
                options[:config_file] = cf
            end

            opts.on("-p", "--policy POLICY_NAME", "Specify applied policy. Predefined policies: 'none', 'standard', 'strong', 'paranoid'") do |p|
                options[:policy] = p
            end

            opts.on("-n", "--no-color", "Turn off colorized output") do
                options[:disable_colors] = true
            end

            opts.on_tail("-h", "--help", "Show this message") do
                puts opts
                exit
            end
        end

        opts.parse!(args)

        options
    end
end

@options = OptParser.parse(ARGV)
if @options.has_key?(:output_log)
    LOGGER = File.open(@options[:output_log], "a+")
else
    LOGGER = STDOUT
end

if not @options.has_key?(:policy)
    @options[:policy] = DEFAULT_POLICY
end

String.disable_colorization @options[:disable_colors]

load_config_file(@options[:config_file] || DEFAULT_CONFIG_FILE)
unless SECURITY_POLICIES.has_key?("POLICY_#{@options[:policy].upcase}")
    abort "Undeclared policy `#{@options[:policy]}'"
end

if ARGV.empty?
    abort "Error: No filename was specified. #{$0} --help for details."
else
    TARGET = ARGV.shift
end

def log(str, color = :default)
    LOGGER.puts("[#{Time.now}]".cyan + " #{str.colorize(color)}")
end

def reject(cause)
    log("Document rejected by policy `#{@options[:policy]}', caused by #{cause.inspect}.", :red)
    abort
end

def check_rights(*required_rights)
    current_rights = SECURITY_POLICIES["POLICY_#{@options[:policy].upcase}"]

    reject(required_rights) if required_rights.any?{|right| current_rights[right.to_s] == false}
end

def analyze_xfa_forms(xfa)
    case xfa
    when Origami::Array then
        xml = ""
        i = 0
        xfa.each do |packet|
            if i % 2 == 1
                xml << packet.solve.data
            end

            i = i + 1
        end
    when Origami::Stream then
        xml = xfa.data
    else
        reject("Malformed XFA dictionary")
    end

    xfadoc = REXML::Document.new(xml)
    REXML::XPath.match(xfadoc, "//script").each do |script|
        case script.attributes["contentType"]
        when "application/x-formcalc" then
            check_rights(:allowFormCalc)
        else
            check_rights(:allowJS)
        end
    end
end

def analyze_annotation(annot, level = 0)
    check_rights(:allowAnnotations)

    if annot.is_a?(Origami::Dictionary) and annot.has_key?(:Subtype)
        case annot[:Subtype].solve.value
        when :FileAttachment
            check_rights(:allowAttachments, :allowFileAttachmentAnnotation)

        when :Sound
            check_rights(:allowSoundAnnotation)

        when :Movie
            check_rights(:allowMovieAnnotation)

        when :Screen
            check_rights(:allowScreenAnnotation)

        when :Widget
            check_rights(:allowAcroforms)

        when :"3D"
            check_rights(:allow3DAnnotation)

            # 3D annotation might pull in JavaScript for real-time driven behavior.
            if annot.has_key?(:"3DD")
                dd = annot[:"3DD"].solve
                u3dstream = nil

                case dd
                when Origami::Stream
                    u3dstream = dd
                when Origami::Dictionary
                    u3dstream = dd[:"3DD"]
                end

                if u3dstream and u3dstream.has_field?(:OnInstantiate)
                    check_rights(:allowJS)

                    if annot.has_key?(:"3DA") # is 3d view instantiated automatically?
                        u3dactiv = annot[:"3DA"].solve

                        check_rights(:allowJSAtOpening) if u3dactiv.is_a?(Origami::Dictionary) and (u3dactiv[:A] == :PO or u3dactiv[:A] == :PV)
                    end
                end
            end

        when :RichMedia
            check_rights(:allowRichMediaAnnotation)
        end
    end
end

def analyze_page(page, level = 0)
    section_prefix = " " * 2 * level + ">" * (level + 1)
    log(section_prefix + " Inspecting page...")

    text_prefix = " " * 2 * (level + 1) + "." * (level + 1)
    if page.is_a?(Origami::Dictionary)
        #
        # Checking page additional actions.
        #
        if page.has_key?(:AA)
            if page.AA.is_a?(Origami::Dictionary)
                log(text_prefix + " Page has an action dictionary.")

                aa = Origami::Page::AdditionalActions.new(page.AA); aa.parent = page.AA.parent
                analyze_action(aa.O, true, level + 1) if aa.has_key?(:O)
                analyze_action(aa.C, false, level + 1) if aa.has_key?(:C)
            end
        end

        #
        # Looking for page annotations.
        #
        page.each_annotation do |annot|
            analyze_annotation(annot, level + 1)
        end
    end
end

def analyze_action(action, triggered_at_opening, level = 0)
    section_prefix = " " * 2 * level + ">" * (level + 1)
    log(section_prefix + " Inspecting action...")

    text_prefix = " " * 2 * (level + 1) + "." * (level + 1)
    if action.is_a?(Origami::Dictionary)
        log(text_prefix + " Found #{action[:S]} action.")
        type = action[:S].is_a?(Origami::Reference) ? action[:S].solve : action[:S]

        case type.value
        when :JavaScript
            check_rights(:allowJS)
            check_rights(:allowJSAtOpening) if triggered_at_opening

        when :Launch
            check_rights(:allowLaunchAction)

        when :Named
            check_rights(:allowNamedAction)

        when :GoTo
            check_rights(:allowGoToAction)
            dest = action[:D].is_a?(Origami::Reference) ? action[:D].solve : action[:D]
            if dest.is_a?(Origami::Array) and dest.length > 0 and dest.first.is_a?(Origami::Reference)
              dest_page = dest.first.solve
              if dest_page.is_a?(Origami::Page)
                log(text_prefix + " Destination page found.")
                analyze_page(dest_page, level + 1)
              end
            end

        when :GoToE
            check_rights(:allowAttachments,:allowGoToEAction)

        when :GoToR
            check_rights(:allowGoToRAction)

        when :Thread
            check_rights(:allowGoToRAction) if action.has_key?(:F)

        when :URI
            check_rights(:allowURIAction)

        when :SubmitForm
            check_rights(:allowAcroForms,:allowSubmitFormAction)

        when :ImportData
            check_rights(:allowAcroForms,:allowImportDataAction)

        when :Rendition
            check_rights(:allowScreenAnnotation,:allowRenditionAction)

        when :Sound
            check_rights(:allowSoundAnnotation,:allowSoundAction)

        when :Movie
            check_rights(:allowMovieAnnotation,:allowMovieAction)

        when :RichMediaExecute
            check_rights(:allowRichMediaAnnotation,:allowRichMediaAction)

        when :GoTo3DView
            check_rights(:allow3DAnnotation,:allowGoTo3DAction)
        end

        if action.has_key?(:Next)
            log(text_prefix + "This action is chained to another action!")
            check_rights(:allowChainedActions)
            analyze_action(action.Next)
        end

    elsif action.is_a?(Origami::Array)
        dest = action
        if dest.length > 0 and dest.first.is_a?(Origami::Reference)
            dest_page = dest.first.solve
            if dest_page.is_a?(Origami::Page)
                log(text_prefix + " Destination page found.")
                check_rights(:allowGoToAction)
                analyze_page(dest_page, level + 1)
            end
        end
    end
end

begin
    log("PDFcop is running on target `#{TARGET}', policy = `#{@options[:policy]}'", :green)
    log("  File size: #{File.size(TARGET)} bytes", :magenta)
    log("  MD5: #{Digest::MD5.hexdigest(File.read(TARGET))}", :magenta)

    @pdf = Origami::PDF.read(TARGET,
        verbosity: Origami::Parser::VERBOSE_QUIET,
        ignore_errors: SECURITY_POLICIES["POLICY_#{@options[:policy].upcase}"]['allowParserErrors']
    )

    log("> Inspecting document structure...", :yellow)
    if @pdf.encrypted?
        log("  . Encryption = YES")
        check_rights(:allowEncryption)
    end

    log("> Inspecting document catalog...", :yellow)
    catalog = @pdf.Catalog
    reject("Invalid document catalog") unless catalog.is_a?(Origami::Catalog)

    if catalog.has_key?(:OpenAction)
        log("  . OpenAction entry = YES")
        check_rights(:allowOpenAction)
        action = catalog.OpenAction
        analyze_action(action, true, 1)
    end

    if catalog.has_key?(:AA)
        if catalog.AA.is_a?(Origami::Dictionary)
            aa = Origami::CatalogAdditionalActions.new(catalog.AA); aa.parent = catalog;
            log("  . Additional actions dictionary = YES")
            analyze_action(aa.WC, false, 1) if aa.has_key?(:WC)
            analyze_action(aa.WS, false, 1) if aa.has_key?(:WS)
            analyze_action(aa.DS, false, 1) if aa.has_key?(:DS)
            analyze_action(aa.WP, false, 1) if aa.has_key?(:WP)
            analyze_action(aa.DP, false, 1) if aa.has_key?(:DP)
        end
    end

    if catalog.has_key?(:AcroForm)
        acroform = catalog.AcroForm
        if acroform.is_a?(Origami::Dictionary)
            log("  . AcroForm = YES")
            check_rights(:allowAcroForms)
            if acroform.has_key?(:XFA)
                log("  . XFA = YES")
                check_rights(:allowXFAForms)

                analyze_xfa_forms(acroform[:XFA].solve)
            end
        end
    end

    log("> Inspecting JavaScript names directory...", :yellow)
    if @pdf.each_named_script.any?
        check_rights(:allowJS)
        check_rights(:allowJSAtOpening)
    end

    log("> Inspecting attachment names directory...", :yellow)
    if @pdf.each_attachment.any?
        check_rights(:allowAttachments)
    end

    log("> Inspecting document pages...", :yellow)
    @pdf.each_page do |page|
        analyze_page(page, 1)
    end

    log("> Inspecting document streams...", :yellow)
    @pdf.indirect_objects.find_all{|obj| obj.is_a?(Origami::Stream)}.each do |stream|
        if stream.dictionary.has_key?(:Filter)
            filters = stream.Filter
            filters = [ filters ] if filters.is_a?(Origami::Name)

            if filters.is_a?(Origami::Array)
                filters.each do |filter|
                    case filter.value
                    when :ASCIIHexDecode
                        check_rights(:allowASCIIHexFilter)
                    when :ASCII85Decode
                        check_rights(:allowASCII85Filter)
                    when :LZWDecode
                        check_rights(:allowLZWFilter)
                    when :FlateDecode
                        check_rights(:allowFlateDecode)
                    when :RunLengthDecode
                        check_rights(:allowRunLengthFilter)
                    when :CCITTFaxDecode
                        check_rights(:allowCCITTFaxFilter)
                    when :JBIG2Decode
                        check_rights(:allowJBIG2Filter)
                    when :DCTDecode
                        check_rights(:allowDCTFilter)
                    when :JPXDecode
                        check_rights(:allowJPXFilter)
                    when :Crypt
                        check_rights(:allowCryptFilter)
                    end
                end
            end
        end
    end

    #
    # TODO: Detect JS at opening in XFA (check event tag)
    #       Check image encoding in XFA ?
    #       Only allow valid signed documents ?
    #       Recursively scan attached files.
    #       On-the-fly injection of prerun JS code to hook vulnerable methods (dynamic exploit detection) ???
    #       ...
    #

    log("Document accepted by policy `#{@options[:policy]}'.", :green)

rescue
    log("An error occured during analysis : #{$!.class} (#{$!.message})")
    reject("Analysis failure")
ensure
    LOGGER.close
end










./usr/bin/pdfdecompress


#!/usr/bin/env ruby

=begin

= Info
    Uncompresses all binary streams of a PDF document.

= License
    Copyright (C) 2016  Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../lib')
    require 'origami'
end
include Origami

require 'optparse'

class OptParser
    BANNER = <<USAGE
Usage: #{$0} [<PDF-file>] [-p <password>] [-o <output-file>]
Uncompresses all binary streams of a PDF document.
Bug reports or feature requests at: http://github.com/gdelugre/origami

Options:
USAGE

    def self.parser(options)
        OptionParser.new do |opts|
            opts.banner = BANNER

            opts.on("-o", "--output FILE", "Output PDF file (stdout by default)") do |o|
                options[:output] = o
            end

            opts.on_tail("-h", "--help", "Show this message") do
                puts opts
                exit
            end
        end
    end

    def self.parse(args)
        options =
        {
          output: STDOUT,
        }

        self.parser(options).parse!(args)

        options
    end
end

begin
    @options = OptParser.parse(ARGV)

    target = (ARGV.empty?) ? STDIN : ARGV.shift
    params =
    {
        verbosity: Parser::VERBOSE_QUIET,
    }

    pdf = PDF.read(target, params)

    pdf.root_objects.find_all { |obj|
        obj.is_a?(Stream)
    }.each { |stream|
        unless stream.filters.any?{|filter| %i[JPXDecode DCTDecode JBIG2Decode].include?(filter.value) }
            stream.encoded_data = stream.data
            stream.dictionary.delete(:Filter)
        end
    }

    pdf.save(@options[:output], noindent: true)

rescue
    STDERR.puts $!.backtrace.join($/)
    abort "#{$!.class}: #{$!.message}"
end










./usr/bin/pdfdecrypt


#!/usr/bin/env ruby

=begin

= Info
    Decrypts a PDF document.

= License
    Copyright (C) 2016  Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../lib')
    require 'origami'
end
include Origami

require 'optparse'

class OptParser
    BANNER = <<USAGE
Usage: #{$0} [<PDF-file>] [-p <password>] [-o <output-file>]
Decrypts a PDF document. Supports RC4 40 to 128 bits, AES128, AES256.
Bug reports or feature requests at: http://github.com/gdelugre/origami

Options:
USAGE

    def self.parser(options)
        OptionParser.new do |opts|
            opts.banner = BANNER

            opts.on("-o", "--output FILE", "Output PDF file (stdout by default)") do |o|
                options[:output] = o
            end

            opts.on("-p", "--password PASSWORD", "Password of the document") do |p|
                options[:password] = p
            end

            opts.on_tail("-h", "--help", "Show this message") do
                puts opts
                exit
            end
        end
    end

    def self.parse(args)
        options =
        {
          output: STDOUT,
          password: ''
        }

        self.parser(options).parse!(args)

        options
    end
end

begin
    @options = OptParser.parse(ARGV)

    target = (ARGV.empty?) ? STDIN : ARGV.shift
    params =
    {
        verbosity: Parser::VERBOSE_QUIET,
        password: @options[:password]
    }

    PDF.read(target, params).save(@options[:output], decrypt: true, noindent: true)

rescue
    abort "#{$!.class}: #{$!.message}"
end










./usr/bin/pdfencrypt


#!/usr/bin/env ruby

=begin

= Info
    Encrypts a PDF document.

= License
    Copyright (C) 2016  Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../lib')
    require 'origami'
end
include Origami

require 'optparse'

class OptParser
    BANNER = <<USAGE
Usage: #{$0} [<PDF-file>] [-p <password>] [-c <cipher>] [-s <key-size>] [--hardened] [-o <output-file>]
Encrypts a PDF document. Supports RC4 40 to 128 bits, AES128, AES256.
Bug reports or feature requests at: http://github.com/gdelugre/origami

Options:
USAGE

    def self.parser(options)
        OptionParser.new do |opts|
            opts.banner = BANNER

            opts.on("-o", "--output FILE", "Output PDF file (stdout by default)") do |o|
                options[:output] = o
            end

            opts.on("-p", "--password PASSWORD", "Password of the document") do |p|
                options[:password] = p
            end

            opts.on("-c", "--cipher CIPHER", "Cipher used to encrypt the document (Default: AES)") do |c|
                options[:cipher] = c
            end

            opts.on("-s", "--key-size KEYSIZE", "Key size in bits (Default: 128)") do |s|
                options[:key_size] = s.to_i
            end

            opts.on("--hardened", "Use stronger key validation scheme (only AES-256)") do
                options[:hardened] = true
            end

            opts.on_tail("-h", "--help", "Show this message") do
                puts opts
                exit
            end
        end
    end

    def self.parse(args)
        options =
        {
            output: STDOUT,
            password: '',
            cipher: 'aes',
            key_size: 128,
            hardened: false
        }

        self.parser(options).parse!(args)

        options
    end
end

begin
    @options = OptParser.parse(ARGV)

    target = (ARGV.empty?) ? STDIN : ARGV.shift
    params =
    {
        verbosity: Parser::VERBOSE_QUIET,
    }

    pdf = PDF.read(target, params)
    pdf.encrypt(
        user_passwd:    @options[:password],
        owner_passwd:   @options[:password],
        cipher:         @options[:cipher],
        key_size:       @options[:key_size],
        hardened:       @options[:hardened]
    )
    pdf.save(@options[:output], noindent: true)

rescue
    abort "#{$!.class}: #{$!.message}"
end










./usr/bin/pdfexplode


#!/usr/bin/env ruby

=begin

= Info
    Explodes a PDF into separate documents.

= License
    Copyright (C) 2016  Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../lib')
    require 'origami'
end
include Origami

require 'optparse'
require 'rexml/document'

class OptParser
    BANNER = <<USAGE
Usage: #{$0} <PDF-file> [-r <range>] [-t pages|rsrc] [-d <output-directory>]
Explodes a document into separate documents.
Bug reports or feature requests at: http://github.com/gdelugre/origami

Options:
USAGE

    def self.parser(options)
        OptionParser.new do |opts|
            opts.banner = BANNER

            opts.on("-d", "--output-dir DIR", "Output directory.") do |d|
                options[:output_dir] = d
            end

            opts.on("-r", "--range PAGES", "Page range (e.g: 2-, 1-3, 5). Default to '-'.") do |r|
                range =
                    if r.index('-').nil?
                        page = r.to_i
                        Range.new(page-1, page-1)
                    else
                        from, to = r.split('-').map{|bound| bound.to_i}
                        from ||= 1
                        to ||= 0
                        Range.new(from-1, to-1)
                    end
                options[:page_range] = range
            end

            opts.on("-t", "--type TYPE", "Split by type. Can be 'pages' or 'rsrc'. Default to 'pages'.") do |t|
                options[:split_by] = t
            end

            opts.on_tail("-h", "--help", "Show this message.") do
                puts opts
                exit
            end
        end
    end

    def self.parse(args)
        options =
        {
            page_range: (0..-1),
            split_by: 'pages'
        }

        self.parser(options).parse!(args)

        options
    end
end

begin
    @options = OptParser.parse(ARGV)

    if ARGV.empty?
        abort "Error: No filename was specified. #{$0} --help for details."
    else
        target = ARGV.shift
    end

    if @options[:output_dir].nil?
        @options[:output_dir] = "#{File.join(File.dirname(target), File.basename(target,'.pdf'))}.explode"
    end

    Origami::OPTIONS[:ignore_bad_references] = true
    OUTPUT_DIR = @options[:output_dir]
    Dir::mkdir(OUTPUT_DIR) unless File.directory?(OUTPUT_DIR)

    def split_by_rsrc(n, page, type)
        all_rsrc = page.resources
        type_rsrc = page.resources(type)
        other_rsrc = all_rsrc.keys - type_rsrc.keys

        unless type_rsrc.empty?
            # Keep only specified resource type.
            output_file = File.join(OUTPUT_DIR, "page_#{n}_keeponly_#{type}.pdf")
            PDF.write(output_file) do |pdf|
                reduced = page.copy
                # New resource dictionary with only matching resources.
                reduced.Resources = Resources.new(type => type_rsrc)
                # Remove mention of other resources.
                reduced.each_content_stream do |stream|
                    stream.data = stream.data.lines.
                        delete_if {|line| other_rsrc.any?{|rsrc| line =~ /#{rsrc}/}}.join
                end

                STDERR.puts "Creating #{output_file}..."
                pdf.append_page(reduced)
            end

            # Remove all specified resource type.
            output_file = File.join(OUTPUT_DIR, "page_#{n}_excluded_#{type}.pdf")
            PDF.write(output_file) do |pdf|
                reduced = page.copy
                # New resource dictionary with no resource of specified type.
                reduced.Resources = reduced.Resources.copy
                reduced.Resources.delete(type)
                # Remove mention this resource type.
                reduced.each_content_stream do |stream|
                    stream.data = stream.data.lines.
                        delete_if {|line| type_rsrc.keys.any?{|rsrc| line =~ /#{rsrc}/}}.join
                end

                STDERR.puts "Creating #{output_file}..."
                pdf.append_page(reduced)
            end

            # Now treating each resource object separately.
            type_rsrc.each_pair do |name, rsrc|
                anyother_rsrc = all_rsrc.keys - [ name ]
                # Keey only specified resource object.
                output_file = File.join(OUTPUT_DIR, "page_#{n}_keeponly_#{type}_#{name}.pdf")
                PDF.write(output_file) do |pdf|
                    reduced = page.copy
                    # New resource dictionary with only specified resource object.
                    reduced.Resources = Resources.new(type => {name => rsrc})
                    # Remove mention of all other resources.
                    reduced.each_content_stream do |stream|
                        stream.data = stream.data.lines.
                            delete_if {|line| anyother_rsrc.any?{|rsrc| line =~ /#{rsrc}/}}.join
                    end

                    STDERR.puts "Creating #{output_file}..."
                    pdf.append_page(reduced)
                end

                # Remove only specified resource object.
                output_file = File.join(OUTPUT_DIR, "page_#{n}_excluded_#{type}_#{name}.pdf")
                PDF.write(output_file) do |pdf|
                    reduced = page.copy
                    # New resource dictionary with only specified resource object.
                    reduced.Resources = reduced.Resources.copy
                    reduced.Resources[type] = reduced.Resources.send(type).copy
                    reduced.Resources[type].delete(name)
                    # Remove mention of this resource only.
                    reduced.each_content_stream do |stream|
                        stream.data = stream.data.lines.
                            delete_if {|line| line =~ /#{name}/}.join
                    end

                    STDERR.puts "Creating #{output_file}..."
                    pdf.append_page(reduced)
                end
            end
        end
    end

    params =
    {
        verbosity: Parser::VERBOSE_QUIET,
    }
    pdf = PDF.read(target, params)

    i = @options[:page_range].first + 1
    pdf.pages[@options[:page_range]].each do |page|
        case @options[:split_by]
        when 'pages'
            output_file = File.join(OUTPUT_DIR, "page_#{i}.pdf")
            PDF.write(output_file) do |pdf|
              STDERR.puts "Creating #{output_file}..."
              pdf.append_page(page)
            end

        when 'rsrc'
            [ Resources::EXTGSTATE,
              Resources::COLORSPACE,
              Resources::PATTERN,
              Resources::SHADING,
              Resources::XOBJECT,
              Resources::FONT,
              Resources::PROPERTIES
            ].each { |type| split_by_rsrc(i, page, type) }

        else
            raise ArgumentError, "Unknown split option: #{@options[:split_by]}"
        end

        i += 1
    end

rescue
    abort "#{$!.class}: #{$!.message} #{$!.backtrace.join($/)}"
end










./usr/bin/pdfextract


#!/usr/bin/env ruby

=begin

= Info
    Extracts valuable data from a PDF document. Can extract:
     - decoded streams
     - JavaScript
     - file attachments

= License
    Copyright (C) 2016  Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../lib')
    require 'origami'
end
include Origami

require 'optparse'
require 'rexml/document'

class OptParser
    BANNER = <<USAGE
Usage: #{$0} <PDF-file> [-afjms] [-d <output-directory>]
Extracts various data out of a document (streams, scripts, images, fonts, metadata, attachments).
Bug reports or feature requests at: http://github.com/gdelugre/origami

Options:
USAGE

    def self.parser(options)
        OptionParser.new do |opts|
            opts.banner = BANNER

            opts.on("-d", "--output-dir DIR", "Output directory") do |d|
                options[:output_dir] = d
            end

            opts.on("-s", "--streams", "Extracts all decoded streams") do
                options[:streams] = true
            end

            opts.on("-a", "--attachments", "Extracts file attachments") do
                options[:attachments] = true
            end

            opts.on("-f", "--fonts", "Extracts embedded font files") do
                options[:fonts] = true
            end

            opts.on("-j", "--js", "Extracts JavaScript scripts") do
                options[:javascript] = true
            end

            opts.on("-m", "--metadata", "Extracts metadata streams") do
                options[:metadata] = true
            end

            opts.on("-i", "--images", "Extracts embedded images") do
                options[:images] = true
            end

            opts.on_tail("-h", "--help", "Show this message") do
                puts opts
                exit
            end
        end
    end

    def self.parse(args)
        options = {}

        self.parser(options).parse!(args)

        options
    end
end

begin
    @options = OptParser.parse(ARGV)

    if ARGV.empty?
        abort "Error: No filename was specified. #{$0} --help for details."
    else
        target = ARGV.shift
    end

    unless %i[streams javascript attachments fonts metadata images].any? {|opt| @options[opt]}
        @options[:streams] =
        @options[:javascript] =
        @options[:fonts] =
        @options[:attachments] =
        @options[:images] = true
    end

    if @options[:output_dir].nil?
        @options[:output_dir] = "#{File.basename(target, '.pdf')}.dump"
    end

    # Force data extraction, even for invalid FlateDecode streams.
    Origami::OPTIONS[:ignore_zlib_errors] = true
    Origami::OPTIONS[:ignore_png_errors] = true

    OUTPUT_DIR = @options[:output_dir]
    Dir::mkdir(OUTPUT_DIR) unless File.directory?(OUTPUT_DIR)

    params =
    {
        verbosity: Parser::VERBOSE_QUIET,
    }
    pdf = PDF.read(target, params)

    if @options[:streams]
        nstreams = 0
        stream_dir = File.join(OUTPUT_DIR, "streams")
        Dir::mkdir(stream_dir) unless File.directory?(stream_dir)

        pdf.root_objects.find_all{|obj| obj.is_a?(Stream)}.each do |stream|
            stream_file = File.join(stream_dir, "stream_#{stream.reference.refno}.dmp")
            File.binwrite(stream_file, stream.data)
            nstreams += 1
        end

        puts "Extracted #{nstreams} PDF streams to '#{stream_dir}'."
    end

    if @options[:javascript]
        nscripts = 0
        js_dir = File.join(OUTPUT_DIR, "scripts")
        Dir::mkdir(js_dir) unless File.directory?(js_dir)

        pdf.ls(/^JS$/).each do |script|
            script_file = File.join(js_dir, "script_#{script.hash}.js")
            script_data =
                case script
                when Stream then script.data
                else script.value
                end

            File.binwrite(script_file, script_data)
            nscripts += 1
        end

        # Also checking for presence of JavaScript in XML forms.
        if pdf.form? and pdf.Catalog.AcroForm.has_key?(:XFA)
            xfa = pdf.Catalog.AcroForm[:XFA].solve

            case xfa
            when Array then
                xml = ""
                i = 0
                xfa.each do |packet|
                    if i % 2 == 1
                        xml << packet.solve.data
                    end

                    i = i + 1
                end
            when Stream then
                xml = xfa.data
            else
                reject("Malformed XFA dictionary")
            end

            xfadoc = REXML::Document.new(xml)
            REXML::XPath.match(xfadoc, "//script").each do |script|
                script_file = File.join(js_dir, "script_#{script.hash}.js")
                File.binwrite(script_file, script.text)
                nscripts += 1
            end
        end

        puts "Extracted #{nscripts} scripts to '#{js_dir}'."
    end

    if @options[:attachments]
        nattach = 0
        attachments_dir = File.join(OUTPUT_DIR, "attachments")
        Dir::mkdir(attachments_dir) unless File.directory?(attachments_dir)

        pdf.each_attachment do |name, attachment|
            attached_file = File.join(attachments_dir, "attached_#{File.basename(name)}")
            spec = attachment.solve
            if spec and spec.EF and f = spec.EF.F and f.is_a?(Stream)
                File.binwrite(attached_file, f.data)
                nattach += 1
            end
        end

        puts "Extracted #{nattach} attachments to '#{attachments_dir}'."
    end

    if @options[:fonts]
        nfonts = 0
        fonts_dir = File.join(OUTPUT_DIR, "fonts")
        Dir::mkdir(fonts_dir) unless File.directory?(fonts_dir)

        pdf.root_objects.find_all{|obj| obj.is_a?(Stream)}.each do |stream|
            font = stream.xrefs.find{|obj| obj.is_a?(FontDescriptor)}
            if font
                font_file = File.join(fonts_dir, File.basename(font.FontName.value.to_s))
                File.binwrite(font_file, stream.data)
                nfonts += 1
            end
        end

        puts "Extracted #{nfonts} fonts to '#{fonts_dir}'."
    end

    if @options[:metadata]
        nmeta = 0
        metadata_dir = File.join(OUTPUT_DIR, "metadata")
        Dir::mkdir(metadata_dir) unless File.directory?(metadata_dir)

        pdf.root_objects.find_all{|obj| obj.is_a?(MetadataStream)}.each do |stream|
            metadata_file = File.join(metadata_dir, "metadata_#{stream.reference.refno}.xml")
            File.binwrite(metadata_file, stream.data)
            nmeta += 1
        end

        puts "Extracted #{nmeta} metadata streams to '#{metadata_dir}'."
    end

    if @options[:images]
        nimages = 0
        image_dir = File.join(OUTPUT_DIR, "images")
        Dir::mkdir(image_dir) unless File.directory?(image_dir)

        pdf.root_objects.find_all{|obj| obj.is_a?(Graphics::ImageXObject)}.each do |stream|
            begin
                ext, image_data = stream.to_image_file
                image_file = File.join(image_dir, "image_#{stream.reference.refno}.#{ext}")

                if ext != 'png' and stream.ColorSpace == Graphics::Color::Space::DEVICE_CMYK
                    STDERR.puts "Warning: file '#{image_file}' is intended to be viewed in CMYK color space."
                end

                File.binwrite(image_file, image_data)
                nimages += 1
            rescue
                STDERR.puts "Unable to decode image (stream #{stream.reference.refno}). #{$!.message}"
            end
        end

        puts "Extracted #{nimages} images to '#{image_dir}'."
    end

rescue
    abort "#{$!.class}: #{$!.message}"
end










./usr/bin/pdfmetadata


#!/usr/bin/env ruby

=begin

= Info
    Prints out the metadata contained in a PDF document.

= License
    Copyright (C) 2016  Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../lib')
    require 'origami'
end
include Origami

require 'colorize'
require 'optparse'

class OptParser
    BANNER = <<USAGE
Usage: #{$0} [<PDF-file>] [-i] [-x]
Prints out the metadata contained in a PDF document.
Bug reports or feature requests at: http://github.com/gdelugre/origami

Options:
USAGE

    def self.parser(options)
        OptionParser.new do |opts|
            opts.banner = BANNER

            opts.on("-i", "Extracts document info metadata") do |i|
                options[:doc_info] = true
            end

            opts.on("-x", "Extracts XMP document metadata stream") do |i|
                options[:doc_stream] = true
            end

            opts.on("-n", "Turn off colorized output.") do
                options[:disable_colors] = true
            end

            opts.on_tail("-h", "--help", "Show this message") do
                puts opts
                exit
            end
        end
    end

    def self.parse(args)
        options =
        {
            disable_colors: false
        }

        self.parser(options).parse!(args)

        options
    end
end

begin
    @options = OptParser.parse(ARGV)

    unless @options[:doc_info] or @options[:doc_stream]
        @options[:doc_info] = @options[:doc_stream] = true
    end

    String.disable_colorization @options[:disable_colors]

    target = (ARGV.empty?) ? STDIN : ARGV.shift
    params =
    {
        verbosity: Parser::VERBOSE_QUIET,
        lazy: true
    }

    pdf = PDF.read(target, params)

    if @options[:doc_info] and pdf.document_info?
        puts "[*] Document information dictionary:".magenta

        docinfo = pdf.document_info
        docinfo.each_pair do |name, item|
            obj = item.solve

            print name.value.to_s.ljust(20, ' ').green
            puts ": #{obj.respond_to?(:to_utf8) ? obj.to_utf8 : obj.value}"
        end
        puts
    end

    if @options[:doc_stream] and pdf.metadata?
        puts "[*] Metadata stream:".magenta

        metadata = pdf.metadata
        metadata.each_pair do |name, item|
            print name.ljust(20, ' ').green
            puts ": #{item}"
        end
    end

rescue
    abort "#{$!.class}: #{$!.message}"
end










./usr/bin/pdfsh


#!/usr/bin/env ruby

begin
    require 'irb'
rescue LoadError
    abort "Error: you need to install irb to run this application."
end

$:.unshift "/usr/share/origami/shell"
ENV["IRBRC"] = "/usr/share/origami/shell/.irbrc"

IRB.start










./usr/bin/pdfwalker


#!/usr/bin/env ruby

$:.unshift "/usr/share/origami"
require 'gui/walker'

PDFWalker::Walker.start(ARGV[0])










./usr/share/doc/origami-pdf/changelog.Debian.gz


./usr/share/doc/origami-pdf/changelog.Debian



origami-pdf (2.0.0-1) unstable; urgency=medium

  * New upstream release
    + Includes fix for superclass mismatch for class Date (Closes: #841820)
  * update packaging with a new run of `dh-make-ruby -w`
    + bump Standards-Version to 3.9.8, no changes needed
    + new dependency: ruby-colorize
    + update Homepage: field
    + refresh debian/rules to make gem2deb-test-runner check dependencies
      during build.
  * debian/patches/gemspec.patch: dropped, not needed anymore
  * debian/patches/dont_include_before_requiring.patch: dropped, not needed
    anymore
  * debian/tests/control:
    + point at debian-local signed PDF
    + pass --check-dependencies to gem2deb-test-runner
  * Change Section: to `utils` (Closes: #832247)

 -- Antonio Terceiro <terceiro@debian.org>  Fri, 28 Oct 2016 17:21:34 -0200

origami-pdf (1.2.7-3) unstable; urgency=medium

  * dont_include_before_requiring.patch: fix incompatibility with Ruby 2.2
    (Closes: #806133)

 -- Antonio Terceiro <terceiro@debian.org>  Thu, 03 Dec 2015 15:07:34 -0200

origami-pdf (1.2.7-2) unstable; urgency=medium

  * Rename source and main binary packages to origami-pdf. See #773197

 -- Antonio Terceiro <terceiro@debian.org>  Mon, 15 Dec 2014 16:52:35 -0200

origami (1.2.7-1) unstable; urgency=medium

  * Initial release (Closes: #767911)

 -- Antonio Terceiro <terceiro@debian.org>  Thu, 06 Nov 2014 18:06:05 -0200
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./usr/share/doc/origami-pdf/changelog



2.0.0
-----
* Code reindented to 4 spaces.
* Code base refactored for Ruby 2.x (requires at least 2.1).
* Support for Crypt filters.
* The parser now supports a lazy mode.
* Fixed all Ruby warnings.
* Better type propagation.
* Use namespace refinements to protect the standard namespace.
* PDF#each_* methods can return Enumerators.
* Use the colorize gem for console output.
* Faster loading of objects in pdfwalker.
* Better handling of cross-references in pdfwalker.
* Many bug fixes.

1.2.0 (2011-09-29)
-----
* Support for JavaScript emulation based on V8 (requires therubyracer gem).

1.1.0 (2011-09-14)
-----
* Support for standard security handler revision 6.

1.0.2 (2011-05-25)
-----
* Added a Rakefile to run unit tests, build rdoc and build gem.
* Added a Ruby shell for Origami.
* Added a bin folder, with some useful command-line tools.
* Can now be installed as a RubyGem.
* AESV3 support (AES256 encryption/decryption).
* Encryption/decryption can be achieved with or without openssl.
* Changed PDF#encrypt prototype.
* Support for G3 unidimensional encoding/decoding of CCITTFax filter.
* Support for TIFF stream predictor functions.
* Name trees lookup methods.
* Renamed PDF#saveas to PDF#save.
* Lot of bug fixes.

beta3 (2010-08-26)
-----
* Faster decryption process.
* Properly parse objects with no endobj token.
* Image viewer in pdfwalker.

beta2 (2010-04-01)
-----
* Support for Flash/RichMedia integration.
* XFA forms.
* Search feature for pdfwalker.
* Fixed various bugs.

beta1 (2009-09-15)
-----
* Basic support for graphics drawing as lines, colors, shading, shapes...
* Support for numerical functions.
* Support for date strings.
* Added PDF#insert_page(index, page) method.
* Added a forms widgets template.
* Ability to delinearize documents.
* Fixed various bugs.

beta0 (2009-07-06)
-----
* Support for XRef streams. 
* Support for Object streams creation. 
* Support for PNG stream predictor functions.















./usr/share/doc/origami-pdf/copyright


Format: http://www.debian.org/doc/packaging-manuals/copyright-format/1.0/
Upstream-Name: origami
Source: https://github.com/gdelugre/origami
Files-Excluded: examples/flash/helloworld.swf

Files: *
Copyright: Guillaume Delugré <guillaume (at) security-labs.org>
  Frédéric Raynal <fred (at) security-labs.org>
License: LGPL-3+

Files: bin/gui/*
Copyright: Guillaume Delugré <guillaume (at) security-labs.org>
  Frédéric Raynal <fred (at) security-labs.org>
License: GPL-3+

Files: debian/*
Copyright: 2014 Antonio Terceiro <terceiro@debian.org>
License: GPL-3+

License: LGPL-3+
 This software is distributed under the LGPL license.
 .
 Exception is for the PDF Walker graphical interface located in subdirectory
 bin/gui, which is distributed under the GPL license.  See bin/gui/COPYING file
 for more details.
Comment:
 On Debian systems, the full text of the GNU Lesser General Public License
 version 3 can be found in the file `/usr/share/common-licenses/LGPL-3'.

License: GPL-3+
 This software is distributed under the LGPL license.
 .
 Exception is for the PDF Walker graphical interface located in subdirectory
 bin/gui, which is distributed under the GPL license.  See bin/gui/COPYING file
 for more details.
Comment:
 On Debian systems, the full text of the GNU General Public
 License version 3 can be found in the file
 `/usr/share/common-licenses/GPL-3'.










./usr/share/origami/gui/about.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

module PDFWalker

    class Walker < Window

        def about
            AboutDialog.show(self,
                name: "PDF Walker",
                program_name: "PDF Walker",
                version: Origami::VERSION,
                copyright: "Copyright (C) 2016\nGuillaume Delugré",
                comments: "A graphical PDF parser front-end",
                license: File.read(File.join(__dir__, "COPYING"))
            )
        end
    end
end










./usr/share/origami/gui/config.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

require 'origami'
require 'yaml'

module PDFWalker

    class Walker < Window

        class Config
            DEFAULT_CONFIG_FILE = "#{File.expand_path("~")}/.pdfwalker.conf.yml"
            DEFAULT_CONFIG =
            {
                "Debug" =>
                {
                    "Profiling" => false,
                    "ProfilingOutputDir" => "prof",
                    "Verbosity" => Origami::Parser::VERBOSE_TRACE,
                    "IgnoreFileHeader" => true
                },

                "UI" =>
                {
                    "LastOpenedDocuments" => []
                }
            }
            NLOG_RECENT_FILES = 5

            def initialize(configfile = DEFAULT_CONFIG_FILE)
                begin
                    @conf = YAML.load(File.open(configfile)) or DEFAULT_CONFIG
                rescue
                ensure
                    @filename = configfile
                    set_missing_values
                end
            end

            def last_opened_file(filepath)
                @conf["UI"]['LastOpenedDocuments'].push(filepath).uniq!
                @conf["UI"]['LastOpenedDocuments'].delete_at(0) while @conf["UI"]['LastOpenedDocuments'].size > NLOG_RECENT_FILES

                save
            end

            def recent_files(n = NLOG_RECENT_FILES)
                @conf["UI"]['LastOpenedDocuments'].last(n).reverse
            end

            def set_profiling(bool)
                @conf["Debug"]['Profiling'] = bool
                save
            end

            def profile?
                @conf["Debug"]['Profiling']
            end

            def profile_output_dir
                @conf["Debug"]['ProfilingOutputDir']
            end

            def set_ignore_header(bool)
                @conf["Debug"]['IgnoreFileHeader'] = bool
                save
            end

            def ignore_header?
                @conf["Debug"]['IgnoreFileHeader']
            end

            def set_verbosity(level)
                @conf["Debug"]['Verbosity'] = level
                save
            end

            def verbosity
                @conf["Debug"]['Verbosity']
            end

            def save
                File.open(@filename, "w").write(@conf.to_yaml)
            end

            private

            def set_missing_values
                @conf ||= {}

                DEFAULT_CONFIG.each_key do |cat|
                    @conf[cat] = {} unless @conf.include?(cat)

                    DEFAULT_CONFIG[cat].each_pair do |key, value|
                        @conf[cat][key] = value unless @conf[cat].include?(key)
                    end
                end
            end
        end

    end
end










./usr/share/origami/gui/file.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

require 'origami'

module PDFWalker

    class Walker < Window
        attr_reader :opened
        attr_reader :explore_history

        def close
            @opened = nil
            @filename = ''
            @explorer_history.clear

            @treeview.clear
            @objectview.clear
            @hexview.clear

            # disable all menus.
            [
                @file_menu_close, @file_menu_saveas, @file_menu_serialize, @file_menu_refresh,
                @document_menu_search,
                @document_menu_gotocatalog, @document_menu_gotodocinfo, @document_menu_gotometadata,
                @document_menu_gotopage, @document_menu_gotofield, @document_menu_gotorev, @document_menu_gotoobj,
                @document_menu_properties, @document_menu_sign, @document_menu_ur
            ].each do |menu|
                menu.sensitive = false
            end

            @statusbar.pop(@main_context)

            GC.start
        end

        def open(filename = nil)
            dialog = Gtk::FileChooserDialog.new("Open PDF File",
                        self,
                        FileChooser::ACTION_OPEN,
                        nil,
                        [Stock::CANCEL, Dialog::RESPONSE_CANCEL],
                        [Stock::OPEN, Dialog::RESPONSE_ACCEPT])

            last_file = @config.recent_files.first
            unless last_file.nil?
                last_folder = File.dirname(last_file)
                dialog.set_current_folder(last_folder) if File.directory?(last_folder)
            end

            dialog.filter = FileFilter.new.add_pattern("*.acrodata").add_pattern("*.pdf").add_pattern("*.fdf")

            if filename.nil? and dialog.run != Gtk::Dialog::RESPONSE_ACCEPT
                dialog.destroy
                return
            end

            create_progressbar

            filename ||= dialog.filename
            dialog.destroy

            begin
                if @help_menu_profile.active?
                    require 'ruby-prof'
                    RubyProf.start
                end

                target = parse_file(filename)

                if @help_menu_profile.active?
                    result = RubyProf.stop
                    multiprinter = RubyProf::MultiPrinter.new(result)

                    Dir.mkdir(@config.profile_output_dir) unless Dir.exists?(@config.profile_output_dir) 

                    multiprinter.print(path: @config.profile_output_dir, profile: File.basename(filename))
                end

                if target
                    close if @opened
                    @opened = target
                    @filename = filename

                    @config.last_opened_file(filename)
                    @config.save
                    update_recent_menu

                    @last_search_result = []
                    @last_search =
                    {
                        :expr => "",
                        :regexp => false,
                        :type => :body
                    }

                    self.reload

                    # Enable basic file menus.
                    [
                        @file_menu_close, @file_menu_refresh,
                    ].each do |menu|
                        menu.sensitive = true
                    end

                    @explorer_history.clear

                    @statusbar.push(@main_context, "Viewing #{filename}")

                    if @opened.is_a?(Origami::PDF)

                        # Enable save and document menu.
                        [
                            @file_menu_saveas, @file_menu_serialize,
                            @document_menu_search,
                            @document_menu_gotocatalog, @document_menu_gotopage, @document_menu_gotorev, @document_menu_gotoobj,
                            @document_menu_properties, @document_menu_sign, @document_menu_ur
                        ].each do |menu|
                            menu.sensitive = true
                        end

                        @document_menu_gotodocinfo.sensitive = true if @opened.document_info?
                        @document_menu_gotometadata.sensitive = true if @opened.metadata?
                        @document_menu_gotofield.sensitive = true if @opened.form?

                        page_menu = Menu.new
                        @document_menu_gotopage.remove_submenu
                        @opened.each_page.with_index(1) do |page, index|
                            page_menu.append(item = MenuItem.new(index.to_s).show)
                            item.signal_connect("activate") do @treeview.goto(page) end
                        end
                        @document_menu_gotopage.set_submenu(page_menu)

                        field_menu = Menu.new
                        @document_menu_gotofield.remove_submenu
                        @opened.each_field do |field|
                            field_name = field.T || "<unnamed field>"
                            field_menu.append(item = MenuItem.new(field_name).show)
                            item.signal_connect("activate") do @treeview.goto(field) end
                        end
                        @document_menu_gotofield.set_submenu(field_menu)

                        rev_menu = Menu.new
                        @document_menu_gotorev.remove_submenu
                        rev_index = 1
                        @opened.revisions.each do |rev|
                            rev_menu.append(item = MenuItem.new(rev_index.to_s).show)
                            item.signal_connect("activate") do @treeview.goto(rev) end
                            rev_index = rev_index + 1
                        end
                        @document_menu_gotorev.set_submenu(rev_menu)

                        goto_catalog
                    end
                end

            rescue
                error("Error while parsing file.\n#{$!} (#{$!.class})\n" + $!.backtrace.join("\n"))
            end

            close_progressbar
            self.activate_focus
        end

        def deserialize
            dialog = Gtk::FileChooserDialog.new("Open dump file",
                        self,
                        FileChooser::ACTION_OPEN,
                        nil,
                        [Stock::CANCEL, Dialog::RESPONSE_CANCEL],
                        [Stock::OPEN, Dialog::RESPONSE_ACCEPT]
            )

            dialog.current_folder = File.join(Dir.pwd, "dumps")
            dialog.filter = FileFilter.new.add_pattern("*.gz")

            if dialog.run == Gtk::Dialog::RESPONSE_ACCEPT
                close if @opened
                filename = dialog.filename

                begin
                    @opened = Origami::PDF.deserialize(filename)
                    self.reload

                    [
                        @file_menu_close, @file_menu_saveas, @file_menu_serialize, @file_menu_refresh,
                        @document_menu_search,
                        @document_menu_gotocatalog, @document_menu_gotopage, @document_menu_gotorev, @document_menu_gotoobj,
                        @document_menu_properties, @document_menu_sign, @document_menu_ur
                    ].each do |menu|
                        menu.sensitive = true
                    end

                    @document_menu_gotodocinfo.sensitive = true if @opened.document_info?
                    @document_menu_gotometadata.sensitive = true if @opened.metadata?
                    @document_menu_gotofield.sensitive = true if @opened.form?

                    @explorer_history.clear

                    @statusbar.push(@main_context, "Viewing dump of #{filename}")
                rescue
                    error("This file cannot be loaded.\n#{$!} (#{$!.class})")
                end
            end

            dialog.destroy
        end

        def serialize
            dialog = Gtk::FileChooserDialog.new("Save dump file",
                        self,
                        Gtk::FileChooser::ACTION_SAVE,
                        nil,
                        [Gtk::Stock::CANCEL, Gtk::Dialog::RESPONSE_CANCEL],
                        [Gtk::Stock::SAVE, Gtk::Dialog::RESPONSE_ACCEPT]
            )

            dialog.do_overwrite_confirmation = true
            dialog.current_folder = File.join(Dir.pwd, "dumps")
            dialog.current_name = "#{File.basename(@filename)}.dmp.gz"
            dialog.filter = FileFilter.new.add_pattern("*.gz")

            if dialog.run == Gtk::Dialog::RESPONSE_ACCEPT
                begin
                    @opened.serialize(dialog.filename)
                rescue
                    error("Error: #{$!.message}")
                end
            end

            dialog.destroy
        end

        def save_data(caption, data, filename = "")
            dialog = Gtk::FileChooserDialog.new(caption,
                        self,
                        Gtk::FileChooser::ACTION_SAVE,
                        nil,
                        [Gtk::Stock::CANCEL, Gtk::Dialog::RESPONSE_CANCEL],
                        [Gtk::Stock::SAVE, Gtk::Dialog::RESPONSE_ACCEPT]
            )

            dialog.do_overwrite_confirmation = true
            dialog.current_name = File.basename(filename)
            dialog.filter = FileFilter.new.add_pattern("*.*")

            if dialog.run == Gtk::Dialog::RESPONSE_ACCEPT
                begin
                    File.binwrite(dialog.filename, data)
                rescue
                    error("Error: #{$!.message}")
                end
            end

            dialog.destroy
        end

        def save
            dialog = Gtk::FileChooserDialog.new("Save PDF file",
                        self,
                        Gtk::FileChooser::ACTION_SAVE,
                        nil,
                        [Gtk::Stock::CANCEL, Gtk::Dialog::RESPONSE_CANCEL],
                        [Gtk::Stock::SAVE, Gtk::Dialog::RESPONSE_ACCEPT]
            )

            dialog.filter = FileFilter.new.add_pattern("*.acrodata").add_pattern("*.pdf").add_pattern("*.fdf")

            folder = File.dirname(@filename)
            dialog.set_current_folder(folder)

            if dialog.run == Gtk::Dialog::RESPONSE_ACCEPT
                begin
                    @opened.save(dialog.filename)
                rescue
                    error("#{$!.class}: #{$!.message}\n#{$!.backtrace.join($/)}")
                end
            end

            dialog.destroy
        end

        def save_dot
            dialog = Gtk::FileChooserDialog.new("Save dot file",
                        self,
                        Gtk::FileChooser::ACTION_SAVE,
                        nil,
                        [Gtk::Stock::CANCEL, Gtk::Dialog::RESPONSE_CANCEL],
                        [Gtk::Stock::SAVE, Gtk::Dialog::RESPONSE_ACCEPT]
            )

            dialog.filter = FileFilter.new.add_pattern("*.dot")

            folder = File.dirname(@filename)
            dialog.set_current_folder(folder)

            if dialog.run == Gtk::Dialog::RESPONSE_ACCEPT
                begin
                    @opened.export_to_graph(dialog.filename)
                rescue
                    error("Error: #{$!.message}")
                end
            end

            dialog.destroy
        end

        def save_graphml
            dialog = Gtk::FileChooserDialog.new("Save GraphML file",
                        self,
                        Gtk::FileChooser::ACTION_SAVE,
                        nil,
                        [Gtk::Stock::CANCEL, Gtk::Dialog::RESPONSE_CANCEL],
                        [Gtk::Stock::SAVE, Gtk::Dialog::RESPONSE_ACCEPT]
            )

            dialog.filter = FileFilter.new.add_pattern("*.graphml")

            folder = File.dirname(@filename)
            dialog.set_current_folder(folder)

            if dialog.run == Gtk::Dialog::RESPONSE_ACCEPT
                begin
                    @opened.export_to_graphml(dialog.filename)
                rescue
                    error("Error: #{$!.message}")
                end
            end

            dialog.destroy
        end

        private

        def parse_file(path)
            update_bar = lambda { |obj|
                @progressbar.pulse if @progressbar
                Gtk.main_iteration while Gtk.events_pending?
            }

            prompt_passwd = lambda {
                passwd = ""

                dialog = Gtk::Dialog.new(
                            "This document is encrypted",
                            nil,
                            Gtk::Dialog::MODAL,
                            [ Gtk::Stock::OK, Gtk::Dialog::RESPONSE_OK ],
                            [ Gtk::Stock::CANCEL, Gtk::Dialog::RESPONSE_CANCEL ]
                )

                dialog.set_default_response(Gtk::Dialog::RESPONSE_OK)

                label = Gtk::Label.new("Please enter password:")
                entry = Gtk::Entry.new
                entry.signal_connect('activate') {
                    dialog.response(Gtk::Dialog::RESPONSE_OK)
                }

                dialog.vbox.add(label)
                dialog.vbox.add(entry)
                dialog.show_all

                dialog.run do |response|
                    if response == Gtk::Dialog::RESPONSE_OK
                        passwd = entry.text
                    end
                end

                dialog.destroy
                return passwd
            }

            #
            # Try to detect the file type of the document.
            # Fallback to PDF if none is found.
            #
            file_type = detect_file_type(path)
            if file_type.nil?
                file_type = Origami::PDF
                force_mode = true
            else
                force_mode = false
            end

            file_type.read(path,
                verbosity: Origami::Parser::VERBOSE_TRACE,
                ignore_errors: false,
                callback: update_bar,
                prompt_password: prompt_passwd,
                force: force_mode
            )
        end

        def detect_file_type(path)
            supported_types = [ Origami::PDF, Origami::FDF, Origami::PPKLite ]

            File.open(path, 'rb') do |file|
                data = file.read(128)

                supported_types.each do |type|
                    return type if data.match(type::Header::MAGIC)
                end
            end

            nil
        end

        def create_progressbar
            @progresswin = Dialog.new("Parsing file...", self, Dialog::MODAL)
            @progresswin.vbox.add(@progressbar = ProgressBar.new.set_pulse_step(0.05))
            @progresswin.show_all
        end

        def close_progressbar
            @progresswin.close
        end
    end
end










./usr/share/origami/gui/gtkhex.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

    This work has been derived from the GHex project. Thanks to them.
    Original implementation: Jaka Mocnik <jaka@gnu.org>
=end

require 'gtk2'

module Gtk

    class HexEditor < Fixed
        module View
            HEX = 1
            ASCII = 2
        end

        module Group
            BYTE = 1
            WORD = 2
            LONG = 4
        end

        class Highlight
            attr_accessor :start, :end
            attr_accessor :start_line, :end_line
            attr_accessor :style
            attr_accessor :min_select
            attr_accessor :valid
        end

        class AutoHighlight
            attr_accessor :search_view
            attr_accessor :search_string
            attr_accessor :search_len

            attr_accessor :color

            attr_accessor :view_min
            attr_accessor :view_max

            attr_accessor :highlights
        end

        DEFAULT_FONT = "Monospace 12"
        DEFAULT_CPL = 32
        DEFAULT_LINES = 16
        DISPLAY_BORDER = 4
        SCROLL_TIMEOUT = 100

        type_register

        @@primary = Clipboard.get(Gdk::Selection::PRIMARY)
        @@clipboard = Clipboard.get(Gdk::Selection::CLIPBOARD)

        def initialize(data = '')
            super()

            @data = data.force_encoding('binary')

            @scroll_timeout = -1
            @disp_buffer = ""
            @starting_offset = 0

            @xdisp_width = @adisp_width = 200
            @xdisp_gc = @adisp_gc = nil
            @active_view = View::HEX
            @group_type = Group::BYTE
            @lines = @vis_lines = @top_line = @cpl = 0
            @cursor_pos = 0
            @lower_nibble = false
            @cursor_shown = false
            @button = 0
            @insert = false
            @selecting = false

            @selection = Highlight.new
            @selection.start = @selection.end = 0
            @selection.style = nil
            @selection.min_select = 1
            @selection.valid = false

            @highlights = [ @selection ]

            @auto_highlight = nil

            @disp_font_metrics = load_font DEFAULT_FONT
            @font_desc = Pango::FontDescription.new DEFAULT_FONT

            @char_width = get_max_char_width(@disp_font_metrics)
            @char_height = Pango.pixels(@disp_font_metrics.ascent) + Pango.pixels(@disp_font_metrics.descent) + 2

            @show_offsets = false
            @offsets_gc = nil

            self.can_focus = true
            self.events = Gdk::Event::KEY_PRESS_MASK
            self.border_width = DISPLAY_BORDER

            mouse_handler = lambda do |widget, event|
                if event.event_type == Gdk::Event::BUTTON_RELEASE and event.button == 1
                    if @scroll_timeout
                        GLib::Source.remove @scroll_timeout
                        @scroll_timeout = nil
                        @scroll_dir = 0
                    end

                    @selecting = false
                    Gtk.grab_remove(widget)
                    @button = 0
                elsif event.event_type == Gdk::Event::BUTTON_PRESS and event.button == 1
                    self.grab_focus unless self.has_focus?

                    Gtk.grab_add(widget)
                    @button = event.button

                    focus_view = (widget == @xdisp) ? View::HEX : View::ASCII

                    if @active_view == focus_view
                        if @active_view == View::HEX
                            hex_to_pointer(event.x, event.y)
                        else
                            ascii_to_pointer(event.x, event.y)
                        end

                        unless @selecting
                            @selecting = true
                            set_selection(@cursor_pos, @cursor_pos)
                        end
                    else
                        hide_cursor
                        @active_view = focus_view
                        show_cursor
                    end
                elsif event.event_type == Gdk::Event::BUTTON_PRESS and event.button == 2
                    # TODO
                else
                    @button = 0
                end
            end

            @xdisp = DrawingArea.new
            @xdisp.modify_font @font_desc
            @xlayout = @xdisp.create_pango_layout('')
            @xdisp.events =
                Gdk::Event::EXPOSURE_MASK |
                Gdk::Event::BUTTON_PRESS_MASK |
                Gdk::Event::BUTTON_RELEASE_MASK |
                Gdk::Event::BUTTON_MOTION_MASK |
                Gdk::Event::SCROLL_MASK

            @xdisp.signal_connect 'realize' do
                @xdisp_gc = Gdk::GC.new(@xdisp.window)
                @xdisp_gc.set_exposures(true)
            end

            @xdisp.signal_connect 'expose_event' do |xdisp, event|
                imin = (event.area.y / @char_height).to_i
                imax = ((event.area.y + event.area.height) / @char_height).to_i
                imax += 1 if (event.area.y + event.area.height).to_i % @char_height != 0

                imax = [ imax, @vis_lines ].min

                render_hex_lines(imin, imax)
            end

            @xdisp.signal_connect 'scroll_event' do |xdisp, event|
                @scrollbar.event(event)
            end

            @xdisp.signal_connect 'button_press_event' do |xdisp, event|
                mouse_handler[xdisp, event]
            end

            @xdisp.signal_connect 'button_release_event' do |xdisp, event|
                mouse_handler[xdisp, event]
            end

            @xdisp.signal_connect 'motion_notify_event' do |xdisp, event|
                _w, x, y, _m = xdisp.window.pointer

                if y < 0
                    @scroll_dir = -1
                elsif y >= xdisp.allocation.height
                    @scroll_dir = 1
                else
                    @scroll_dir = 0
                end

                if @scroll_dir != 0
                    if @scroll_timeout == nil
                        @scroll_timeout = GLib::Timeout.add(SCROLL_TIMEOUT) {
                            if @scroll_dir < 0
                                set_cursor([ 0, @cursor_pos - @cpl ].max)
                            elsif @scroll_dir > 0
                                set_cursor([ @data.size - 1, @cursor_pos + @cpl ].min)
                            end

                            true
                        }
                        next
                    end
                else
                    if @scroll_timeout != nil
                        GLib::Source.remove @scroll_timeout
                        @scroll_timeout = nil
                    end
                end

                next if event.window != xdisp.window

                hex_to_pointer(x,y) if @active_view == View::HEX and @button == 1
            end

            put @xdisp, 0, 0
            @xdisp.show

            @adisp = DrawingArea.new
            @adisp.modify_font @font_desc
            @alayout = @adisp.create_pango_layout('')
            @adisp.events =
                Gdk::Event::EXPOSURE_MASK |
                Gdk::Event::BUTTON_PRESS_MASK |
                Gdk::Event::BUTTON_RELEASE_MASK |
                Gdk::Event::BUTTON_MOTION_MASK |
                Gdk::Event::SCROLL_MASK

            @adisp.signal_connect 'realize' do
                @adisp_gc = Gdk::GC.new(@adisp.window)
                @adisp_gc.set_exposures(true)
            end

            @adisp.signal_connect 'expose_event' do |adisp, event|
                imin = (event.area.y / @char_height).to_i
                imax = ((event.area.y + event.area.height) / @char_height).to_i
                imax += 1 if (event.area.y + event.area.height).to_i % @char_height != 0

                imax = [ imax, @vis_lines ].min
                render_ascii_lines(imin, imax)
            end

            @adisp.signal_connect 'scroll_event' do |adisp, event|
                @scrollbar.event(event)
            end

            @adisp.signal_connect 'button_press_event' do |adisp, event|
                mouse_handler[adisp, event]
            end

            @adisp.signal_connect 'button_release_event' do |adisp, event|
                mouse_handler[adisp, event]
            end

            @adisp.signal_connect 'motion_notify_event' do |adisp, event|
                _w, x, y, _m = adisp.window.pointer

                if y < 0
                    @scroll_dir = -1
                elsif y >= adisp.allocation.height
                    @scroll_dir = 1
                else
                    @scroll_dir = 0
                end

                if @scroll_dir != 0
                    if @scroll_timeout == nil
                        @scroll_timeout = GLib::Timeout.add(SCROLL_TIMEOUT) {
                            if @scroll_dir < 0
                                set_cursor([ 0, @cursor_pos - @cpl ].max)
                            elsif @scroll_dir > 0
                                set_cursor([ @data.size - 1, @cursor_pos + @cpl ].min)
                            end

                            true
                        }
                        next
                    end
                else
                    if @scroll_timeout != nil
                        GLib::Source.remove @scroll_timeout
                        @scroll_timeout = nil
                    end
                end

                next if event.window != adisp.window

                ascii_to_pointer(x,y) if @active_view == View::ASCII and @button == 1
            end

            put @adisp, 0, 0
            @adisp.show

            @adj = Gtk::Adjustment.new(0, 0, 0, 0, 0, 0)
            @scrollbar = Gtk::VScrollbar.new(@adj)
            @adj.signal_connect 'value_changed' do |adj|
                unless @xdisp_gc.nil? or @adisp_gc.nil? or not @xdisp.drawable? or not @adisp.drawable?
                    source_min = (adj.value.to_i - @top_line) * @char_height
                    source_max = source_min + @xdisp.allocation.height
                    dest_min = 0
                    dest_max = @xdisp.allocation.height

                    rect = Gdk::Rectangle.new(0, 0, 0, 0)
                    @top_line = adj.value.to_i
                    if source_min < 0
                        rect.y = 0
                        rect.height = -source_min
                        rect_height = [ rect.height, @xdisp.allocation.height ].min
                        source_min = 0
                        dest_min = rect.height
                    else
                        rect.y = 2 * @xdisp.allocation.height - source_max
                        rect.y = 0 if rect.y < 0
                        rect.height = @xdisp.allocation.height - rect.y
                        source_max = @xdisp.allocation.height
                        dest_max = rect.y
                    end

                    if source_min != source_max
                        @xdisp.window.draw_drawable(
                            @xdisp_gc,
                            @xdisp.window,
                            0, source_min,
                            0, dest_min,
                            @xdisp.allocation.width,
                            source_max - source_min
                        )
                        @adisp.window.draw_drawable(
                            @adisp_gc,
                            @adisp.window,
                            0, source_min,
                            0, dest_min,
                            @adisp.allocation.width,
                            source_max - source_min
                        )

                        if @offsets
                            if @offsets_gc.nil?
                                @offsets_gc = Gdk::GC.new(@offsets.window)
                                @offsets_gc.set_exposures(true)
                            end

                            @offsets.window.draw_drawable(
                                @offsets_gc,
                                @offsets.window,
                                0, source_min,
                                0, dest_min,
                                @offsets.allocation.width,
                                source_max - source_min
                            )
                        end

                        # TODO update_all_auto_highlights(true, true)
                        invalidate_all_highlights

                        rect.width = @xdisp.allocation.width
                        @xdisp.window.invalidate(rect, false)
                        rect.width = @adisp.allocation.width
                        @adisp.window.invalidate(rect, false)

                        if @offsets
                            rect.width = @offsets.allocation.width
                            @offsets.window.invalidate(rect, false)
                        end
                    end
                end
            end

            put @scrollbar, 0, 0
            @scrollbar.show
        end

        def set_selection(s, e)
            e = [ e, @data.size ].min

            @@primary.clear if @selection.start != @selection.end

            os, oe = [ @selection.start, @selection.end ].sort

            @selection.start = [ 0, s ].max
            @selection.start = [ @selection.start, @data.size ].min
            @selection.end = [ e, @data.size ].min

            invalidate_highlight(@selection)

            ns, ne = [ @selection.start, @selection.end ].sort

            if ns != os and ne != oe
                bytes_changed([ns, os].min, [ne, oe].max)
            elsif ne != oe
                bytes_changed(*[ne, oe].sort)
            elsif ns != os
                bytes_changed(*[ns, os].sort)
            end

            if @selection.start != @selection.end
                if @active_view == View::HEX
                    brk_len = 2 * @cpl + @cpl / @group_type
                    format_xblock(s,e)
                    (@disp_buffer.size / brk_len + 1).times do |i| @disp_buffer.insert(i * (brk_len + 1), $/) end
                else
                    brk_len = @cpl
                    format_ablock(s,e)
                end

                @@primary.set_text(@disp_buffer)
            end
        end

        def get_selection
            [ @selection.start, @selection.end ].sort
        end

        def clear_selection
            set_selection(0, 0)
        end

        def cursor
            @cursor_pos
        end

        def set_cursor(index)
            return if index < 0 or index > @data.size

            old_pos = @cursor_pos
            index -= 1 if @insert and index == @data.size
            index = [ 0, index ].max

            hide_cursor

            @cursor_pos = index
            return if @cpl == 0

            y = index / @cpl
            if y >= @top_line + @vis_lines
                @adj.value = [ y - @vis_lines + 1, @lines - @vis_lines ].min
                @adj.value = [ 0, @adj.value ].max
                @adj.signal_emit 'value_changed'
            elsif y < @top_line
                @adj.value = y
                @adj.signal_emit 'value_changed'
            end

            @lower_nibble = false if index == @data.size

            if @selecting
                set_selection(@selection.start, @cursor_pos)
                bytes_changed(*[@cursor_pos, old_pos].sort)
            else# @selection.start != @selection.end
                s, e = [@selection.start, @selection.end].sort
                @selection.end = @selection.start = @cursor_pos
                bytes_changed(s, e)
            end

            self.signal_emit 'cursor_moved'

            bytes_changed(old_pos, old_pos)
            show_cursor
        end

        def set_cursor_xy(x, y)
            pos = y.to_i * @cpl + x.to_i
            return if y < 0 or y >= @lines or x < 0 or x >= @cpl or pos > @data.size

            set_cursor(pos)
        end

        def set_cursor_on_lower_nibble(bool)
            if @selecting
                bytes_changed(@cursor_pos, @cursor_pos)
                @lower_nibble = bool
            elsif @selection.start != @selection.end
                s, e = [ @selection.start, @selection.end ].sort

                @selection.start = @selection.end = 0
                bytes_changed(s, e)
                @lower_nibble = bool
            else
                hide_cursor
                @lower_nibble = bool
                show_cursor
            end
        end

        def set_group_type(type)
            hide_cursor
            @group_type = type
            recalc_displays(self.allocation.width, self.allocation.height)
            self.queue_resize
            show_cursor
        end

        def show_offsets(bool)
            return unless @show_offsets ^ bool

            @show_offsets = bool
            if bool
                show_offsets_widget
            else
                hide_offsets_widget
            end
        end

        def set_font(fontname)
            @font_desc = Pango::FontDescription.new(fontname)
            @disp_font_metrics = load_font(fontname)

            @xdisp.modify_font(@font_desc) if @xdisp
            @adisp.modify_font(@font_desc) if @adisp
            @offsets.modify_font(@font_desc) if @offsets

            @char_width = get_max_char_width(@disp_font_metrics)
            @char_height = Pango.pixels(@disp_font_metrics.ascent) + Pango.pixels(@disp_font_metrics.descent) + 2
            recalc_displays(self.allocation.width, self.allocation.height)

            redraw_widget
        end

        def set_data(data)
            prev_data_size = @data.size
            @data = data.dup

            recalc_displays(self.allocation.width, self.allocation.height)

            set_cursor 0
            bytes_changed(0, [ prev_data_size, @data.size ].max)
            redraw_widget
        end

        def validate_highlight(hl)
            unless hl.valid
                hl.start_line = [ hl.start, hl.end ].min / @cpl - @top_line
                hl.end_line = [ hl.start, hl.end ].max / @cpl - @top_line
                hl.valid = true
            end
        end

        def invalidate_highlight(hl)
            hl.valid = false
        end

        def invalidate_all_highlights
            @highlights.each do |hl| invalidate_highlight(hl) end
        end

        private

        signal_new(
            'data_changed',
            GLib::Signal::RUN_FIRST,
            nil,
            nil,
            String
        )

        signal_new(
            'cursor_moved',
            GLib::Signal::RUN_FIRST,
            nil,
            nil
        )

        def signal_do_cursor_moved
        end

        def signal_do_data_changed(data)
            # TODO
        end

        def signal_do_realize
            super

            self.window.set_back_pixmap(nil, true)
        end

        def signal_do_size_allocate(alloc)
            hide_cursor

            recalc_displays(alloc.width, alloc.height)

            self.set_allocation(alloc.x, alloc.y, alloc.width, alloc.height)
            self.window.move_resize(
                alloc.x, alloc.y,
                alloc.width, alloc.height
            ) if self.realized?

            bw = self.border_width
            xt = widget_get_xt
            yt = widget_get_yt

            my_alloc = Gtk::Allocation.new(0, 0, 0, 0)
            my_alloc.x = bw + xt
            my_alloc.y = bw + yt
            my_alloc.height = [ alloc.height - 2*bw - 2*yt, 1 ].max
            if @show_offsets
                my_alloc.width = 8 * @char_width
                @offsets.size_allocate(my_alloc)
                @offsets.queue_draw
                my_alloc.x += 2*xt + my_alloc.width
            end

            my_alloc.width = @xdisp_width
            @xdisp.size_allocate(my_alloc)

            my_alloc.x = alloc.width - bw - @scrollbar.requisition[0]
            my_alloc.y = bw
            my_alloc.width = @scrollbar.requisition[0]
            my_alloc.height = [ alloc.height - 2*bw, 1 ].max
            @scrollbar.size_allocate(my_alloc)

            my_alloc.x -= @adisp_width + xt
            my_alloc.y = bw + yt
            my_alloc.width = @adisp_width
            my_alloc.height = [ alloc.height - 2*bw - 2*yt, 1 ].max
            @adisp.size_allocate(my_alloc)

            show_cursor
        end

        def signal_do_size_request(req)
            sb_width, _sb_height = @scrollbar.size_request
            bw = self.border_width
            xt, yt = widget_get_xt, widget_get_yt

            width = 4*xt + 2*bw + sb_width +
                @char_width*(DEFAULT_CPL + (DEFAULT_CPL-1)/@group_type)

            width += 2*xt + 8*@char_width if @show_offsets

            height = DEFAULT_LINES * @char_height + 2*yt + 2*bw

            req[0] = width
            req[1] = height
        end

        def signal_do_expose_event(event)
            draw_shadow(event.area)
            super(event)

            true
        end

        def signal_do_key_press_event(event)

            hide_cursor
            @selecting = (event.state & Gdk::Window::SHIFT_MASK) != 0
            ret = true

            case event.keyval
            when Gdk::Keyval::GDK_KP_Tab, Gdk::Keyval::GDK_Tab
                @active_view = (@active_view == View::HEX) ? View::ASCII : View::HEX

            when Gdk::Keyval::GDK_Up
                set_cursor(@cursor_pos - @cpl)

            when Gdk::Keyval::GDK_Down
                set_cursor(@cursor_pos + @cpl)

            when Gdk::Keyval::GDK_Page_Up
                set_cursor([0, @cursor_pos - @vis_lines * @cpl].max)

            when Gdk::Keyval::GDK_Page_Down
                set_cursor([@cursor_pos + @vis_lines * @cpl, @data.size].min)

            when Gdk::Keyval::GDK_Left
                if @active_view == View::HEX
                    if @selecting
                        set_cursor(@cursor_pos - 1)
                    else
                        @lower_nibble ^= 1
                        set_cursor(@cursor_pos - 1) if @lower_nibble
                    end
                else
                    set_cursor(@cursor_pos - 1)
                end

            when Gdk::Keyval::GDK_Right
                if @active_view == View::HEX
                    if @selecting
                        set_cursor(@cursor_pos + 1)
                    else
                        @lower_nibble ^= 1
                        set_cursor(@cursor_pos + 1) unless @lower_nibble
                    end
                else
                    set_cursor(@cursor_pos + 1)
                end

            when Gdk::Keyval::GDK_c, Gdk::Keyval::GDK_C
                if event.state & Gdk::Window::CONTROL_MASK != 0
                    s,e  = @selection.start, @selection.end + 1
                    if @active_view == View::HEX
                        brk_len = 2 * @cpl + @cpl / @group_type
                        format_xblock(s,e)
                        (@disp_buffer.size / brk_len + 1).times do |i| @disp_buffer.insert(i * (brk_len + 1), $/) end
                    else
                        brk_len = @cpl
                        format_ablock(s,e)
                    end

                    @@clipboard.set_text(@disp_buffer)
                end
            else
                ret = false
            end

            show_cursor

            ret
        end

        def hex_to_pointer(mx, my)
            cy = @top_line + my.to_i / @char_height

            cx = x = 0
            while cx < 2 * @cpl
                x += @char_width

                if x > mx
                    set_cursor_xy(cx / 2, cy)
                    set_cursor_on_lower_nibble(cx % 2 != 0)

                    cx = 2 * @cpl
                end

                cx += 1
                x += @char_width if ( cx % (2 * @group_type) == 0 )
            end
        end

        def ascii_to_pointer(mx, my)
            cx = mx / @char_width
            cy = @top_line + my / @char_height

            set_cursor_xy(cx, cy)
        end

        def load_font(fontname)
            desc = Pango::FontDescription.new(fontname)
            context = Gdk::Pango.context
            context.set_language(Gtk.default_language)

            font = context.load_font(desc)

            font.metrics(context.language)
        end

        def draw_shadow(area)
            bw = self.border_width
            x = bw
            xt = widget_get_xt

            if @show_offsets
                self.style.paint_shadow(
                    self.window,
                    Gtk::STATE_NORMAL, Gtk::SHADOW_IN,
                    nil, self, nil,
                    bw, bw,
                    8*@char_width + 2*xt, self.allocation.height - 2*bw
                )

                x += 8*@char_width + 2*xt
            end

            self.style.paint_shadow(
                self.window,
                Gtk::STATE_NORMAL, Gtk::SHADOW_IN,
                nil, self, nil,
                x, bw,
                @xdisp_width + 2*xt, self.allocation.height - 2*bw
            )

            self.style.paint_shadow(
                self.window,
                Gtk::STATE_NORMAL, Gtk::SHADOW_IN,
                nil, self, nil,
                self.allocation.width - bw - @adisp_width - @scrollbar.requisition[0] - 2*xt, bw,
                @adisp_width + 2*xt, self.allocation.height - 2*bw
            )
        end

        def redraw_widget
            return unless self.realized?

            self.window.invalidate(nil, false)
        end

        def widget_get_xt
            self.style.xthickness
        end

        def widget_get_yt
            self.style.ythickness
        end

        def recalc_displays(width, height)
            old_cpl = @cpl

            w, _h = @scrollbar.size_request
            @xdisp_width = 1
            @adisp_width = 1

            total_width = width - 2 * self.border_width - 4 * widget_get_xt - w
            total_width -= 2 * widget_get_xt + 8 * @char_width if @show_offsets

            total_cpl = total_width / @char_width
            if total_cpl == 0 or total_width < 0
                @cpl = @lines = @vis_lines = 0
                return
            end

            @cpl = 0
            begin
                break if @cpl % @group_type == 0 and total_cpl < @group_type * 3

                @cpl += 1
                total_cpl -= 3

                total_cpl -= 1 if @cpl % @group_type == 0
            end while total_cpl > 0

            return if @cpl == 0

            if @data.empty?
                @lines = 1
            else
                @lines = @data.size / @cpl
                @lines += 1 if @data.size % @cpl != 0
            end

            @vis_lines = (height - 2*self.border_width - 2*widget_get_yt).to_i / @char_height.to_i
            @adisp_width = @cpl * @char_width + 1
            xcpl = @cpl * 2 + (@cpl - 1) / @group_type
            @xdisp_width = xcpl * @char_width + 1

            @disp_buffer = ''

            @adj.value = [@top_line * old_cpl / @cpl, @lines - @vis_lines].min
            @adj.value = [ 0, @adj.value ].max
            if @cursor_pos / @cpl < @adj.value or @cursor_pos / @cpl > @adj.value + @vis_lines - 1
                @adj.value = [ @cursor_pos / @cpl, @lines - @vis_lines ].min
                @adj.value = [ 0, @adj.value ].max
            end

            @adj.lower = 0
            @adj.upper = @lines
            @adj.step_increment = 1
            @adj.page_increment = @vis_lines - 1
            @adj.page_size = @vis_lines

            @adj.signal_emit 'changed'
            @adj.signal_emit 'value_changed'
        end

        def get_max_char_width(metrics)
            layout = self.create_pango_layout('')
            layout.set_font_description(@font_desc)
            char_widths = [ 0 ]

            (1..100).each do |i|
                logical_rect = Pango::Rectangle.new(0, 0, 0, 0)
                if is_displayable(i.chr)
                    layout.set_text(i.chr)
                    logical_rect = layout.pixel_extents[1]
                end
                char_widths << logical_rect.width
            end

            char_widths[48..122].max
        end

        def show_cursor
            unless @cursor_shown
                if @xdisp_gc and @adisp_gc and @xdisp.realized? and @adisp.realized?
                    render_xc
                    render_ac
                end

                @cursor_shown = true
            end
        end

        def hide_cursor
            if @cursor_shown
                if @xdisp_gc and @adisp_gc and @xdisp.realized? and @adisp.realized?
                    render_byte(@cursor_pos)
                end

                @cursor_shown = false
            end
        end

        def show_offsets_widget
            @offsets = DrawingArea.new
            @offsets.modify_font @font_desc
            @olayout = @offsets.create_pango_layout('')

            @offsets.events = Gdk::Event::EXPOSURE_MASK
            @offsets.signal_connect 'expose_event' do |offsets, event|
                imin = (event.area.y / @char_height).to_i
                imax = ((event.area.y + event.area.height) / @char_height).to_i
                imax += 1 if (event.area.y + event.area.height).to_i % @char_height != 0

                imax = [ imax, @vis_lines ].min

                render_offsets(imin, imax)
            end

            put @offsets, 0, 0
            @offsets.show
        end

        def hide_offsets_widget
            if @offsets
                self.remove(@offsets)
                @offsets = @offsets_gc = nil
            end
        end

        def is_displayable(c)
            c = c.ord
            c >= 0x20 and c < 0x7f
        end

        def bytes_changed(s, e)
            start_line = s / @cpl - @top_line
            end_line = e / @cpl - @top_line

            return if end_line < 0 or start_line > @vis_lines

            start_line = [ 0, start_line ].max

            render_hex_lines(start_line, end_line)
            render_ascii_lines(start_line, end_line)
            render_offsets(start_line, end_line) if @show_offsets
        end

        def render_hex_highlights(cursor_line)
            xcpl = @cpl * 2 + @cpl / @group_type

            @highlights.each do |hl|
                next if (hl.start - hl.end).abs < hl.min_select

                validate_highlight(hl)

                s, e = [ hl.start, hl.end ].sort
                sl, el = hl.start_line, hl.end_line

                hl.style.attach(@xdisp.window) if hl.style
                state = (@active_view == View::HEX) ? Gtk::STATE_SELECTED : Gtk::STATE_INSENSITIVE

                if cursor_line == sl
                    cursor_off = 2 * (s % @cpl) + (s % @cpl) / @group_type
                    if cursor_line == el
                        len = 2 * (e % @cpl + 1) + (e % @cpl) / @group_type
                    else
                        len = xcpl
                    end

                    len -= cursor_off
                    (hl.style || self.style).paint_flat_box(
                        @xdisp.window,
                        state, Gtk::SHADOW_NONE,
                        nil, @xdisp, '',
                        cursor_off * @char_width, cursor_line * @char_height,
                        len * @char_width, @char_height
                    ) if len > 0

                elsif cursor_line == el
                    cursor_off = 2 * (e % @cpl + 1) + (e % @cpl) / @group_type
                    (hl.style || self.style).paint_flat_box(
                        @xdisp.window,
                        state, Gtk::SHADOW_NONE,
                        nil, @xdisp, '',
                        0, cursor_line * @char_height,
                        cursor_off * @char_width, @char_height
                    ) if cursor_off > 0

                elsif cursor_line > sl and cursor_line < el
                    (hl.style || self.style).paint_flat_box(
                        @xdisp.window,
                        state, Gtk::SHADOW_NONE,
                        nil, @xdisp, '',
                        0, cursor_line * @char_height,
                        xcpl * @char_width, @char_height
                    )
                end

                hl.style.attach(@adisp.window) if hl.style
            end
        end

        def render_hex_lines(imin, imax)
            return unless self.realized? and @cpl != 0

            cursor_line = @cursor_pos / @cpl - @top_line

            @xdisp_gc.set_foreground(self.style.base(Gtk::STATE_NORMAL))
            @xdisp.window.draw_rectangle(
                @xdisp_gc,
                true,
                0,
                imin * @char_height,
                @xdisp.allocation.width,
                (imax - imin + 1) * @char_height
            )

            imax = [ imax, @vis_lines, @lines ].min

            @xdisp_gc.set_foreground(self.style.text(Gtk::STATE_NORMAL))

            frm_len = format_xblock((@top_line+imin) * @cpl, [(@top_line+imax+1) * @cpl, @data.size].min)

            tmp = nil
            xcpl = @cpl*2 + @cpl/@group_type
            (imin..imax).each do |i|
                return unless (tmp = frm_len - ((i - imin) * xcpl)) > 0

                render_hex_highlights(i)
                text = @disp_buffer[(i-imin) * xcpl, [xcpl, tmp].min]
                @xlayout.set_text(text)
                @xdisp.window.draw_layout(@xdisp_gc, 0, i * @char_height, @xlayout)
            end

            render_xc if cursor_line >= imin and cursor_line <= imax and @cursor_shown
        end

        def render_ascii_highlights(cursor_line)
            @highlights.each do |hl|
                next if (hl.start - hl.end).abs < hl.min_select

                validate_highlight(hl)

                s, e = [ hl.start, hl.end ].sort
                sl, el = hl.start_line, hl.end_line

                hl.style.attach(@adisp.window) if hl.style
                state = (@active_view == View::ASCII) ? Gtk::STATE_SELECTED : Gtk::STATE_INSENSITIVE

                if cursor_line == sl
                    cursor_off = s % @cpl
                    len =
                        if cursor_line == el
                            e - s + 1
                        else
                            @cpl - cursor_off
                        end

                    (hl.style || self.style).paint_flat_box(
                        @adisp.window,
                        state, Gtk::SHADOW_NONE,
                        nil, @adisp, '',
                        cursor_off * @char_width, cursor_line * @char_height,
                        len * @char_width, @char_height
                    ) if len > 0

                elsif cursor_line == el
                    cursor_off = e % @cpl + 1
                    (hl.style || self.style).paint_flat_box(
                        @adisp.window,
                        state, Gtk::SHADOW_NONE,
                        nil, @adisp, '',
                        0, cursor_line * @char_height,
                        cursor_off * @char_width, @char_height
                    ) if cursor_off > 0

                elsif cursor_line > sl and cursor_line < el
                    (hl.style || self.style).paint_flat_box(
                        @adisp.window,
                        state, Gtk::SHADOW_NONE,
                        nil, @adisp, '',
                        0, cursor_line * @char_height,
                        @cpl * @char_width, @char_height
                    )
                end

                hl.style.attach(@adisp.window) if hl.style
            end
        end

        def render_ascii_lines(imin, imax)
            return unless self.realized? and @cpl != 0

            cursor_line = @cursor_pos / @cpl - @top_line

            @adisp_gc.set_foreground(self.style.base(Gtk::STATE_NORMAL))
            @adisp.window.draw_rectangle(
                @adisp_gc,
                true,
                0,
                imin * @char_height,
                @adisp.allocation.width,
                (imax - imin + 1) * @char_height
            )

            imax = [ imax, @vis_lines, @lines ].min

            @adisp_gc.set_foreground(self.style.text(Gtk::STATE_NORMAL))

            frm_len = format_ablock((@top_line+imin) * @cpl, [(@top_line+imax+1) * @cpl, @data.size].min)

            tmp = nil
            (imin..imax).each do |i|
                return unless (tmp = frm_len - ((i - imin) * @cpl)) > 0

                render_ascii_highlights(i)
                text = @disp_buffer[(i-imin) * @cpl, [@cpl, tmp].min]
                @alayout.set_text(text)
                @adisp.window.draw_layout(@adisp_gc, 0, i * @char_height, @alayout)
            end

            render_ac if cursor_line >= imin and cursor_line <= imax and @cursor_shown
        end

        def render_offsets(imin, imax)
            return unless self.realized?

            unless @offsets_gc
                @offsets_gc = Gdk::GC.new(@offsets.window)
                @offsets_gc.set_exposures(true)
            end

            @offsets_gc.set_foreground(self.style.base(Gtk::STATE_INSENSITIVE))
                @offsets.window.draw_rectangle(
                @offsets_gc,
                true,
                0, imin * @char_height,
                @offsets.allocation.width, (imax - imin + 1) * @char_height
            )

            imax = [ imax, @vis_lines, @lines - @top_line - 1 ].min
            @offsets_gc.set_foreground(self.style.text(Gtk::STATE_NORMAL))

            (imin..imax).each do |i|
                text = "%08x" % ((@top_line + i) * @cpl + @starting_offset)
                @olayout.set_text(text)
                @offsets.window.draw_layout(@offsets_gc, 0, i * @char_height, @olayout)
            end
        end

        def render_byte(pos)
            return unless @xdisp_gc and @adisp_gc and @xdisp.realized? and @adisp.realized?

            return unless (coords = get_xcoords(pos))
            cx, cy = coords
            c = format_xbyte(pos)

            @xdisp_gc.set_foreground(self.style.base(Gtk::STATE_NORMAL))
            @xdisp.window.draw_rectangle(
                @xdisp_gc,
                true,
                cx, cy,
                2 * @char_width, @char_height
            )

            if pos < @data.size
                @xdisp_gc.set_foreground(self.style.text(Gtk::STATE_NORMAL))
                @xlayout.set_text(c)
                @xdisp.window.draw_layout(@xdisp_gc, cx, cy, @xlayout)
            end

            return unless (coords = get_acoords(pos))
            cx, cy = coords

            @adisp_gc.set_foreground(self.style.base(Gtk::STATE_NORMAL))
            @adisp.window.draw_rectangle(
                @adisp_gc,
                true,
                cx, cy,
                @char_width, @char_height
            )

            if pos < @data.size
                @adisp_gc.set_foreground(self.style.text(Gtk::STATE_NORMAL))
                c = get_byte(pos)
                c = '.' unless is_displayable(c)

                @alayout.set_text(c)
                @adisp.window.draw_layout(@adisp_gc, cx, cy, @alayout)
            end
        end

        def render_xc
            return unless @xdisp.realized?

            if coords = get_xcoords(@cursor_pos)
                cx, cy = coords

                c = format_xbyte(@cursor_pos)
                if @lower_nibble
                    cx += @char_width
                    c = c[1,1]
                else
                    c = c[0,1]
                end

                @xdisp_gc.set_foreground(self.style.base(Gtk::STATE_ACTIVE))
                @xdisp.window.draw_rectangle(
                    @xdisp_gc,
                    (@active_view == View::HEX),
                    cx, cy,
                    @char_width,
                    @char_height - 1
                )
                @xdisp_gc.set_foreground(self.style.text(Gtk::STATE_ACTIVE))
                @xlayout.set_text(c)
                @xdisp.window.draw_layout(@xdisp_gc, cx, cy, @xlayout)
            end
        end

        def render_ac
            return unless @adisp.realized?

            if coords = get_acoords(@cursor_pos)
                cx, cy = coords

                c = get_byte(@cursor_pos)
                c = '.' unless is_displayable(c)

                @adisp_gc.set_foreground(self.style.base(Gtk::STATE_ACTIVE))
                @adisp.window.draw_rectangle(
                    @adisp_gc,
                    (@active_view == View::ASCII),
                    cx, cy,
                    @char_width,
                    @char_height - 1
                )
                @adisp_gc.set_foreground(self.style.text(Gtk::STATE_ACTIVE))
                @alayout.set_text(c)
                @adisp.window.draw_layout(@adisp_gc, cx, cy, @alayout)
            end
        end

        def get_xcoords(pos)
            return nil if @cpl == 0

            cy = pos / @cpl - @top_line
            return nil if cy < 0

            cx = 2 * (pos % @cpl)
            spaces = (pos % @cpl) / @group_type

            cx *= @char_width
            cy *= @char_height
            spaces *= @char_width

            [cx + spaces, cy]
        end

        def get_acoords(pos)
            return nil if @cpl == 0

            cy = pos / @cpl - @top_line
            return nil if cy < 0

            cy *= @char_height
            cx = @char_width * (pos % @cpl)

            [cx, cy]
        end

        def format_xblock(s, e)
            @disp_buffer = ''

            (s+1..e).each do |i|
                @disp_buffer << get_byte(i - 1).unpack('H2')[0]
                @disp_buffer << ' ' if i % @group_type == 0
            end

            @disp_buffer.size
        end

        def format_ablock(s, e)
            @disp_buffer = ''

            (s..e-1).each do |i|
                c = get_byte(i)
                c = '.' unless is_displayable(c)
                @disp_buffer << c
            end

            @disp_buffer.size
        end

        def get_byte(offset)
            if offset >= 0 and offset < @data.size
                @data[offset, 1]
            else
                0.chr
            end
        end

        def format_xbyte(pos)
            get_byte(pos).unpack('H2')[0]
        end
    end
end

__END__
hexedit = Gtk::HexEditor.new(File.read '/bin/cat')
hexedit.show_offsets(true)
hexedit.set_cursor 2
hexedit.set_cursor_on_lower_nibble true
hexedit.set_font 'Terminus 12'
hexedit.set_group_type Gtk::HexEditor::Group::LONG

window = Gtk::Window.new
window.add(hexedit)

window.show_all

Gtk.main










./usr/share/origami/gui/hexview.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

require 'gui/gtkhex'

module PDFWalker

    class Walker < Window
        private

        def create_hexview
            @hexview = DumpView.new(self)
        end

        class DumpView < ScrolledWindow

            def initialize(parent)
                @parent = parent
                super()

                set_policy(POLICY_AUTOMATIC, POLICY_AUTOMATIC)

                @current_obj = nil

                @view = HexEditor.new
                @view.show_offsets(true)

                add_with_viewport @view
            end

            def clear
                @view.set_data ''
            end

            def load(object)
                return if @current_obj.equal?(object)

                begin
                    self.clear

                    case object
                    when Origami::Stream
                        begin
                            @view.set_data(object.data)
                        rescue Origami::Filter::Error
                            @view.set_data($!.input_data) if $!.input_data

                            @parent.error("#{$!.class}: #{$!.message}") unless object.filters == [ :DCTDecode ]
                        end

                    when Origami::String
                        @view.set_data(object.value)
                    end

                    @current_obj = object

                rescue
                  @parent.error("An error occured while loading this object.\n#{$!} (#{$!.class})")
                end
            end
        end
    end
end










./usr/share/origami/gui/imgview.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

module PDFWalker

    class ImgViewer < Window
        attr_reader :image

        def initialize
            super()

            set_title "Image view"
            set_decorated false
            set_resizable false

            add_events(Gdk::Event::KEY_RELEASE_MASK)
            signal_connect('key_release_event') { |w, event|
                destroy if event.keyval == Gdk::Keyval::GDK_Escape
            }
        end

        def show_raw_img(data, w, h, bpc, bpr)
            set_default_size w,h

            pixbuf = GdkPixbuf::Pixbuf.new data: data,
                        colorspace: GdkPixbuf::Colorspace::RGB,
                        has_alpha: false,
                        bits_per_sample: bpc,
                        width: w, height: h,
                        row_stride: bpr

            @image = Gtk::Image.new(pixbuf)
            add @image

            show_all
        end

        def show_compressed_img(data)
            loader = Gdk::PixbufLoader.new
            loader.last_write data

            pixbuf = loader.pixbuf
            set_default_size pixbuf.width, pixbuf.height

            @image = Gtk::Image.new(pixbuf)
            add @image

            show_all
        end
    end

end










./usr/share/origami/gui/menu.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

module PDFWalker

    module Popable

        @@menus = Hash.new([])
        @@menus[:"PDF File"] =
        [
            {
                Name: Stock::SAVE_AS,
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    viewer.parent.save
                }
            },
            {
                Name: "Serialize",
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    viewer.parent.serialize
                }
            },
            {
                Name: :"---"
            },
            {
                Name: Stock::PROPERTIES,
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    viewer.parent.display_file_properties
                }
            },
            {
                Name: :"---"
            },
            {
                Name: Stock::CLOSE,
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    viewer.parent.close
                }
            }
        ]

        @@menus[:Reference] =
        [
            {
                Name: Stock::JUMP_TO,
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    viewer.row_activated(path, viewer.get_column(viewer.class::TEXTCOL))
                }
            }
        ]

        @@menus[:Revision] =
        [
            {
                Name: "Save to this revision",
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    revstr = viewer.model.get_value(viewer.model.get_iter(path), viewer.class::TEXTCOL)
                    revstr.slice!(0, "Revision ".size)

                    revnum = revstr.to_i

                    dialog = Gtk::FileChooserDialog.new("Save PDF File",
                        viewer.parent,
                        Gtk::FileChooser::ACTION_SAVE,
                        nil,
                        [Gtk::Stock::CANCEL, Gtk::Dialog::RESPONSE_CANCEL],
                        [Gtk::Stock::SAVE, Gtk::Dialog::RESPONSE_ACCEPT]
                    )

                    dialog.filter = FileFilter.new.add_pattern("*.pdf")

                    if dialog.run == Gtk::Dialog::RESPONSE_ACCEPT
                        viewer.parent.opened.save_upto(revnum, dialog.filename)
                    end

                    dialog.destroy
                }
            }
        ]

        @@menus[:Stream] =
        [
            {
                Name: "Dump encoded stream",
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    stream = viewer.model.get_value(viewer.model.get_iter(path), viewer.class::OBJCOL)

                    viewer.parent.save_data("Save stream to file", stream.encoded_data)
                }
            },
            {
                Name: "Dump decoded stream",
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    stream = viewer.model.get_value(viewer.model.get_iter(path), viewer.class::OBJCOL)

                    viewer.parent.save_data("Save stream to file", stream.data)
                }
            }
        ]

        @@menus[:String] =
        [
            {
                Name: "Dump string",
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    string = viewer.model.get_value(viewer.model.get_iter(path), viewer.class::OBJCOL)

                    viewer.parent.save_data("Save string to file", string.value)
                }
            }
        ]

        @@menus[:Image] = @@menus[:Stream] +
        [
            {
                Name: :"---"
            },
            {
                Name: "View image",
                Sensitive: true,
                Callback: lambda { |widget, viewer, path|
                    stm = viewer.model.get_value(viewer.model.get_iter(path), viewer.class::OBJCOL)
                    w,h = stm.Width, stm.Height

                    if stm.ColorSpace.nil?
                        colors = 1
                    else
                        colors =
                            case stm.ColorSpace.value
                            when :DeviceGray then 1
                            when :DeviceRGB then 3
                            when :DeviceCMYK then 4
                            else
                                1
                            end
                    end

                    bpc = stm.BitsPerComponent || 8
                    bpr = (w * colors * bpc + 7) >> 3
                    data = stm.data

                    begin
                        imgview = ImgViewer.new
                        if stm.Filter == :DCTDecode or (stm.Filter.is_a?(Array) and stm.Filter[0] == :DCTDecode)
                            imgview.show_compressed_img data
                        else
                            imgview.show_raw_img data, w, h, bpc, bpr
                        end
                    rescue
                        viewer.parent.error("#{$!.class}: #{$!.message}")
                    end
                }
            }
        ]

        def popup_menu(obj, event, path)
            menu = Menu.new

            type =
                if obj.is_a?(Origami::Object)
                      if obj.is_a?(Origami::Graphics::ImageXObject)
                          :Image
                      else
                          obj.native_type.to_s.split("::").last.to_sym
                      end
                else
                      case obj
                      when Origami::PDF
                          :"PDF File"
                      when Origami::PDF::Revision, Origami::FDF::Revision, Origami::PPKLite::Revision
                          :Revision
                      when ::Array
                          :Body
                      when Origami::PDF::Header, Origami::FDF::Header, Origami::PPKLite::Header
                          :Header
                      when Origami::Trailer
                          :Trailer
                      when Origami::XRef::Section
                          :XRefSection
                      when Origami::XRef::Subsection
                          :XRefSubsection
                      when Origami::XRef, Origami::XRefToCompressedObj
                          :XRef
                      else
                          :Unknown
                      end
                end

            title = obj.is_a?(Origami::Object) ? "Object : " : ""
            title << type.to_s
            menu.append(MenuItem.new(title).set_sensitive(false).modify_text(Gtk::STATE_INSENSITIVE, Gdk::Color.new(255,0,255)))

            if obj.is_a?(Origami::Object)
                if obj.indirect?
                    menu.append(MenuItem.new("Number : #{obj.no}; Generation : #{obj.generation}").set_sensitive(false))
                    menu.append(MenuItem.new("File offset : #{obj.file_offset}").set_sensitive(false))

                    getxrefs = MenuItem.new("Search references to this object").set_sensitive(true)
                    getxrefs.signal_connect("activate") do
                        ref = self.model.get_value(self.model.get_iter(path), self.class::OBJCOL)
                        self.parent.show_xrefs(ref)
                    end

                    menu.append(getxrefs)
                elsif not obj.parent.nil?
                    gotoparent = MenuItem.new("Goto Parent Object").set_sensitive(true)
                    gotoparent.signal_connect("activate") do
                        dest = self.model.get_value(self.model.get_iter(path), self.class::OBJCOL).parent
                        self.goto(dest)
                    end

                    menu.append(gotoparent)
                end
            end

            items = @@menus[type]
            menu.append(SeparatorMenuItem.new) if not items.empty?

            items.each { |item|
                if item[:Name] == :"---"
                    entry = SeparatorMenuItem.new
                else
                    if item[:Name].is_a?(String)
                        entry = MenuItem.new(item[:Name])
                    else
                        entry = ImageMenuItem.new(item[:Name])
                    end

                    entry.set_sensitive(item[:Sensitive])
                    entry.signal_connect("activate", self, path, &item[:Callback])
                end

                menu.append(entry)
            }

            menu.show_all
            menu.popup(nil, nil, event.button, event.time)
        end
    end

    class Walker < Window

        private

        def create_menus
            AccelMap.add_entry("<PDF Walker>/File/Open", Gdk::Keyval::GDK_O, Gdk::Window::CONTROL_MASK)
            AccelMap.add_entry("<PDF Walker>/File/Refresh", Gdk::Keyval::GDK_R, Gdk::Window::CONTROL_MASK)
            AccelMap.add_entry("<PDF Walker>/File/Close", Gdk::Keyval::GDK_W, Gdk::Window::CONTROL_MASK)
            AccelMap.add_entry("<PDF Walker>/File/Save", Gdk::Keyval::GDK_S, Gdk::Window::CONTROL_MASK)
            AccelMap.add_entry("<PDF Walker>/File/Quit", Gdk::Keyval::GDK_Q, Gdk::Window::CONTROL_MASK)
            AccelMap.add_entry("<PDF Walker>/Document/Search", Gdk::Keyval::GDK_F, Gdk::Window::CONTROL_MASK)

            @menu = MenuBar.new

            ####################################################
            file_ag = Gtk::AccelGroup.new
            @file_menu = Menu.new.set_accel_group(file_ag).set_accel_path("<PDF Walker>/File")
            add_accel_group(file_ag)

            @file_menu_open = ImageMenuItem.new(Stock::OPEN).set_accel_path("<PDF Walker>/File/Open")
            @file_menu_recent = MenuItem.new("Last opened")
            @file_menu_deserialize = MenuItem.new("Deserialize")
            @file_menu_refresh = ImageMenuItem.new(Stock::REFRESH).set_sensitive(false).set_accel_path("<PDF Walker>/File/Refresh")
            @file_menu_close = ImageMenuItem.new(Stock::CLOSE).set_sensitive(false).set_accel_path("<PDF Walker>/File/Close")
            @file_menu_saveas = ImageMenuItem.new(Stock::SAVE_AS).set_sensitive(false)
            @file_menu_serialize = MenuItem.new("Serialize").set_sensitive(false)
            @file_menu_exit = ImageMenuItem.new(Stock::QUIT).set_accel_path("<PDF Walker>/File/Quit")

            @export_menu = Menu.new
            @export_pdf_menu = MenuItem.new("As PDF").set_accel_path("<PDF Walker>/File/Save")
            @export_graph_menu = MenuItem.new("As GraphViz dot file")
            @export_graphml_menu = MenuItem.new("As GraphML file")

            @export_pdf_menu.signal_connect('activate') do save end
            @export_graph_menu.signal_connect('activate') do save_dot end
            @export_graphml_menu.signal_connect('activate') do save_graphml end

            @export_menu.append(@export_pdf_menu)
            @export_menu.append(@export_graph_menu)
            @export_menu.append(@export_graphml_menu)

            @file_menu_saveas.set_submenu(@export_menu)

            @file_menu_open.signal_connect('activate') do open end
            @file_menu_deserialize.signal_connect('activate') do deserialize end
            @file_menu_refresh.signal_connect('activate') do open(@filename) end
            @file_menu_close.signal_connect('activate') do close end
            @file_menu_serialize.signal_connect('activate') do serialize end
            @file_menu_exit.signal_connect('activate') do self.destroy end

            update_recent_menu

            @file_menu.append(@file_menu_open)
            @file_menu.append(@file_menu_recent)
            @file_menu.append(@file_menu_deserialize)
            @file_menu.append(@file_menu_refresh)
            @file_menu.append(@file_menu_close)
            @file_menu.append(@file_menu_saveas)
            @file_menu.append(@file_menu_serialize)
            @file_menu.append(@file_menu_exit)

            @menu.append(MenuItem.new('_File').set_submenu(@file_menu))
            ####################################################

            doc_ag = Gtk::AccelGroup.new
            @document_menu = Menu.new.set_accel_group(doc_ag)
            add_accel_group(doc_ag)

            @document_menu_search = ImageMenuItem.new(Stock::FIND).set_sensitive(false).set_accel_path("<PDF Walker>/Document/Search")
            @document_menu_gotocatalog = MenuItem.new("Jump to Catalog").set_sensitive(false)
            @document_menu_gotodocinfo = MenuItem.new("Jump to Document Info").set_sensitive(false)
            @document_menu_gotometadata = MenuItem.new("Jump to Metadata").set_sensitive(false)
            @document_menu_gotorev = MenuItem.new("Jump to Revision...").set_sensitive(false)
            @document_menu_gotopage = MenuItem.new("Jump to Page...").set_sensitive(false)
            @document_menu_gotofield = MenuItem.new("Jump to Field...").set_sensitive(false)
            @document_menu_gotoobj = MenuItem.new("Jump to Object...").set_sensitive(false)
            @document_menu_properties = ImageMenuItem.new(Stock::PROPERTIES).set_sensitive(false)
            @document_menu_sign = MenuItem.new("Sign the document").set_sensitive(false)
            @document_menu_ur = MenuItem.new("Enable Usage Rights").set_sensitive(false)

            @document_menu_search.signal_connect('activate') do search end
            @document_menu_gotocatalog.signal_connect('activate') do goto_catalog end
            @document_menu_gotodocinfo.signal_connect('activate') do goto_docinfo end
            @document_menu_gotometadata.signal_connect('activate') do goto_metadata end
            @document_menu_gotoobj.signal_connect('activate') do goto_object end
            @document_menu_properties.signal_connect('activate') do display_file_properties end
            @document_menu_sign.signal_connect('activate') do display_signing_wizard end
            @document_menu_ur.signal_connect('activate') do display_usage_rights_wizard end

            @document_menu.append(@document_menu_search)
            @document_menu.append(MenuItem.new)
            @document_menu.append(@document_menu_gotocatalog)
            @document_menu.append(@document_menu_gotodocinfo)
            @document_menu.append(@document_menu_gotometadata)
            @document_menu.append(@document_menu_gotorev)
            @document_menu.append(@document_menu_gotopage)
            @document_menu.append(@document_menu_gotofield)
            @document_menu.append(@document_menu_gotoobj)
            @document_menu.append(MenuItem.new)
            @document_menu.append(@document_menu_sign)
            @document_menu.append(@document_menu_ur)
            @document_menu.append(@document_menu_properties)

            @menu.append(MenuItem.new('_Document').set_submenu(@document_menu))
            ####################################################
            @help_menu = Menu.new
            @help_menu_profile = CheckMenuItem.new("Profiling (Debug purposes only)").set_active(@config.profile?)
            @help_menu_profile.signal_connect('toggled') do @config.set_profiling(@help_menu_profile.active?) end

            @help_menu_about = ImageMenuItem.new(Stock::ABOUT)

            @help_menu_about.signal_connect('activate') do about end

            @help_menu.append(@help_menu_profile)
            @help_menu.append(@help_menu_about)

            @menu.append(MenuItem.new('_Help').set_submenu(@help_menu))
            ####################################################
        end

        def update_recent_menu
            @recent_menu = Menu.new
            @config.recent_files.each { |file|
                menu = MenuItem.new(file)
                menu.signal_connect('activate') do open(file) end

                @recent_menu.append(menu)
            }

            @file_menu_recent.set_submenu(@recent_menu)
            @file_menu_recent.show_all
        end
    end

end










./usr/share/origami/gui/properties.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

require 'digest/md5'

module PDFWalker

    class Walker < Window

        def display_file_properties
            Properties.new(self, @opened) if @opened
        end

        class Properties < Dialog

            @@acrobat_versions =
            {
                1.0 => "1.x",
                1.1 => "2.x",
                1.2 => "3.x",
                1.3 => "4.x",
                1.4 => "5.x",
                1.5 => "6.x",
                1.6 => "7.x",
                1.7 => "8.x / 9.x / 10.x"
            }

            def initialize(parent, pdf)
                super("Document properties", parent, Dialog::MODAL, [Stock::CLOSE, Dialog::RESPONSE_NONE])

                docframe = Frame.new(" File properties ")
                stat = File.stat(parent.filename)

                creation_date = stat.ctime.to_s.encode("utf-8", :invalid => :replace, :undef => :replace)
                last_modified = stat.mtime.to_s.encode("utf-8", :invalid => :replace, :undef => :replace)
                md5sum = Digest::MD5.hexdigest(File.binread(parent.filename))

                labels =
                [
                    [ "Filename:", parent.filename ],
                    [ "File size:", "#{File.size(parent.filename)} bytes" ],
                    [ "MD5:", md5sum ],
                    [ "Read-only:", "#{not stat.writable?}" ],
                    [ "Creation date:", creation_date ],
                    [ "Last modified:", last_modified ]
                ]

                doctable = Table.new(labels.size + 1, 3)

                row = 0
                labels.each do |name, value|
                    doctable.attach(Label.new(name).set_alignment(1,0), 0, 1, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                    doctable.attach(Label.new(value).set_alignment(0,0), 1, 2, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)

                    row = row.succ
                end

                docframe.border_width = 5
                docframe.shadow_type = Gtk::SHADOW_IN
                docframe.add(doctable)

                pdfframe = Frame.new(" PDF properties ")

                pdf_version = pdf.header.to_f
                if pdf_version >= 1.0 and pdf_version <= 1.7
                    acrobat_version = @@acrobat_versions[pdf_version]
                else
                    acrobat_version = "unknown version"
                end

                labels =
                [
                    [ "Version:", "#{pdf_version} (Acrobat #{acrobat_version})" ],
                    [ "Number of revisions:", "#{pdf.revisions.size}" ],
                    [ "Number of indirect objects:", "#{pdf.indirect_objects.size}" ],
                    [ "Number of pages:", "#{pdf.pages.count}" ],
                    [ "Linearized:", pdf.linearized? ? 'yes' : 'no' ],
                    [ "Encrypted:", pdf.encrypted? ? 'yes' : 'no' ],
                    [ "Signed:", pdf.signed? ? 'yes' : 'no' ],
                    [ "Has usage rights:", pdf.usage_rights? ? 'yes' : 'no' ],
                    [ "Form:", pdf.form? ? 'yes' : 'no' ],
                    [ "XFA form:", pdf.xfa_form? ? 'yes' : 'no' ],
                    [ "Document information:", pdf.document_info? ? 'yes' : 'no' ],
                    [ "Metadata:", pdf.metadata? ? 'yes' : 'no' ]
                ]

                pdftable = Table.new(labels.size + 1, 3)

                row = 0
                labels.each do |name, value|
                    pdftable.attach(Label.new(name).set_alignment(1,0), 0, 1, row, row + 1, Gtk::FILL,  Gtk::SHRINK, 4, 4)
                    pdftable.attach(Label.new(value).set_alignment(0,0), 1, 2, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)

                    row = row.succ
                end

                pdfframe.border_width = 5
                pdfframe.shadow_type = Gtk::SHADOW_IN
                pdfframe.add(pdftable)

                vbox.add(docframe)
                vbox.add(pdfframe)

                signal_connect('response') { destroy }

                show_all
            end
        end
    end

end










./usr/share/origami/gui/signing.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

module PDFWalker

    class Walker < Window

        def display_signing_wizard
            SignWizard.new(self, @opened) if @opened
        end

        def display_usage_rights_wizard
            UsageRightsWizard.new(self, @opened) if @opened
        end

        module SignatureDialogs
            private

            def open_private_key_dialog(page)
                dialog = FileChooserDialog.new("Choose a private RSA key",
                            @parent,
                            FileChooser::ACTION_OPEN,
                            nil,
                            [Stock::CANCEL, Dialog::RESPONSE_CANCEL],
                            [Stock::OPEN, Dialog::RESPONSE_ACCEPT])

                filter = FileFilter.new
                filter.add_pattern("*.key")
                filter.add_pattern("*.pem")
                filter.add_pattern("*.der")

                dialog.set_filter(filter)

                if dialog.run == Dialog::RESPONSE_ACCEPT
                    begin
                        @pkey = OpenSSL::PKey::RSA.new(File.binread(dialog.filename))

                        @pkeyfilename.set_text(dialog.filename)
                        set_page_complete(page, true) if @cert
                    rescue
                        @parent.error("Error loading file '#{File.basename(dialog.filename)}'")

                        @pkey = nil
                        @pkeyfilename.text = ""
                        set_page_complete(page, false)
                    ensure
                        @ca = [] # Shall be added to the GUI
                    end
                end

                dialog.destroy
            end

            def open_certificate_dialog(page)
                dialog = FileChooserDialog.new("Choose a x509 certificate",
                            @parent,
                            FileChooser::ACTION_OPEN,
                            nil,
                            [Stock::CANCEL, Dialog::RESPONSE_CANCEL],
                            [Stock::OPEN, Dialog::RESPONSE_ACCEPT])
                filter = FileFilter.new
                filter.add_pattern("*.crt")
                filter.add_pattern("*.cer")
                filter.add_pattern("*.pem")
                filter.add_pattern("*.der")

                dialog.set_filter(filter)

                if dialog.run == Dialog::RESPONSE_ACCEPT
                    begin
                        @cert = OpenSSL::X509::Certificate.new(File.binread(dialog.filename))

                        @certfilename.set_text(dialog.filename)
                        if @pkey then set_page_complete(page, true) end

                    rescue
                        @parent.error("Error loading file '#{File.basename(dialog.filename)}'")

                        @cert = nil
                        @certfilename.text = ""
                        set_page_complete(page, false)
                    ensure
                        @ca = [] # Shall be added to the GUI
                    end
                end

                dialog.destroy
            end

            def open_pkcs12_file_dialog(page)

                get_passwd = -> () do
                    dialog = Dialog.new("Enter passphrase",
                                @parent,
                                Dialog::MODAL,
                                [Stock::OK, Dialog::RESPONSE_OK]
                    )

                    pwd_entry = Entry.new.set_visibility(false).show
                    dialog.vbox.pack_start(pwd_entry, true, true, 0)

                    pwd = (dialog.run == Dialog::RESPONSE_OK) ? pwd_entry.text : ""

                    dialog.destroy
                    return pwd
                end

                dialog = FileChooserDialog.new("Open PKCS12 container",
                            @parent,
                            FileChooser::ACTION_OPEN,
                            nil,
                            [Stock::CANCEL, Dialog::RESPONSE_CANCEL],
                            [Stock::OPEN, Dialog::RESPONSE_ACCEPT])
                filter = FileFilter.new
                filter.add_pattern("*.pfx")
                filter.add_pattern("*.p12")

                dialog.filter = filter

                if dialog.run == Dialog::RESPONSE_ACCEPT
                    begin
                        p12 = OpenSSL::PKCS12::PKCS12.new(File.binread(dialog.filename), get_passwd)

                        raise TypeError, "PKCS12 does not contain a RSA key" unless p12.key.is_a?(OpenSSL::PKey::RSA)
                        raise TypeError, "PKCS12 does not contain a x509 certificate" unless p12.certificate.is_a?(OpenSSL::X509::Certificate)

                        @pkey = p12.key
                        @cert = p12.certificate
                        @ca = p12.ca_certs

                        @p12filename.set_text(dialog.filename)
                        set_page_complete(page, true)
                    rescue
                        @parent.error("Error loading file '#{File.basename(dialog.filename)}'")

                        @pkey, @cert, @ca = nil, nil, []
                        @p12filename.text = ""
                        set_page_complete(page, false)

                    end
                end

                dialog.destroy
            end
        end

        class UsageRightsWizard < Assistant
            include SignatureDialogs

            def initialize(parent, pdf)
                super()

                @parent = parent
                @pkey, @cert = nil, nil

                create_intro_page
                create_keypair_import_page
                create_rights_selection_page
                create_termination_page

                signal_connect('delete_event') { self.destroy }
                signal_connect('cancel') { self.destroy }
                signal_connect('close') { self.destroy }

                signal_connect('apply') {
                    rights = []

                    rights << Origami::UsageRights::Rights::DOCUMENT_FULLSAVE if @document_fullsave.active?

                    rights << Origami::UsageRights::Rights::ANNOTS_CREATE if @annots_create.active?
                    rights << Origami::UsageRights::Rights::ANNOTS_DELETE if @annots_delete.active?
                    rights << Origami::UsageRights::Rights::ANNOTS_MODIFY if @annots_modify.active?
                    rights << Origami::UsageRights::Rights::ANNOTS_COPY if @annots_copy.active?
                    rights << Origami::UsageRights::Rights::ANNOTS_IMPORT if @annots_import.active?
                    rights << Origami::UsageRights::Rights::ANNOTS_EXPORT if @annots_export.active?
                    rights << Origami::UsageRights::Rights::ANNOTS_ONLINE if @annots_online.active?
                    rights << Origami::UsageRights::Rights::ANNOTS_SUMMARYVIEW if @annots_sumview.active?

                    rights << Origami::UsageRights::Rights::FORM_FILLIN if @form_fillin.active?
                    rights << Origami::UsageRights::Rights::FORM_IMPORT if @form_import.active?
                    rights << Origami::UsageRights::Rights::FORM_EXPORT if @form_export.active?
                    rights << Origami::UsageRights::Rights::FORM_SUBMITSTANDALONE if @form_submit.active?
                    rights << Origami::UsageRights::Rights::FORM_SPAWNTEMPLATE if @form_spawntemplate.active?
                    rights << Origami::UsageRights::Rights::FORM_BARCODEPLAINTEXT if @form_barcode.active?
                    rights << Origami::UsageRights::Rights::FORM_ONLINE if @form_online.active?

                    rights << Origami::UsageRights::Rights::SIGNATURE_MODIFY if @signature_modify.active?

                    rights << Origami::UsageRights::Rights::EF_CREATE if @ef_create.active?
                    rights << Origami::UsageRights::Rights::EF_DELETE if @ef_delete.active?
                    rights << Origami::UsageRights::Rights::EF_MODIFY if @ef_modify.active?
                    rights << Origami::UsageRights::Rights::EF_IMPORT if @ef_import.active?

                    begin
                        pdf.enable_usage_rights(@cert, @pkey, *rights)

                        set_page_title(@lastpage, "Usage Rights have been enabled")
                        @msg_status.text = "Usage Rights have been enabled for the current document.\n You should consider saving it now."

                        @parent.reload
                    rescue
                        @parent.error("#{$!}: #{$!.backtrace.join($/)}")

                        set_page_title(@lastpage, "Usage Rights have not been enabled")
                        @msg_status.text = "An error occured during the signature process."
                    end
                }

                set_modal(true)

                show_all
            end

            private

            def create_intro_page
                intro = <<-INTRO
You are about to enable Usage Rights for the current PDF document.
To enable these features, you need to have an Adobe public/private key pair in your possession.

Make sure you have adobe.crt and adobe.key located in the current directory.
                INTRO

                vbox = VBox.new(false, 5)
                vbox.set_border_width(5)

                lbl = Label.new(intro).set_justify(Gtk::JUSTIFY_LEFT).set_wrap(true)

                vbox.pack_start(lbl, true, true, 0)

                append_page(vbox)
                set_page_title(vbox, "Usage Rights Wizard")
                set_page_type(vbox, Assistant::PAGE_INTRO)
                set_page_complete(vbox, true)
            end

            def create_keypair_import_page

                labels =
                [
                    [ "Private RSA key:", @pkeyfilename = Entry.new,  pkeychoosebtn = Button.new(Gtk::Stock::OPEN) ],
                    [ "Public certificate:", @certfilename = Entry.new, certchoosebtn = Button.new(Gtk::Stock::OPEN) ]
                ]

                row = 0
                table = Table.new(2, 3)
                labels.each do |lbl, entry, btn|
                    entry.editable = entry.sensitive = false

                    table.attach(Label.new(lbl).set_alignment(1,0), 0, 1, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                    table.attach(entry, 1, 2, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                    table.attach(btn, 2, 3, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)

                    row = row.succ
                end

                pkeychoosebtn.signal_connect('clicked') { open_private_key_dialog(table) }
                certchoosebtn.signal_connect('clicked') { open_certificate_dialog(table) }

                append_page(table)
                set_page_title(table, "Import a public/private key pair")
                set_page_type(table, Assistant::PAGE_CONTENT)
            end

            def create_rights_selection_page
                vbox = VBox.new(false, 5)

                docframe = Frame.new(" Document ")
                docframe.border_width = 5
                docframe.shadow_type = Gtk::SHADOW_IN

                doctable = Table.new(1, 2)
                doctable.attach(@document_fullsave = CheckButton.new("Full Save").set_active(true), 0, 1, 0, 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                docframe.add(doctable)

                annotsframe = Frame.new(" Annotations ")
                annotsframe.border_width = 5
                annotsframe.shadow_type = Gtk::SHADOW_IN

                annotstable = Table.new(4,2)
                annots =
                [
                    [ @annots_create = CheckButton.new("Create").set_active(true), @annots_import = CheckButton.new("Import").set_active(true) ],
                    [ @annots_delete = CheckButton.new("Delete").set_active(true), @annots_export = CheckButton.new("Export").set_active(true) ],
                    [ @annots_modify = CheckButton.new("Modify").set_active(true), @annots_online = CheckButton.new("Online").set_active(true) ],
                    [ @annots_copy = CheckButton.new("Copy").set_active(true), @annots_sumview = CheckButton.new("Summary View").set_active(true) ]
                ]

                row = 0
                annots.each do |col1, col2|
                    annotstable.attach(col1, 0, 1, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                    annotstable.attach(col2, 1, 2, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)

                    row = row.succ
                end

                annotsframe.add(annotstable)

                formframe = Frame.new(" Forms ")
                formframe.border_width = 5
                formframe.shadow_type = Gtk::SHADOW_IN

                formtable = Table.new(4,2)
                forms =
                [
                    [ @form_fillin = CheckButton.new("Fill in").set_active(true), @form_spawntemplate = CheckButton.new("Spawn template").set_active(true) ],
                    [ @form_import = CheckButton.new("Import").set_active(true), @form_barcode = CheckButton.new("Barcode plaintext").set_active(true) ],
                    [ @form_export = CheckButton.new("Export").set_active(true), @form_online = CheckButton.new("Online").set_active(true) ],
                    [ @form_submit = CheckButton.new("Submit stand-alone").set_active(true), nil ]
                ]

                row = 0
                forms.each do |col1, col2|
                    formtable.attach(col1, 0, 1, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                    formtable.attach(col2, 1, 2, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4) unless col2.nil?

                    row = row.succ
                end

                formframe.add(formtable)

                signatureframe = Frame.new(" Signature ")
                signatureframe.border_width = 5
                signatureframe.shadow_type = Gtk::SHADOW_IN

                signaturetable = Table.new(1, 2)
                signaturetable.attach(@signature_modify = CheckButton.new("Modify").set_active(true), 0, 1, 0, 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                signatureframe.add(signaturetable)

                efframe = Frame.new(" Embedded files ")
                efframe.border_width = 5
                efframe.shadow_type = Gtk::SHADOW_IN

                eftable = Table.new(2,2)
                efitems =
                [
                    [ @ef_create = CheckButton.new("Create").set_active(true), @ef_modify = CheckButton.new("Modify").set_active(true) ],
                    [ @ef_delete = CheckButton.new("Delete").set_active(true), @ef_import = CheckButton.new("Import").set_active(true) ]
                ]

                row = 0
                efitems.each do |col1, col2|
                    eftable.attach(col1, 0, 1, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                    eftable.attach(col2, 1, 2, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)

                    row = row.succ
                end

                efframe.add(eftable)

                vbox.add(docframe)
                vbox.add(annotsframe)
                vbox.add(formframe)
                vbox.add(signatureframe)
                vbox.add(efframe)

                append_page(vbox)
                set_page_title(vbox, "Select Usage Rights to enable")
                set_page_type(vbox, Assistant::PAGE_CONFIRM)
                set_page_complete(vbox, true)
            end

            def create_termination_page
                @lastpage = VBox.new(false, 5)

                @msg_status = Label.new
                @lastpage.pack_start(@msg_status, true, true, 0)

                append_page(@lastpage)
                set_page_title(@lastpage, "Usage Rights have not been enabled")
                set_page_type(@lastpage, Assistant::PAGE_SUMMARY)
            end
        end

        class SignWizard < Assistant
            include SignatureDialogs

            INTRO_PAGE = 0
            KEY_SELECT_PAGE = 1
            PKCS12_IMPORT_PAGE = 2
            KEYPAIR_IMPORT_PAGE = 3
            SIGNATURE_INFO_PAGE = 4
            SIGNATURE_RESULT_PAGE = 5

            def initialize(parent, pdf)
                super()

                @parent = parent

                @pkey, @cert, @ca = nil, nil, []

                create_intro_page
                create_key_selection_page
                create_pkcs12_import_page
                create_keypair_import_page
                create_signature_info_page
                create_termination_page

                set_forward_page_func { |current_page|
                    case current_page
                    when KEY_SELECT_PAGE
                        if @p12button.active? then PKCS12_IMPORT_PAGE else KEYPAIR_IMPORT_PAGE end

                    when PKCS12_IMPORT_PAGE, KEYPAIR_IMPORT_PAGE
                        SIGNATURE_INFO_PAGE

                    else current_page.succ
                    end
                }

                signal_connect('delete_event') { self.destroy }
                signal_connect('cancel') { self.destroy }
                signal_connect('close') { self.destroy }

                signal_connect('apply') {
                    location = @location.text.empty? ? nil : @location.text
                    contact = @email.text.empty? ? nil : @email.text
                    reason = @reason.text.empty? ? nil : @reason.text

                    begin
                        pdf.sign(@cert, @pkey,
                                 ca: @ca,
                                 location: location,
                                 contact: contact,
                                 reason: reason)

                        set_page_title(@lastpage, "Document has been signed")
                        @msg_status.text = "The document has been signed.\n You should consider saving it now."

                        @parent.reload
                    rescue
                        @parent.error("#{$!}: #{$!.backtrace.join($/)}")

                        set_page_title(@lastpage, "Document has not been signed")
                        @msg_status.text = "An error occured during the signature process."
                    end
                }

                set_modal(true)

                show_all
            end

            private

            def create_intro_page
                intro = <<-INTRO
You are about to sign the current PDF document.
Once the document will be signed, no further modification will be allowed.

The signature process is based on assymetric cryptography, so you will basically need a public/private RSA key pair (between 1024 and 4096 bits).
                INTRO

                vbox = VBox.new(false, 5)
                vbox.set_border_width(5)

                lbl = Label.new(intro).set_justify(Gtk::JUSTIFY_LEFT).set_wrap(true)

                vbox.pack_start(lbl, true, true, 0)

                append_page(vbox)
                set_page_title(vbox, "Signature Wizard")
                set_page_type(vbox, Assistant::PAGE_INTRO)
                set_page_complete(vbox, true)
            end

            def create_key_selection_page
                vbox = VBox.new(false, 5)

                @rawbutton = RadioButton.new("Import keys from separate PEM/DER encoded files")
                @p12button = RadioButton.new(@rawbutton, "Import keys from a PKCS12 container")

                vbox.pack_start(@rawbutton, true, true, 0)
                vbox.pack_start(@p12button, true, true, 0)

                append_page(vbox)
                set_page_title(vbox, "Choose a key importation method")
                set_page_type(vbox, Assistant::PAGE_CONTENT)
                set_page_complete(vbox, true)
            end

            def create_pkcs12_import_page
                vbox = VBox.new(false, 5)

                hbox = HBox.new(false, 5)
                vbox.pack_start(hbox, true, false, 10)

                @p12filename = Entry.new.set_editable(false).set_sensitive(false)
                choosebtn = Button.new(Gtk::Stock::OPEN)

                choosebtn.signal_connect('clicked') { open_pkcs12_file_dialog(vbox) }

                hbox.pack_start(@p12filename, true, true, 5)
                hbox.pack_start(choosebtn, false, false, 5)

                append_page(vbox)
                set_page_title(vbox, "Import a PKCS12 container")
                set_page_type(vbox, Assistant::PAGE_CONTENT)
            end

            def create_keypair_import_page

                labels =
                [
                    [ "Private RSA key:", @pkeyfilename = Entry.new,  pkeychoosebtn = Button.new(Gtk::Stock::OPEN) ],
                    [ "Public certificate:", @certfilename = Entry.new, certchoosebtn = Button.new(Gtk::Stock::OPEN) ]
                ]

                row = 0
                table = Table.new(2, 3)
                labels.each do |lbl, entry, btn|
                    entry.editable = entry.sensitive = false

                    table.attach(Label.new(lbl).set_alignment(1,0), 0, 1, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                    table.attach(entry, 1, 2, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                    table.attach(btn, 2, 3, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)

                    row = row.succ
                end

                pkeychoosebtn.signal_connect('clicked') { open_private_key_dialog(table) }
                certchoosebtn.signal_connect('clicked') { open_certificate_dialog(table) }

                append_page(table)
                set_page_title(table, "Import a public/private key pair")
                set_page_type(table, Assistant::PAGE_CONTENT)
            end

            def create_signature_info_page
                vbox = VBox.new(false, 5)

                lbl = Label.new("Here are a few optional information you can add with your signature.")
                vbox.pack_start(lbl, true, true, 0)

                labels =
                [
                    [ "Location:", @location = Entry.new ],
                    [ "Contact:", @email = Entry.new ],
                    [ "Reason:", @reason = Entry.new ]
                ]

                row = 0
                table = Table.new(4, 3)
                labels.each do |label|
                    table.attach(Label.new(label[0]).set_alignment(1,0), 0, 1, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)
                    table.attach(label[1], 1, 2, row, row + 1, Gtk::EXPAND | Gtk::FILL, Gtk::SHRINK, 4, 4)

                    row = row.succ
                end

                vbox.pack_start(table, true, true, 0)

                append_page(vbox)
                set_page_title(vbox, "Fill in signature details")
                set_page_type(vbox, Assistant::PAGE_CONFIRM)
                set_page_complete(vbox, true)
            end

            def create_termination_page
                @lastpage = VBox.new(false, 5)

                @msg_status = Label.new
                @lastpage.pack_start(@msg_status, true, true, 0)

                append_page(@lastpage)
                set_page_title(@lastpage, "Document has not been signed")
                set_page_type(@lastpage, Assistant::PAGE_SUMMARY)
            end
        end
    end

end










./usr/share/origami/gui/textview.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

module PDFWalker

    class Walker < Window

        private

        def create_objectview
            @objectview = ObjectView.new(self)
        end

        class ObjectView < Notebook
            attr_reader :parent
            attr_reader :pdfpanel, :valuepanel

            def initialize(parent)
                @parent = parent
                super()

                @pdfbuffer = TextBuffer.new
                @pdfview = TextView.new(@pdfbuffer).set_editable(false).set_cursor_visible(false).set_left_margin(5)

                @pdfpanel = ScrolledWindow.new.set_policy(POLICY_AUTOMATIC, POLICY_AUTOMATIC)
                @pdfpanel.add_with_viewport @pdfview
                append_page(@pdfpanel, Label.new("PDF Code"))

                @pdfbuffer.create_tag("Default",
                    weight: Pango::WEIGHT_BOLD,
                    family: "monospace",
                    scale: Pango::AttrScale::LARGE
                )
            end

            def load(object)
                begin
                    self.clear

                    case object
                    when Origami::PDF::Header, Origami::FDF::Header, Origami::PPKLite::Header
                        text = object.to_s
                        @pdfbuffer.set_text(text)
                        @pdfbuffer.apply_tag("Default", @pdfbuffer.start_iter, @pdfbuffer.end_iter)

                    when Origami::Object
                        if object.is_a?(Origami::Stream)
                            text = [ "#{object.no} #{object.generation} obj", object.dictionary ].join($/)
                        else
                            text = object.to_s
                        end

                        text.encode!("UTF-8", replace: '.')
                            .gsub!("\x00", '.')

                        @pdfbuffer.set_text(text)
                        @pdfbuffer.apply_tag("Default", @pdfbuffer.start_iter, @pdfbuffer.end_iter)
                    end

                rescue
                    @parent.error("An error occured while loading this object.\n#{$!} (#{$!.class})")
                end
            end

            def clear
                @pdfbuffer.set_text("")
            end
        end
    end

end










./usr/share/origami/gui/treeview.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

module PDFWalker

    class Walker < Window

        private

        def create_treeview
            @treeview = PDFTree.new(self).set_headers_visible(false)

            colcontent = Gtk::TreeViewColumn.new("Names",
                Gtk::CellRendererText.new.set_foreground_set(true).set_background_set(true),
                    text: PDFTree::TEXTCOL,
                    weight: PDFTree::WEIGHTCOL,
                    style: PDFTree::STYLECOL,
                    foreground: PDFTree::FGCOL,
                    background: PDFTree::BGCOL
            )

            @treeview.append_column(colcontent)
        end
    end

    class PDFTree < TreeView
        include Popable

        OBJCOL = 0
        TEXTCOL = 1
        WEIGHTCOL = 2
        STYLECOL = 3
        FGCOL = 4
        BGCOL = 5
        LOADCOL = 6

        @@appearance = Hash.new(Weight: Pango::WEIGHT_NORMAL, Style: Pango::STYLE_NORMAL)

        attr_reader :parent

        def initialize(parent)
            @parent = parent

            reset_appearance

            @treestore = TreeStore.new(Object::Object, String, Pango::FontDescription::Weight, Pango::FontDescription::Style, String, String, Fixnum)
            super(@treestore)

            signal_connect('cursor-changed') {
                iter = selection.selected
                if iter
                    obj = @treestore.get_value(iter, OBJCOL)

                    parent.hexview.load(obj)
                    parent.objectview.load(obj)
                end
            }

            signal_connect('row-activated') { |tree, path, column|
                if selection.selected
                    obj = @treestore.get_value(selection.selected, OBJCOL)

                    if row_expanded?(path)
                        collapse_row(path)
                    else
                        expand_row(path, false)
                    end

                    goto(obj) if obj.is_a?(Origami::Reference)
                end
            }

            signal_connect('row-expanded') { |tree, iter, path|
                obj = @treestore.get_value(iter, OBJCOL)

                if obj.is_a?(Origami::Stream) and iter.n_children == 1

                    # Processing with an XRef or Object Stream
                    if obj.is_a?(Origami::ObjectStream)
                        obj.each { |embeddedobj|
                            load_object(iter, embeddedobj)
                        }

                    elsif obj.is_a?(Origami::XRefStream)
                        obj.each { |xref|
                            load_xrefstm(iter, xref)
                        }
                    end
                end

                for i in 0...iter.n_children
                    subiter = iter.nth_child(i)
                    subobj = @treestore.get_value(subiter, OBJCOL)

                    load_sub_objects(subiter, subobj)
                end
            }

            add_events(Gdk::Event::BUTTON_PRESS_MASK)
            signal_connect('button_press_event') { |widget, event|
                if event.button == 3 && parent.opened
                    path = get_path(event.x,event.y).first
                    set_cursor(path, nil, false)

                    obj = @treestore.get_value(@treestore.get_iter(path), OBJCOL)
                    popup_menu(obj, event, path)
                end
            }
        end

        def clear
            @treestore.clear
        end

        def goto(obj, follow_references: true)
            if obj.is_a?(TreePath)
                set_cursor(obj, nil, false)
            else
                if obj.is_a?(Origami::Name) and obj.parent.is_a?(Origami::Dictionary) and obj.parent.has_key?(obj)
                    obj = obj.parent[obj]
                elsif obj.is_a?(Origami::Reference) and follow_references
                    obj =
                        begin
                            obj.solve
                        rescue Origami::InvalidReferenceError
                            @parent.error("Object not found : #{obj}")
                            return
                        end
                end

                _, path = object_to_tree_pos(obj)
                if path.nil?
                    @parent.error("Object not found : #{obj.type}")
                    return
                end

                expand_to_path(path) unless row_expanded?(path)
                @parent.explorer_history << cursor.first if cursor.first
                set_cursor(path, nil, false)
            end
        end

        def highlight(obj, color)
            if obj.is_a?(Origami::Name) and obj.parent.is_a?(Origami::Dictionary) and obj.parent.has_key?(obj)
                obj = obj.parent[obj]
            end

            iter, path = object_to_tree_pos(obj)
            if iter.nil? or path.nil?
                @parent.error("Object not found : #{obj.type}")
                return
            end

            @treestore.set_value(iter, BGCOL, color)
            expand_to_path(path) unless row_expanded?(path)
        end

        def load(pdf)
            return unless pdf

            self.clear

            begin
                #
                # Create root entry
                #
                root = @treestore.append(nil)
                @treestore.set_value(root, OBJCOL, pdf)

                set_node(root, :Filename, @parent.filename)

                #
                # Create header entry
                #
                header = @treestore.append(root)
                @treestore.set_value(header, OBJCOL, pdf.header)

                set_node(header, :Header,
                         "Header (version #{pdf.header.major_version}.#{pdf.header.minor_version})")

                no = 1
                pdf.revisions.each { |revision|
                    load_revision(root, no, revision)
                    no = no + 1
                }

                set_model(@treestore)

            ensure
                expand(@treestore.iter_first, 3)
                set_cursor(@treestore.iter_first.path, nil, false)
            end
        end

        private

        def object_to_tree_pos(obj)

            # Locate the indirect object.
            root_obj = obj
            object_path = [ root_obj ]
            while root_obj.parent
                root_obj = root_obj.parent
                object_path.push(root_obj)
            end

            @treestore.each do |model, path, iter|
                current_obj = @treestore.get_value(iter, OBJCOL)

                # Load the intermediate nodes if necessary.
                if object_path.any?{|object| object.equal?(current_obj)}
                    load_sub_objects(iter, current_obj)
                end

                # Unfold the object stream if it's in the object path.
                if obj.is_a?(Origami::Object) and current_obj.is_a?(Origami::ObjectStream) and
                   root_obj.equal?(current_obj) and iter.n_children == 1

                    current_obj.each { |embeddedobj|
                        load_object(iter, embeddedobj)
                    }
                end

                return [ iter, path ] if obj.equal?(current_obj)
            end

            nil
        end

        def expand(row, depth)
            if row and depth != 0
                loop do
                    expand_row(row.path, false)
                    expand(row.first_child, depth - 1)

                    break if not row.next!
                end
            end
        end

        def load_revision(root, no, revision)
            revroot = @treestore.append(root)
            @treestore.set_value(revroot, OBJCOL, revision)

            set_node(revroot, :Revision, "Revision #{no}")

            load_body(revroot, revision.body.values)
            load_xrefs(revroot, revision.xreftable)
            load_trailer(revroot, revision.trailer)
        end

        def load_body(rev, body)
            bodyroot = @treestore.append(rev)
            @treestore.set_value(bodyroot, OBJCOL, body)

            set_node(bodyroot, :Body, "Body")

            body.sort_by{|obj| obj.file_offset.to_i }.each { |object|
                begin
                    load_object(bodyroot, object)
                rescue
                    msg = "#{$!.class}: #{$!.message}\n#{$!.backtrace.join($/)}"
                    STDERR.puts(msg)

                    #@parent.error(msg)
                    next
                end
            }
        end

        def load_object(container, object, depth = 1, name = nil)
            iter = @treestore.append(container)
            @treestore.set_value(iter, OBJCOL, object)

            type = object.native_type.to_s.split('::').last.to_sym

            if name.nil?
                name =
                    case object
                    when Origami::String
                        '"' + object.to_utf8.gsub("\x00", ".") + '"'
                    when Origami::Number, Origami::Name
                        object.value.to_s
                    else
                        object.type.to_s
                    end
            end

            set_node(iter, type, name)
            return unless depth > 0

            load_sub_objects(iter, object, depth)
        end

        def load_sub_objects(container, object, depth = 1)
            return unless depth > 0 and @treestore.get_value(container, LOADCOL) != 1

            case object
            when Origami::Array
                object.each do |subobject|
                    load_object(container, subobject, depth - 1)
                end

            when Origami::Dictionary
                object.each_key do |subkey|
                    load_object(container, object[subkey.value], depth - 1, subkey.value.to_s)
                end

            when Origami::Stream
                load_object(container, object.dictionary, depth - 1, "Stream Dictionary")
            end

            @treestore.set_value(container, LOADCOL, 1)
        end

        def load_xrefstm(stm, embxref)
            xref = @treestore.append(stm)
            @treestore.set_value(xref, OBJCOL, embxref)

            if embxref.is_a?(Origami::XRef)
                set_node(xref, :XRef, embxref.to_s.chomp)
            else
                set_node(xref, :XRef, "xref to ObjectStream #{embxref.objstmno}, object index #{embxref.index}")
            end
        end

        def load_xrefs(rev, table)
            return unless table

            section = @treestore.append(rev)
            @treestore.set_value(section, OBJCOL, table)

            set_node(section, :XRefSection, "XRef section")

            table.each_subsection { |subtable|
                subsection = @treestore.append(section)
                @treestore.set_value(subsection, OBJCOL, subtable)

                set_node(subsection, :XRefSubSection, "#{subtable.range.begin} #{subtable.range.end - subtable.range.begin + 1}")

                subtable.each { |entry|
                    xref = @treestore.append(subsection)
                    @treestore.set_value(xref, OBJCOL, entry)

                    set_node(xref, :XRef, entry.to_s.chomp)
                }
            }
        end

        def load_trailer(rev, trailer)
            trailer_root = @treestore.append(rev)
            @treestore.set_value(trailer_root, OBJCOL, trailer)

            set_node(trailer_root, :Trailer, "Trailer")
            load_object(trailer_root, trailer.dictionary) unless trailer.dictionary.nil?
        end

        def reset_appearance
            @@appearance[:Filename] = {Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:Header] = {Color: "darkgreen", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:Revision] = {Color: "blue", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:Body] = {Color: "purple", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:XRefSection] = {Color: "purple", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:XRefSubSection] = {Color: "brown", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:XRef] = {Color: "gray20", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:Trailer] = {Color: "purple", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:StartXref] = {Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:String] = {Color: "red", Weight: Pango::WEIGHT_NORMAL, Style: Pango::STYLE_ITALIC}
            @@appearance[:Name] = {Color: "gray", Weight: Pango::WEIGHT_NORMAL, Style: Pango::STYLE_ITALIC}
            @@appearance[:Number] = {Color: "orange", Weight: Pango::WEIGHT_NORMAL, Style: Pango::STYLE_NORMAL}
            @@appearance[:Dictionary] = {Color: "brown", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:Stream] = {Color: "darkcyan", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:StreamData] = {Color: "darkcyan", Weight: Pango::WEIGHT_NORMAL, Style: Pango::STYLE_OBLIQUE}
            @@appearance[:Array] = {Color: "darkgreen", Weight: Pango::WEIGHT_BOLD, Style: Pango::STYLE_NORMAL}
            @@appearance[:Reference] = {Weight: Pango::WEIGHT_NORMAL, Style: Pango::STYLE_OBLIQUE}
            @@appearance[:Boolean] = {Color: "deeppink", Weight: Pango::WEIGHT_NORMAL, Style: Pango::STYLE_NORMAL}
        end

        def get_object_appearance(type)
            @@appearance[type]
        end

        def set_node(node, type, text)
            @treestore.set_value(node, TEXTCOL, text)

            app = get_object_appearance(type)
            @treestore.set_value(node, WEIGHTCOL, app[:Weight])
            @treestore.set_value(node, STYLECOL, app[:Style])
            @treestore.set_value(node, FGCOL, app[:Color])
        end
    end

end










./usr/share/origami/gui/walker.rb


#!/usr/bin/env ruby

=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

begin
    require 'gtk2'
rescue LoadError
    abort('Error: you need to install ruby-gtk2 to run this application')
end
include Gtk

begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../../lib')
    require 'origami'
end

require 'gui/menu'
require 'gui/about'
require 'gui/file'
require 'gui/hexview'
require 'gui/treeview'
require 'gui/textview'
require 'gui/imgview'
require 'gui/config'
require 'gui/properties'
require 'gui/xrefs'
require 'gui/signing'

module PDFWalker  #:nodoc:all

    class Walker < Window
        attr_reader :treeview, :hexview, :objectview
        attr_reader :explorer_history
        attr_reader :config
        attr_reader :filename

        def self.start(file = nil)
            Gtk.init
            Walker.new(file)
            Gtk.main
        end

        def initialize(target_file = nil)
            super("PDF Walker")

            @config = Walker::Config.new
            @opened = nil

            @last_search_result = []
            @last_search =
            {
                :expr => "",
                :regexp => false,
                :type => :body
            }

            @explorer_history = Array.new

            signal_connect('destroy') {
                @config.save
                Gtk.main_quit
            }

            add_events(Gdk::Event::KEY_RELEASE_MASK)
            signal_connect('key_release_event') { |w, event|
                if event.keyval == Gdk::Keyval::GDK_F1 then about
                elsif event.keyval == Gdk::Keyval::GDK_Escape and @opened and not @explorer_history.empty?
                    @treeview.goto(@explorer_history.pop)
                end
            }

            create_menus
            create_treeview
            create_hexview
            create_objectview
            create_panels
            create_statusbar

            @vbox = VBox.new
            @vbox.pack_start(@menu, false, false)
            @vbox.pack_start(@hpaned)
            @vbox.pack_end(@statusbar, false, false)

            add @vbox

            set_default_size(self.screen.width * 0.5, self.screen.height * 0.5)
            #maximize
            show_all

            open(target_file)
        end

        def error(msg)
            dialog = Gtk::MessageDialog.new(self,
                        Gtk::Dialog::DESTROY_WITH_PARENT,
                        Gtk::MessageDialog::ERROR,
                        Gtk::MessageDialog::BUTTONS_CLOSE,
                        msg
                     )

            dialog.run
            dialog.destroy
        end

        def reload
            @treeview.load(@opened) if @opened
        end

        def search
            dialog = Gtk::Dialog.new("Search...",
                        self,
                        Gtk::Dialog::MODAL | Gtk::Dialog::DESTROY_WITH_PARENT,
                        [Gtk::Stock::FIND, Gtk::Dialog::RESPONSE_OK],
                        [Gtk::Stock::CANCEL, Gtk::Dialog::RESPONSE_CANCEL]
            )

            entry = Gtk::Entry.new
            entry.signal_connect('activate') { dialog.response(Gtk::Dialog::RESPONSE_OK) }
            entry.text = @last_search[:expr]

            button_bydata = Gtk::RadioButton.new("In object body")
            button_byname = Gtk::RadioButton.new(button_bydata, "In object name")
            button_regexp = Gtk::CheckButton.new("Regular expression")

            button_bydata.set_active(true) if @last_search[:type] == :body
            button_byname.set_active(true) if @last_search[:type] == :name
            button_regexp.set_active(@last_search[:regexp])

            hbox = HBox.new
            hbox.pack_start Gtk::Label.new("Search for expression ")
            hbox.pack_start entry

            dialog.vbox.pack_start(hbox)
            dialog.vbox.pack_start(button_bydata)
            dialog.vbox.pack_start(button_byname)
            dialog.vbox.pack_end(button_regexp)

            dialog.signal_connect('response') do |dlg, response|
                if response != Gtk::Dialog::RESPONSE_OK
                    dialog.destroy
                    next
                end

                search =
                {
                    :expr => entry.text,
                    :regexp => button_regexp.active?,
                    :type => button_byname.active? ? :name : :body
                }

                if search == @last_search
                    @last_search_result.push @last_search_result.shift
                    results = @last_search_result
                else
                    expr = search[:regexp] ? Regexp.new(search[:expr]) : search[:expr]

                    results =
                        if search[:type] == :body
                            @opened.grep(expr)
                        else
                            @opened.ls(expr, follow_references: false)
                        end

                    @last_search = search
                end

                if results.empty?
                    error("No result found.")
                else
                    if results != @last_search_result
                        # Reset the previous search highlighting.
                        @last_search_result.each do |obj| @treeview.highlight(obj, nil) end

                        # Highlight the new results.
                        results.each do |obj| @treeview.highlight(obj, "lightpink") end

                        @last_search_result = results
                    end

                    @treeview.goto(results.first, follow_references: false)
                end
            end

            dialog.show_all
        end

        def goto_catalog
            @treeview.goto(@opened.Catalog.reference)
        end

        def goto_docinfo
            @treeview.goto(@opened.document_info.reference) if @opened.document_info?
        end

        def goto_metadata
            @treeview.goto(@opened.Catalog.Metadata.reference) if @opened.metadata?
        end

        def goto_object
            dialog = Gtk::Dialog.new("Jump to object...",
                        self,
                        Gtk::Dialog::MODAL | Gtk::Dialog::DESTROY_WITH_PARENT,
                        [Gtk::Stock::OK, Gtk::Dialog::RESPONSE_OK],
                        [Gtk::Stock::CANCEL, Gtk::Dialog::RESPONSE_CANCEL]
            )

            entry = Gtk::Entry.new
            entry.signal_connect('activate') { dialog.response(Gtk::Dialog::RESPONSE_OK) }

            dialog.vbox.pack_start Gtk::Label.new("Object number: ")
            dialog.vbox.pack_start entry
            dialog.show_all

            no = 0
            dialog.run do |response|
                no = entry.text.to_i if response == Gtk::Dialog::RESPONSE_OK

                dialog.destroy
            end

            return unless no > 0

            obj = @opened[no]
            if obj.nil?
                error("Object #{no} not found.")
            else
              @treeview.goto(obj)
            end
        end

        private

        def create_panels
            @hpaned = HPaned.new

            @treepanel = ScrolledWindow.new.set_policy(POLICY_AUTOMATIC, POLICY_AUTOMATIC)
            @treepanel.add @treeview

            @vpaned = VPaned.new
            @vpaned.pack1(@objectview, true, false)
            @vpaned.pack2(@hexview, true, false)

            @hpaned.pack1(@treepanel, true, false)
            @hpaned.pack2(@vpaned, true, false)
        end

        def create_statusbar
            @statusbar = Statusbar.new

            @main_context = @statusbar.get_context_id 'Main'
            @statusbar.push(@main_context, 'No file selected')
        end
    end

end

PDFWalker::Walker.start if __FILE__ == $0










./usr/share/origami/gui/xrefs.rb


=begin

    This file is part of PDF Walker, a graphical PDF file browser
    Copyright (C) 2016	Guillaume Delugré.

    PDF Walker is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    PDF Walker is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with PDF Walker.  If not, see <http://www.gnu.org/licenses/>.

=end

module PDFWalker

    class Walker < Window
        def show_xrefs(target)
            XrefsDialog.new(self, target)
        end
    end

    class XrefsDialog < Dialog
        OBJCOL = 0
        REFCOL = 1
        NAMECOL = 2

        def initialize(parent, target)
            super("Xrefs to #{target.reference}", parent, Dialog::MODAL, [Stock::CLOSE, Dialog::RESPONSE_NONE])
            @parent = parent

            @list = ListStore.new(Object, String, String)
            @view = TreeView.new(@list)

            column = Gtk::TreeViewColumn.new("Origin", Gtk::CellRendererText.new, text: REFCOL)
            @view.append_column(column)

            column = Gtk::TreeViewColumn.new("Objects", Gtk::CellRendererText.new, text: NAMECOL)
            @view.append_column(column)

            target.xrefs.each { |obj|
                str = obj.type.to_s
                iter = @list.append
                @list.set_value(iter, OBJCOL, obj)

                obj = obj.parent until obj.indirect?
                @list.set_value(iter, REFCOL, obj.reference.to_s)

                @list.set_value(iter, NAMECOL, str)
            }

            @view.signal_connect("row_activated") { |tree, path, _column|
                if @view.selection.selected
                    from = @list.get_value(@view.selection.selected, OBJCOL)
                    @parent.treeview.goto(from)
                end
            }

            scroll = ScrolledWindow.new.set_policy(POLICY_NEVER, POLICY_AUTOMATIC)
            scroll.add(@view)
            vbox.add(scroll)

            set_default_size(200, 200)

            signal_connect('response') { destroy }
            show_all
        end
    end
end










./usr/share/origami/shell/.irbrc


begin
    require 'origami'
rescue LoadError
    $: << File.join(__dir__, '../../lib')
    require 'origami'
end
include Origami

require 'console.rb'
require 'readline'

OPENSSL_SUPPORT = (defined?(OpenSSL).nil?) ? 'no' : 'yes'
JAVASCRIPT_SUPPORT = (defined?(PDF::JavaScript::Engine).nil?) ? 'no' : 'yes'
DEFAULT_BANNER = "Welcome to the PDF shell (Origami release #{Origami::VERSION}) [OpenSSL: #{OPENSSL_SUPPORT}, JavaScript: #{JAVASCRIPT_SUPPORT}]\n"

def set_completion
    completionProc = proc { |input|
        bind = IRB.conf[:MAIN_CONTEXT].workspace.binding

        case input
        when /^(.*)::$/
            begin
                space = eval("Origami::#{$1}", bind)
            rescue Exception
                return []
            end

            return space.constants.reject{|const| space.const_get(const) <= Exception}

        when /^(.*).$/
            begin
                space = eval($1, bind)
            rescue
                return []
            end

            return space.public_methods
        end
    }

    if Readline.respond_to?("basic_word_break_characters=")
        Readline.basic_word_break_characters= " \t\n\"\\'`><=;|&{("
    end

    Readline.completion_append_character = nil
    Readline.completion_proc = completionProc
end

def set_prompt
    IRB.conf[:PROMPT][:PDFSH] = {
        PROMPT_C: "?>> ",
        RETURN: "%s\n",
        PROMPT_I: ">>> ",
        PROMPT_N: ">>> ",
        PROMPT_S: nil
    }

    IRB.conf[:PROMPT_MODE] = :PDFSH
    IRB.conf[:AUTO_INDENT] = true
end

# Print the shell banner.
puts DEFAULT_BANNER.green

# Import the type conversion helper routines.
TOPLEVEL_BINDING.eval("using Origami::TypeConversion")

#set_completion
set_prompt










./usr/share/origami/shell/console.rb


=begin

    This file is part of Origami, PDF manipulation framework for Ruby
    Copyright (C) 2016	Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU Lesser General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU Lesser General Public License for more details.

    You should have received a copy of the GNU Lesser General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

require 'tempfile'
require 'hexdump'
require 'colorize'

String.disable_colorization(false)

module Origami
    module Object
        def inspect
            to_s
        end
    end

    class Stream
        def edit(editor = ENV['EDITOR'])
            Tempfile.open("origami") do |tmpfile|
                tmpfile.write(self.data)
                tmpfile.flush

                Process.wait Kernel.spawn "#{editor} #{tmpfile.path}"

                self.data = File.read(tmpfile.path)
                tmpfile.unlink
            end

            true
        end

        def inspect
            self.data.hexdump
        end
    end

    class Page < Dictionary
        def edit
            each_content_stream do |stream|
                stream.edit
            end
        end
    end

    class PDF
        if defined?(PDF::JavaScript::Engine)
            class JavaScript::Engine
                def shell
                    while (print 'js> '.magenta; line = gets)
                        begin
                            puts exec(line)
                        rescue V8::JSError => e
                            puts "Error: #{e.message}"
                        end
                    end
                end
            end
        end

        class Revision
            def to_s
                puts "----------  Body  ----------".white.bold
                @body.each_value { |obj|
                    print "#{obj.reference.to_s.rjust(8,' ')}".ljust(10).magenta
                    puts "#{obj.type}".yellow
                }

                puts "---------- Trailer ---------".white.bold
                if not @trailer.dictionary
                    puts "  [x] No trailer found.".blue
                else
                    @trailer.dictionary.each_pair { |entry, value|
                        print "  [*] ".magenta
                        print "#{entry.to_s}: ".yellow
                        puts "#{value.to_s}".red
                    }

                    print "  [+] ".magenta
                    print "startxref: ".yellow
                    puts "#{@trailer.startxref}".red
                end
            end

            def inspect
                to_s
            end
        end

        def to_s
            puts

            puts "---------- Header ----------".white.bold
            print "  [+] ".magenta
            print "Version: ".yellow
            puts "#{@header.major_version}.#{@header.minor_version}".red

            @revisions.each { |revision|
                revision.to_s
            }
            puts
        end

        def inspect
            to_s
        end
    end

end










./usr/share/origami/shell/hexdump.rb


=begin

    This file is part of Origami, PDF manipulation framework for Ruby
    Copyright (C) 2016	Guillaume Delugré.

    Origami is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    Origami is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with Origami.  If not, see <http://www.gnu.org/licenses/>.

=end

require 'colorize'

class String #:nodoc:

    def hexdump(bytesperline: 16, upcase: true, offsets: true, delta: 0)
        dump = ""
        counter = 0
    
        while counter < length
            offset = sprintf("%010X", counter + delta)
      
            linelen = (counter < length - bytesperline) ? bytesperline : (length - counter)
            bytes = ""
            linelen.times do |i|
                byte = self[counter + i].ord.to_s(16)
                byte.insert(0, "0") if byte.size < 2
                bytes << byte
                bytes << " " unless i == bytesperline - 1
            end

            ascii = self[counter, linelen].ascii_print
      
            if upcase
                offset.upcase!
                bytes.upcase!
            end
      
            dump << "#{offset.yellow if offsets}  #{bytes.to_s.ljust(bytesperline * 3 - 1).bold}  #{ascii}\n"

            counter += bytesperline
        end

        dump
    end
  
    def ascii_print
        self.gsub(/[^[[:print:]]]/, ".")
    end
end










